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• Trade-based money laundering (TBML) is the process of concealing and moving illicit 
money through the legitimate intem ational trade in goods; it is believed to be one of the 
largest money lalmdering methods in the world, but one of the least identified and 
understood. (U) 

• The most common f01m ofTBML involves the criminal mis-description of customs 
declarations, to, for example, mtificially raise or lower the value of goods being declared on 
imp01t or exp01t to or from a country. The n·ade in goods is atti·active to launderers, as it 
provides a pretext to wire money to accomplices abroad to pay for goods received. (D) 

• While the tiue scale of TBML in Canada remains unknown, the CBSA assesses that at a 
minimum, hundreds of millions of dollars m·e likely being laundered through the n·ade in 
goods to and through Canada each year. Successful TBML hanns Canada's national and 
economic security, its intem ational reputation, and its revenue collection capabilities.(PA) 

• The CBSA has a mandate to detect, deter and dismpt the customs fraud that underlies 
TBML, but refers suspected instances of TBML to the Royal Canadian Mmmted Police for 
ftnther investigation. (U) 

PURPOSE 

1. The pmpose of this paper is to provide inti·oductOiy situational awareness on TBML in Canada. 
The inf01m ation and judgements in this rep01t are drawn from over a dozen active CBSA leads, a 
complex and ongoing RCMP money laundering investigation, several dozen Financial T · 
and Reports Analysis Centi·e of Canada (FINTRAC) disclosm es, intelligence from intemational 
and domestic law enforcement partners, as well as TBML typology inf01m ation from Canadian 
and U.S. fmancial intelligence units, the Financial Action Task Force, and several 
non-govemmental organizations specializing in fmancial crime.(U) 
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2 . Proceeds of crime and other illicit fmancial flows fuel transnational criminal activity. These flows of 
funds need to be moved into legitimate economies in jurisdictions where they can be safely accessed 
and used by criminals. (D) 

3. According to the Financial Action Task Force (FATF), the intemational body responsible for 
estab lishing global anti-money laundering and anti-ten orist fmancing (AMUATF) no1ms and best 
practices, there are three main methods to place, disguise and integrate illicit flows into f01mal 
economies: 

• Through fmancial institutions; 
• Through the physical movement of cash and monetruy instmments (i.e. bulk cash smuggling); 

and fmally, 
• Through intemational trade. (U) 

4 . Money lalmdering through fmancial institutions and by bulk cash smuggling is well known, and 
AMU ATF controls to detect and prevent lalmdering through these chrumels have become 
progressively more robust. Awareness of trade-based threats, on the other hand, remains limited. 
Most national govennnents have done little to controllmmdering by these means, leaving 
intemational trade exposed to abuse. The process of disguising illicit financial flows and moving 
value tluough the use of trade transactions in an attempt to legitimize their illicit origins is known as 
TBML.(U) 

5. TBML is easily concealed in en01m ous volumes of global trade, leading a panel of expe1is to 
proclaim it as the largest money lalmdering method in the world, but also the least known and 
understood1. No f01mal estimates exist on the scale ofTBML in Canada; however, a sufficient body 
of intelligence exists to indicate that Canada is being routinely exploited for its relatively weak anti­
money lalmdering controls, including the limited awareness of laundering tluough the intemational 
trade in goods in both the public and private sectors . CBSA assesses that TBML is believed to be 
emerging as a prevalent technique for professional money lalmdering networks in Canada, and illicit 
funds in the low hlmdreds of millions of dollars ru·e being laundered each year via trade. The hue 
extent ofTBML is believed to be higher than these figures suggest. (PA) 

6. By one estimate, created using compru·isons of intemational u·ade datasets and balance-of-payment 
inf01mation, the fraud techniques that underlie most TBML schemes account for over 20% of all 
u·ade from developing nations2, at a cost of as much as $8.7 u·illion USD between 2008 and 20173. 

Of this, the amount of TBML occmTing tluough trade fraud ru·ound the world is believed to be 
substantial. (U) 
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7. Most TBML occms through the use of commercial trade fraud teclmiques, primarily through the mis­
description of documents presented to customs services on the imp01iation or exportation of goods 
from a national jmisdiction; however, there are a variety of TBML schemes ranging from simple to 
extremely complex, as follows. (D) 

8. Basic: The most basic TBML schemes involve transfen ing goods to finance illicit activities or to 
procme supplies. In many of these schemes, a strong customs nexus does not exist. This could 
include the exp01i and sale of vehicles to Africa in exchange for narcotics, or antiquities imp01is sold 
to finance the activities of a criminal or tenorist organization. (U) 

9. Moderate: Circumvention of customs regulations is the basis for most TBML schemes. Criminals 
funnel proceeds of crime or other illicit fmancial flows into impOii!expOii companies and use these 
funds to pmchase goods destined to or from Canada. Goods will be fraudulently over- or under­
valued (weights and goods descriptions can also be manipulated) on customs documents in order to 
inflate or deflate their value, quantity, or quality. The destination and the identity of the vendor 
and/or consignee of the goods may also be altered on both customs and shipping documentation to 
conceal the identities of those involved in the lalmdering from authorities.(U) 

10. The primary purpose of imp01iing and/or exp01iing goods is to create the pretext for criminals to 
send Elecu·onic Funds Transfers (EFTs aka "wire u·ansfers" or "wires") to "pay" for said goods at 
somce or destination, which will depend on the direction of the intended flow of illicit funds, as 
follows: (U) 

To Move$ OUT Import Go ods At above value prices 

Export Goods At below value prices 

To Move$1N Import Go ods At balo w value prices 

Export Goods At above value prices 

11. Complex: These schemes build on basic and moderate teclmiques. Third pruiy goods payments, webs 
of freight fOiwru·ding companies, and intemational Free Trade Zones (de-regulated areas ru·ound the 
world that ru·e intended to enhance u·ade) are often inu·oduced to layer u·ade u·ansactions and create a 
highly complex illicit intemational u·ade chain. These teclmiques can be complemented with other 
fonns of money laundering (e.g. in the real estate and casino sectors) and related u·adecraft to fmiher 
reduce detection, including the use of shell companies, offshore accounts, nominees, legal ti11sts, and 
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crypto-cunencies. The most extreme example of customs-based TBML are "phantom shipments", 
where customs declarations are presented for goods that are never shipped. (D) 

12. Not all TBML involves the abuse of customs processes. Some schemes rely on the trade in services 
across borders (e.g. intemational consulting, research fees, fraudulent constmction costs), which, 
while unsophisticated, is extremely difficult to detect, but could be relevant in the context of 
detennining criminal inadmissibility to Canada lmder the Immigration and Refugee Protection Act. In 
addition, some "phantom shipment" schemes are pm ely fmancial: wire transfers are sent between 
banks lmder the pretext of trade payments, but neither shipments nor customs documents are ever 
declared in support of these u·ansactionsi.(U) 

Key Features 

13. Criminals engaged in TBML are generally not interested in committing duty and tax evasion, which 
has been the u·aditional focus of the CBSA's border enforcement eff01is. Rather, lalmderers use 
customs pape1work to justify the wiring of illicit financial flows across borders. The costs involved 
in conve1iing cash to goods and the payment of duties and taxes, if required, are viewed by 
lalmderers as the cost of doing business. (D) 

14. All TBML schemes require a complicit buyer and seller. The risk for TBML increases in related pruiy 
u·ansactions, when the two pruiies of a u·ade u·ansaction either have a linked c01porate sti11ctme, or 
both ends of the u·ade transaction ru·e conu·olled by the same entities. (D) 

Extoorter • · · · • • ·• • • • · • • •• • • -~~!~\.l~~~!"!X ·· · · · · · ·· · ·· · · · · · ., Importer 

"'. 
illmmodi tv market price 

is variable (difficult to 
evaluate) 

Dual Pr~sence 
Transaction 

Customs Declaration 

Ibis scenario presents an instance of •suspected" over-l'111uation. $100,000 in goods are being exported from Canada. 
The goods art. invoked at their presumed true l'aloe, ho1n1·er, only $80,000 worth of goods al't declared on export to 
the CBSA. The scheme aDows for an excess of$20,000 in value to be laundered into Canada. (graphic source: RCMP 
Financial Crime, Toronto North) 

i These cases would only involve the CBSA mandate insofar as confinning for law enforcement the existence of any 
supporting impmt or export activity. 
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15. While almost any product or commodity can be used to ca.ny out TBML, ce1iain goods are ideal. 

(U) 

These include: high-demand, easy to sell goods; goods that are difficult for customs services to 
examine; and/or goods with variable price ranges (or are difficult to price). Goods exhibiting these 
characteristics feature repeatedly in TBML schemes in Canada and other countries. These include: 

• Smruiphones, tablets and electronics (see sidebar) 
• Vehicles and vehicle pruis 
• Agri-foods (e.g. fresh and frozen meats, dairy, seafood, produce) 
• Used clothing and textiles 
• Lumber and paper products 
• Scrap metal and plastic 
• Precious metals and stones 
• Perfumes and cosmetics 

Sna shot - TB.ML and Mobile Phones 

Mobile phones feature frequently in Canadian and international TBML schemes, and are well­
known to both law enforcement and financial institutions. They are emblematic of the ease 
with which TBML can be conducted, and the difficulty in identifying suspicious 
shipments.(P A) 

The devices are easy to acquire with proceeds of crime through networks of straw buyers 
(illicit funds are typically used to reimburse buyer's personal credit cards). Logistically, the 
devices are portable and can be shipped in bulk with ease. At the same time, the wide variety 
of models, features and price points facilitates mis-description (used models can be sold as 
new, memory sizes can be altered on declarations, etc). In extreme cases, entire shipments of 
phones have been known to be recycled from one country to the next, documented as new 
shipments each time. Demand, particularly for higher-end brand name devices, make phones 
easy to liquidate in destination markets in order to recover now "clean" funds.(U) 

Geographic Concentrations 

16. CBSA assesses that TBML activity is occmTing on a daily basis in Canada, pruiicularly in the 
fmancial and industry hubs ofT oronto, Montreal and Vancouver. These locations ru·e where the 
majority of impOii!expOii businesses are domiciled, and where most professional money laundering 
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activity is concentrated in Canada. Additionally, dozens of Canadian trading companies across the 
cmmt:Iy have the capability and the suspected intent to engage in the placement and layering stages of 
TBML activities through the t:I·ade in goods.(PA) 

17. TBML can occur anywhere, but, while specific routings have not been analyzed in detail, imp01is or 
exp01is (and conesponding wire t:I·ansfers) originating or t:I·ansiting via the following jurisdictions are 
often an indicator for TBML: 

• United Arab Emirates 
• Hong Kong 
• China 
• Pakistan 
• United States: 

• Greater New York area 
• South Florida 
• Southem Califomia 

• Latin America, in pruiicular: 
• Mexico 
• Colombia 
• Paraguay I Tri-Border Area (Ciudad del Este) 

(PA) 

TBML Enablers 

18. The Black Market Peso Exchange: Black Mru·ket Peso Exchanges (BMPEs) are a fundamental 
TBML typology. BMPEs are an "inf01mal value t:I·ansfer system" created by Colombian traders in the 
1970's seeking methods to evade domestic cunency cont:I·ols in order to access US dollru·s to pay for 
imp01i ed goods. These methods were quickly adopted by dm g t:I·afficking caliels as a method of 
swapping US dmg dollars for Colombian pesos, and the technique remains closely associated with 
dm g n·afficking proceeds to date. While there are dozens of variants to the technique, BMPEs help 
criminal networks solve a key logistical dilemma: how to repat:I·iate illicit fmances, usually eamed in 
foreign cunency, with minimal risk of exposure, and conve1i it to local cmTency where it can be 
freely used to sustain criminal operations. (D) 

19. BMPEs are, effectively, an illegal foreign cunency exchange that avoids the large-scale cmTency 
t:I·ansactions which ru·e rep01iable to Canada 's financial intelligence unit, the Financial Transactions 
and Rep01is Analysis Cent:I·e of Canada (FINTRAC). A typical BMPE, using the example of 
laundering US dm g proceeds back to Colombia, works as follows (see accompanying graphic).(U) 
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20. Not all BMPE schemes use fraudulent customs documentation. In some schemes, the prices, quality, 
quantities and descriptions of goods can be reported accurately for customs purposes. The money 
laundering in these instances occurs at the initial, or "placement" stage of the laundering cycle, by 
using illicit financial flows to purchase goods that are subsequently exp01ied. Proving the complicity 
of the merchants who accepted illicit ftmds as payment for exp01is in these circumstances can be 
difficult for investigators and prosecutors. (D) 

21. Free Trade Zones (FTZs): FTZs are de-regulated areas, typically located near p01is of entry, that are 
created by governments to stimulate investment, economic growth, manufacturing and international 
u·ade through reduced regulatory conu·ols (e.g. duties and tax collection, examinations) and 
enforcement. FTZs can also be used to create corporations and other legal entities necessa~y to access 
the global fmancial systems. These features make FTZs atu·active for both licit and illicit economic 
activity, and generally enhance criminal opportlmities to engage in money lanndering. There are over 
3000 FTZs around the world processing billions of dollars' wo1ih of global u·ade each year. Many are 
located in major regional fmancial and u·ade cenu·es, while others operate in dmg u·afficking and 
money laundering conidors (see "Geographic Concenu·ations" section above).(U) 
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22. TBML schemes identified in Canada are frequently linked to FTZs through goods transshipments, 
pruiicularly in suspected BMPE schemes. Goods effectively "disappear" into FTZs as they may be 
re-manifested and fmi her mis-described before being u·ansshipped onwards, which makes it 
exu·emely difficult to detennine the ultimate destination (and consignees) of goods.(PA) 

23. Open-Account Settlements: In open­
account u·ansactions, the role of financial 
institutions ru·e to process the payments 
for a u·ansaction negotiated between a 
buyer and seller (typically via a sales 
invoice) for a fee. Banks generally do no 
request any documents to supp01i the 
legitimacy of the u·ansaction, such as an 
invoice, bill of lading, or customs 
declaration. In addition, fmancial 
institutions have no means to verify 
whether goods that are either fmanced or 
settled through open accmmt have indeed 
been physically impOiied/expOii ed, as 
there are no requirements to present 
confinnation of the submission of 
customs documents to the appropriate 
customs authority, the CBSA. 
Conversely, the CBSA has limited ability to 
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reconcile financial u·ansactions with customs records. This infonnation gap increases the risk of goods 
mis-description or, in the most severe cases, entirely fictitious phantom shipments of goods. (PA) 

24. Trade Finance: Inf01mation from a complex, ongoing TBML investigation suggests that u·ade 
fmancing mechanisms may be exploited to pe1peu·ate TBML to a greater degree than the Govemment 
of Canada (GOC) may be aware. FINTRAC does not have the legislative authority to collect 
u·ansaction inf01mation linked to documentruy credit inf01m ation, which creates a gaps in the CBSA 
and law enforcement's ability to identify suspicious fmancing link to u·ade u·ansactions. While 
fmancial institution anti-money laundering depruiments have submitted Suspicious Transaction 
Rep01is pe1iaining to trade fmance in some instances, it remains possible that money laundering 
threats to u·ade finance remain hidden through lack of access to related inf01m ation coupled with a 
low degree of awru·eness of TBML within the u·ade finance divisions of these institutions. In addition, 
lawyers who negotiate u·ade finance contracts are also exempt from Canadian AML rep01iing 
requirements due to solicitor-client privilege. (D) 
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25. Cartels: Cattel dm g tmfficking accounts for much of the illicit fmancial flows being lalmdered, based 
on prutner intelligence and through investigative leads cmTently under review. Most of the funds 
related to these schemes enter Canada from the United States, China, Hong Kong, and the United 
Arab Emirates for goods shipments to a wide vm·iety of third cmmu·ies, primru·ily using BMPE 
vru·iations. Canada likely remains an attractive distribution link in the intem ational flow of crut el 
nru·cotics proceeds back to producers, rather than as a key source or destination for the proceeds 
themselves through TBML techniques. This judgement derives from evidence of significant fmancial 
"flow through"ii in bank accounts linked to u·ade u·ansactions in cases examined thus fru·.(PA) 

26. While the CBSA has established linkages between suspected TBML and Mexican caliels, the 
majority of the suspected cases ofTBML that the CBSA are cunently examining are suspected to be 
conducted by Professional Money Launderers (PMLs) likely operating at anus-length lmder conu·act 
to the crut els. As the US Treasmy continues to expand its Transnational Organized Crime and 
"Kingpin" sanctions lists, there is a risk that Cartels may come to increasingly favour professional 
money launderers operating adjacent to the US fmancial system in Canada.(PA) 

27. Professional Money Launderers: A significant runount of lanndering continues to be cruTied out by 
low level cunency smuggling "mules" who are paid or coerced to physically move cash between 
jurisdictions. Logistical difficulties plus the risk of theft or interdiction have led many sophisticated 
criminal networks to adopt less risk-prone and more efficient methods of money laundering, including 
the increasing use of PML networks in order to reduce their exposure to law enforcement. (PA) 

28. PMLs ru·e not involved in the generation of the proceeds of crime. Instead, they charge commissions 
to lalmder criminal proceeds, ranging from one to as much as 25 percent in Canada based on the level 
of laundering difficulty4 . Many PMLs hold professional designations or own businesses conducive to 
laundering, including lawyers, accountants and u·ade chain professionals. CBSA and Govemment of 
Canada (GOC) intelligence holdings indicate that the use ofTBML techniques via import/exp01t shell 
and front companies (where beneficial ownership can be difficult to detennine) in Canada is 
prevalent, and apperu·s to be a key money laundering method employed by Mexican and Colombian 
dm g u·afficking crutels. 

29. The identities of the intem ational and domestic money conu·ollers/remitters who broker lanndering 
deals between organized crime groups and PMLs across borders remains a key intelligence gap, 
although indicators of their involvement have been identified in several CBSA files. (P A) 

ii Deposits that are withdrawn or wired onwards from an account within 1-2 days of the initial deposit. 
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30. Third-parties: The use of third-paliies, often located in third countries, who have no apparent 
connection to a trade transaction to pay goods invoices is one of the most commonly observed 
methods of facilitating TBML. It is a tactic frequently used in PML-conu·olled BMPE schemes, and 
the third pmiy is often linked to an futemational Conu·oller Network. These global networks of PMLs 
broker and reconcile laundering deals, and receive and u·ansfer vast sums of illicit money on behalf of 
vm·ious criminal and ten orist ente1p rises for a fee, notable examples of conu·oller networks with a 
global footprint and the capability and intent to launder billions of dollars per year include the 
KHANANI Money Lalmdering Organization and D-COMPANY, both of which have been sanctioned 
by the US Treasury and batTed from u·ansacting in the US financial system. (P A) 
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31. Payments are typically made by wire transfers between fmancial institutions with cross-border 
conespondent banking relationships. These u·ansactions are rm·ely scmtinized by fmancial 
institutions and only come to the attention of the CBSA by way ofFINTRAC once the suspicion of 
TBML has ah-eady been established. Moreover, customs authorities m·e only able to physically 
examine a small percentage of corresponding goods shipments to validate the wire u·ansfers. 
Detecting this behaviour would require the mandat01y inclusion of some f01m of customs reference 
embedded within wire u·ansfer remittance inf01m ation. Canada, like many counu·ies, does not 
mandate the inclusion of any fonn of cross-referencing identifier to link wire u·ansfers with 
conesponding imp01i or export activity.(PA) 

32. Informal Value Transfer System (IVTS) Networks: These trust-based, infonnal networks exist in 
pm·allel to the f01m al banking sector as serve as a way to transfer funds without money leaving 
physical borders (sometimes known as mirror transfers). IVTS networks receive money from clients 
seeking to u·ansfer ftmds to a different geographic location; equivalent values m·e then paid out a the 
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opposite end of the network to the intended recipient. IVTS are often used by expatriates to remit 
money back to family in their cmmu·ies of origin to avoid high u·ansaction fees and exchange rates, or 
to u·ansfer funds to hard-to-reach locations. IVTS include "altem ative remittance systems" and 
lmderground banking that precede westem banking by thousands of years (known variously as 
hawala, hundi, andfei chien) . IVTS are secure, anonymous and mostly legal, making them highly 
atti·active to PMLs. TBML is typically used by IVTS networks to balance their ledgers.(U) 

33. Financial and other intelligence sources also provides emerging indicators ofiVTS networks 
operating across Canada that are facilitating illicit fmancial flows to and from Canada and China, 
Hong Kong and the UAE are, possibly linked to proceeds of crime, capital flight from China and 
h·anian sanctions evasion 01 enezuelan sanctions evasion is also possible, but has not yet been 
identified in Canada). The degree to which the money remitters operating these infonnal networks are 
aware of the source of the funds they are u·ansmitting through the intem ational movement of goods is 
not known. Unlike narco-proceeds cases, CBSA has not observed the same degree of financial flow­
through activity, suggesting that these funds may be destined to remain within Canadian fmancial 
institutions. The mis-description of customs and u·ade chain documents remains the primruy assessed 
method for facilitating this lalmdering activity.(PA) 

34. Freight Forwarders: Freight f01warders can be a powerful facilitator of global TBML. The freight 
f01warding sector occupies a pivotal place in trade chains. They are neither the seller nor the buyer of 
goods; rather, they expedite goods shipments by helping buyers and sellers navigate often complex 
customs and shipping routes and processes. Unlike financial institutions, freight f01w arders have no 
AML rep01iing obligations in situations where they suspect that ce1iain u·ade u·ansactions may be 
TBML-related. Taken together, these factors create ideal conditions for maintaining willful blindness 
to TBML: freight fo1wru·ders can use their knowledge of u·ade logistics and their lack of AML 
rep01i ing obligations to conu·ol and direct TBML schemes, while disguising their role from law 
enforcement by acting as a facilitator, rather than the driver of suspect trade u·ansactions.(U) 

35. For example, in one ongoing TBML investigation, the Canadian and overseas freight fowarders are 
believed to be manipulating the exp01i er and consignee inf01mation on both Canadian exp01i and 
overseas imp01i declarations, likely in order to conceal the hue identities of both the originator and 
the recipients of the goods from customs services and law enforcement on both sides of the 
u·ansaction. In the same case, the Canadian exp01ier appears to be conspiring with the Canadian 
freight fo1wru·ding companies to use the freight f01warder's name and business number inf01mation in 
place of their own. (PA) 

RED FLAGS 

36. The following indicators ofTBML activity are based on ' red flags' that have been identified by 
FinCEN6 and the Asia/Pacific Group (APG) in their 2012 rep01iAPG Typology Report on Trade 
Based Money Laundering7. The APG report notes that no one activity by itself is a clear indication of 

Canada 
This document is the properly of the Canada Border Services Agency (CBSA) and should not be reclassified or dissenlinated without prior consent of the 
originator The inforou\lion must be stored. transnlitted, and safeguarded in accordance with its classification level, as outlined in the Government Security Policy and 
the CBSA Security Policies If access is requested \Ulder the Access to It~Jonnaticm Act or the Privacy Act, n o decision should be taken without prior consultation with the 
originator, as the information may be subject to exemptions Requests for additional use should be forwarded to the Intelligence Operations and Analysis Division 
nutilbox ITOC COTR®cbsa-asfc gc ca 



1+1 Canada Border 
Services Agency 

Age nee des services 
frontaliers du Canada PROTECTED A ... 

t~~ 

TBML. Indicators only identify possible signs of illicit activity and need to be evaluated in 
conjunction with other 'red flags' and the nonnal transaction activity expected.(U) 

A. REDFLAGS~THREGARDTOCORPORATESTRUCTURES 

Use of front or shell The u·ansaction involves the use of front or shell companies. 
companies 

A shell company has no real operating activity and is used to 
hide ML activity, and the identities of individuals involved so 
as to obscme the money trail. Shell companies enable illicit 
actors to create a network of legal entities around the world, 
and distance themselves from the illicit proceeds. 

By conu·ast, a front company has real business whose legitimate 
operations are used as a cover for ML and other criminal 
activity. 

Numerous sole Numerous sole proprietorship businesses I private limited 
proprietorship businesses I companies set up by seemingly muelated people (proxies) are 
private limited companies found to be conu·olled by the same group of people. For the 

setting up of such businesses, false addresses are registered. 

Related party transactions Trade u·ansaction reveals links between representatives of 
companies exchanging goods (e.g.: same owners or 
management) . 

Related-pmiy u·ansactions (i.e. u·ansactions between entities 
that m·e pmi of the same corporate or business group), rely on 
mutual agreements between the pmiies. Over or under-
invoicing of goods and services requires collusion between the 
exp01ier and imp01ier. 

Note: Although there is a higher risk of related pmiy 
u·ansactions being used for fraud and for TBML, dealings 
between related pmiies are not necessarily illegal. 
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B. RED FLAGS RELATING TO FINANCIAL & BAl~NG PRODUCTSiii 

Letters of Creditiv 

Method of payment 

Use of unrelated third­
party entities 

Unusual deposits 

Use of letters of credit to move money between those cmmu·ies 
where such u·ade would not n01mally occm or is not consistent with 
the customer 's usual business activity. 

Repeatedly amended or frequently extended letters of credit without 
reasonable justification, or that includes changes in regard to the 
beneficiary or location of payment without any apparent reason. 

The method of payment requested by the client appears inconsistent 
with the risk characteristics of the u·ansaction. For example, receipt 
of an advance payment for a shipment from a new seller in a high­
risk jmisdiction. 

Transactions that involve payment from third-pa1iy entities that 
have no apparent connection with the u·ansaction (unrelated to the 
seller or pmchaser of goods). 

Transactions that involve front or shell companies or wire 
instmctions/payment from patties which were not identified in the 
original letter of credit or other documentation. 

~ansactions that involve payments for goods through cheques, -
bank drafts or money orders not drawn on the account of the entity 
that pmchased the items. 

Unusual deposits, e.g.: use of cash or negotiable instruments (such 
as u·aveler's cheques, cashier 's cheques and money orders) in round 
denominations to fund bank accounts and to pay for goods and 
serv1ces. 
The negotiable instnnnents sequentially numbered or pmchased at 
multiple locations, frequently lacking payee inf01mation. Cash 
payments for high-value orders ru·e also indication of TBML 
activity. 

iii These indicators are helpful when reviewing FINTRAC dislosures. 
iv An important payment method that facilitates intemational trade as a bank guarantees a buyer's payment to a seller. 
Sometimes refened to as docwnentary credit. 
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Sudden onset and equally sudden cessation of payments - typically 
wire transfers - within a sh01t duration. This could be an indication 
that the account is temporarily being used to launder illicit proceeds. 

Inward remittances in multiple accounts and payments made from 
multiple accmmts for u·ade u·ansaction of same business entity. 

The u·ade finance mechanism should be in place for both export leg, 
as well as imp01t leg, of u·ansaction. If the u·ade finance mechanism, 
for example Letters of Credit, have been provided for only the 
imp01t leg of the u·ansaction and not for exp01t leg, this indicates 
the possibility ofTBML. 

The commodity is shipped to or fi:om a jurisdiction designated as 
'high risk ' for ML activities, or sensitive I non co-operative 
jurisdictions. 

The commodity is u·ansshipped through one or more such high-risk 
or sensitive jurisdictions for no apparent economic reason. 

Free Trade Zones (FTZs) are emerging as being especially vulnerable 
to TBML. Shipments of high value merchandise (such as elecu·onics, 
auto pruts and precious metals and gems) to duty-free u·ade zones, 
seen in conjunction with the following red flags, could be an 
indication of a u·ade-based money lalmdering activity: 

1) Third-patty payments for goods or services made by an 
inte1mediary (either an individual or an entity) apparently 
unrelated to the seller or purchaser of goods. 

2) Amended letters of credit without reasonable justification. 
3) Significant discrepancies between the descriptions of the 

goods on the u·anspOit document (e.g.: bill oflading), the 
invoice, or other documents (e.g.: ce1tificate of origin, 
packing list). 

Payment destinations that include Hong Kong, China, South Korea, 
Taiwan, Spain, Panama, Curacao, as they relate to free-u·ade zones. 
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Unusual or circuitous Circuitous route of shipment or circuitous route of fmancial or trade 
routing transaction. 

Order for the goods is placed by fums or individuals from foreign 
cmmu·ies other than the jurisdiction of the stated end-user. 

Transactions Transaction involves shipment of goods inconsistent with n01m al 
inconsistent with geographic u·ade pattems of the jurisdiction (e.g.: u·ade in goods 
geographic trade which are not nonnally exp01ied or imp01ied by a jurisdiction, or 
patterns which does not make any economic sense). For example, semi-

conductor manufacturing equipment being shipped to a jurisdiction 
with no elecu·onics industry. 

D. RED FLAGS WITH REGARD TO GOODS 

Misrepresentation of Significant discrepancies between the description, quality and 
description, quality or quantity of the goods on the documents, such as bills of lading, 
quantity of goods invoices, and the actual goods shipped. 

Misrepresentation may also be in relation to or type or grade of 
goods. For example, a relatively inexpensive good is supplied, but 
is invoiced as being more expensive, of different quality or even as 
an entirely different item so that the documentation does not 
accurately record what is actually supplied (mis-declaration). 

Discrepancies between Significant discrepancies appear between the value of the 
reported value of commodity rep01ied on the invoice and the commodity's fair 
commodity and fair market value. This is done either in conjlmction with mis-
market value declaration of the description I quality I grade of goods or without 

it. This is also often associated with mis-declaration of the 
jurisdiction of origin. 

Irregularities with Consignment size or type of commodity being shipped appears 
consignment size or type inconsistent with the scale or capacity of the imp01ier I exp01ier or 

in relation to their regular business activities, or the shipment does 
not make economic sense (i.e. there is no reasonable explanation 
for the client's fmancial inveshnent into the shipment). 
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All trade u·ansactions are vulnerable for TBML; however, some 
commodities provide greater opporhmity for ML. Goods involved 
in TBML will usually be those where it is difficult to identify hue 
value, due to the nature of these goods. For example, anomalies in 
value are less apparent and more difficult to substantiate in 
commodities that exhibit a wide range in their valuation. The 
following goods have been identified as vulnerable for TBML: 

• elecu·onics 
• agriculnual products (meats/meat products, dairy) 
• ga1ments (e.g. used clothes) and textiles 
• vehicles/vehicle palis 
• precious metals and stones 
• pulp and paper 

Note: This is not an exhaustive list. 

IMPLICATIONS FOR THE CBSA AND CANADA 

Enforcement Mandate 

37. As Canada's u·ade gatekeeper, the CBSA supp01is public safety and national security priorities by 
ensuring that all goods imp01ied or exp01ied comply with border-related program legislation. 
Traders seeking to convey goods to and from Canada have the obligation under the Customs Act to 
provide "ti11e, accurate and complete" rep01iing of goods imp01ied or expOiiedv. Launderers who 
willfully make false statements to the CBSA by mis-describing customs documentation to evade their 
rep01iing obligations may be subject to investigation by the CBSA's Criminal Investigations 
Division; however, when customs offences appear to be facilitating money laundering, the CBSA is 
obligated to refer these instances to the RCMP for investigative consideration vi, and Customs Act 
offences may fonn the basis of subsequent lalmdering investigations by the RCMP.(U) 

38. There is no criminal offence under Canadian law called "ti·ade-based money laundering". 
Responsibility for enforcing fmancial crimes, including fraud and proceeds of crime/money 
lalmdering offences in Canada fall largely under the domain of the federal, provincial and mlmicipal 
law enforcement authorities who enforce the Criminal Code of Canada (Criminal Code). vii The 

v Further to CustomsActsubsections7.1, 12and95(3) 

vi According to the CBSA Act, the Agency has a legislated responsibility to provide cooperation, support, information and advice to other federal departments 

to assist them in carrying out their mandated responsibilities. 

vii Criminal Code subsection 463 31 (1 ). Proceeds of crime and money laundering offences fall under Part Xll.2 of the Code. 

Canada 
This document is the properly of the Canada Border Services Agency (CBSA) and should not be reclassified or dissenlinated without prior consent of the 
originator The inforou\lion must be stored. transnlitted, and safeguarded in accordance with its classification level, as outlined in the Government Security Policy and 
the CBSA Security Policies If access is requested \Ulder the Access to It~Jonnaticm Act or the Privacy Act, no decision should be taken without prior consultation with the 
originator, as the information may be subject to exemptions Requests for additional use should be forwarded to the Intelligence Operations and Analysis Division 
nutilbox ITOC COTR®cbsa-asfc gc ca 



1+1 Canada Border 
Services Agency 

Age nee des services 
frontaliers du Canada PROTECTED A ... 

t~~ 

Royal Canadian Mmmted Police (RCMP), Canada's national police force, is responsible for 
enforcing federal fmancial crimes in the Criminal Code or those with a national or u·ansnational 
dimension. The RCMP also has criminal investigative authority for offences under Canada's 
Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTF A). This legislation 
establishes specific record keeping and rep01iing measmes designed to detect and deter money 
lalmdering and the fmancing of ten orist activities and to facilitate the investigation or prosecution of 
money lalmdering and ten orist fmancing offences. (D) 

Harms 

39. There are fom broad categories of consequences for Canada and Canadians when TBML is 
successful: 

• National Security: TBML provides criminals and ten orists with a relatively risk-fi:ee mechanism to 
repau·iate narcotics, conuption and tenorist financing proceeds, to evade intemational sanctions, and 
to finance proliferation activities. 

• Reputation: TBML has the potential to fmiher enu·ench the perception of Canada being "soft" on 
money lalmdering. For example, the United States has identified Canada as a "major" money 
lalmdering 'jmisdiction of primary concem" in each iteration of its Depruiment of State International 
Narcotics Control Strategy Report since at least 2009. 

• Economic Security: Moreover, the u·ade dist01iions that TBML creates can lmdennine legitimate 
competition and macro-economic decision-making. Finally, TBML drunage the reputation of the 
financial institutions within a country , as well as that of the counu·y itself 

• Revenue: When dutiable goods are targeted, TBML deprives counu·ies of revenues that may 
othetwise be collected.(U) 

Trade Fraud and Trade Based Money Laundering Centre of Expertise 

40. In recognition of the threat posed by TBML in Canada, and the critical role played by CBSA in 
addressing the issue, the GoC authorized the creation of the Trade Fraud and Trade Based Money 
Lalmdering Cenu·e of Expetiise within the Agency. The Cenu·e is operational as of April 2020 and is 
mandated to enhance the Agency's capacity to identify, interdict, and investigate complex u·ade fraud, 
and refer TBML files to the RCMP. Establishing a multi-disciplinruy team comprised of intelligence 
analysts, u·ade specialists, and criminal investigators will better position the Agency to identify and 
investigate anomalous u·ade u·ansactions indicative ofTBML, and fill in knowledge gaps on threat 
actors and modus operandi. (D) 

Prepared by: J.G. , Trade Fraud and Trade-Based Money Laundering Centre of Expertise 
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