MOF2398.0001
MOF2398.0001

Money Services Businesses

Public Consultation Paper

BRITISH | Ministry of
COLUMBIA | Finance _



MOF2398.0001

MOF2398.0002
MONEY SERVICES BUSINESSES
PUBLIC CONSULTATION PAPER
TABLE OF CONTENTS

DI TR DTN s s i oo 6. 54 A K S S S S G A S S A DA Y S MRS 2
Purpose of MSB CoNnSUItation PaPer........cuiiiiiiiie et seeeseeseeseeseeeseesseesesansesseeseesseansesnsessenasens 2
HOW £ PrOVIAE: TP suuossusensssnsissssuadsnsssanonssonn osnsssisessissessssssssss s s ssenanssysas s sassion sesa s i s shasvassawassn 2
Public Nature of Consultation PIrOCESS .......cc.ci i seeee e sn e e e e nesanesresnens 2
BACKGROUND AND CONTERT o osrssonsssassssonussmsssinassssssssiss s ass s aseaasse s s sssss 5osH 5 ssatays i e ssees 15355083 45 assan 3
Money Services BUSINESSES SECLOT ....coiiiiiiiiiieirie ittt eeiree et et e e sr e eneesanees e eseneesnnesneeereeeseesanesaneenane 3
Regulation of Money Services BUSINESSES ....c..cccoiriiiririerinieirineneeee e sereneereee e seenesesaeeeeneesesnssneenees 6
FINTRAQG ..ccnaxusiovws siicseniss caionss sniissne i oswsas'sss oaisin s s ioinn 645 6amaesd o535 fuiem 40434894804 40503 G vt iR s aEas Sh dheR SRS s iazss 6
Quebec Money Services BUSINESSES ACE. ... iuirianieaieeieeaiiestesaeaneaaeesseessesseensessesseensesseessesssesseessasssenses 8
United States Money Services Businesses Sector Regulation ..........ccccocveiirininnniinniinnninneniinncens 9
DISCUSSION OF KEY ISSUES AND AREAS FOR PUBLIC INPUT .....ueeitieniieieieacienncienreeeseaneenseeessessneanneesssesssessaneassees 11
VBTG Wi ostes swmonsmuonnsons 455 658 o R4 o5 4305 494 A0S w1050 85 8RR HH 5046 FA RN oGS oV NS RS S5 EH O SRR NS E R S5 11
RATIONALES AND OBJECTIVES FOR REGULATING THE MSB SECTOR......cutitiiiiciiieeeecieneeeaeeeseneaeeeeernneaeeseennnsesaneas 11
Combatting Money LAUNAETIIG y.csusuwessosensasvssssossnsssnssasessssss s s e s s etsssisss s s eos ssasscsssiess oo 11
CONSUMET PrOtECTION ...ttt e se e e seneen e e e eneeneeenneneeanens 13
Solvency and SYStEMIC RISKS.....iiuiiiiiiiiiiieiratiiitinieese e seeestescees e seaeseeesees e ansesssaseasnsasnesssesseessesssanneans 15
OTHER IMPLICATIONS OF REGULATING THE MSB SECTOR....ccccttiitttriieaetenneeanieeeeieaneeenseeseesenneaseeasseesssesnseassses 17
Minimizing Regulatory OVETIlap. ..ottt s sree e e e e sre e e seenneens 17
Minittiizing REGUIEHOTY BURAEN.. csimimimscimaisiseassssmsnsms sssosisssmanionisias siis ivassinsss issosdssaian fonssiasas sissaetessnssing 18



MOF2398.0001
MOF2398.0003

INTRODUCTION

The Ministry of Finance is consulting on whether the province should regulate money
services businesses (MSBs). MSBs are currently required to register with the Financial
Transactions and Reporting Analysis Centre of Canada (FINTRAC), Canada’s financial
intelligence unit, whose mandate is to facilitate the detection, prevention and deterrence of
money laundering and terrorist financing. FINTRAC requires MSBs to establish and
implement a comprehensive and effective compliance program as well as meet certain
know your client, reporting and record keeping requirements. Both the Expert Panel on
Money Laundering in BC Real Estate

(https://news.gov.bc.ca/files/Combatting Money_Laundering Report.pdf) and the
Independent Review of Money Laundering in Lower Mainland Casinos
(https://news.gov.bc.ca/files/Gaming_Final_Report.pdf) recommended that in addition to
the FINTRAC regime, MSBs should be regulated by the province.

Purpose of MSB Consultation Paper

The purpose of this public consultation paper is to seek input on whether the province
should regulate MSBs and what the objectives of a possible regulatory framework should
be and any potential costs that would be a consequence of such a regime. The paper sets
out a number of possible rationales, objectives and implications of a potential regulatory
regime on which input and comments are being sought. Questions are posed after each
section to help identify the specific areas and issues. Stakeholders are also invited to
provide comments on other issues related to the possible regulation of MSBs that they
consider relevant to the review.

How to Provide Input

Submissions and comments must be received by April 17, 2020 and may be
transmitted electronically to msb.consultation@gov.bc.ca.

Submissions and comments may also be mailed to:

Attn: Policy & Legislation Division
MSB Consultation

Ministry of Finance

PO Box 9418 Stn Prov Govt
Victoria BC VBW9V1

Public Nature of Consultation Process

Please note that this is a public consultation process and, unless confidentiality is
specifically requested, comments and submissions may be summarized or attributed in a
public report, and may also be disclosed to other interested parties or made publicly
available on the Ministry of Finance website at http://www.gov.bc.ca/fin/.
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If certain comments should not be posted publicly or shared with other parties, please
clearly indicate that in the submission or covering letter. However, please note that all
submissions received are subject to the Freedom of Information and Protection of Privacy
Act and, even where confidentiality is requested, this legislation may require the Ministry
to make information available to those requesting such access.

BACKGROUND AND CONTEXT

Money Services Businesses Sector
Definition

MSBs are a large and diverse set of businesses. The federal Proceeds of Crime (Money
Laundering) and Terrorist Financing Act (PCMLTFA) defines MSBs as:

...persons and entities engaged in the business of foreign exchange dealing, of
remitting funds or transmitting funds by any means or through any person, entity or
electronic funds transfer network, or of issuing or redeeming money orders, traveller’s
cheques or other similar negotiable instruments except for cheques payable to a
named person or entity.

MSBs are not traditional financial institutions. They do not accept deposits or make loans
like banks, credit unions or trusts; however, banks and other financial institutions often
provide services that are similar to MSBs. FINTRAC does not consider persons and entities
that engage in utility payments, payroll and commission services, mortgage and rent
payment services and certain tuition payment services to be MSBs. This is because
FINTRAC considers these services to be payment processing and that the transmitting of
funds is simply a corollary of their actual service. Similarly, FINTRAC considers businesses
that provide settlements directly to merchants on behalf of the merchant’s customers for
the purchase of goods and services not to be MSBs.

Many regulators, including FINTRAC, consider informal alternative money transfer systems
such as Hawala! to be MSBs. Some jurisdictions also include cheque cashing and prepaid
or stored value (e.g. prepaid cards, digital wallets) to be MSBs.

At least one jurisdiction has included the operation of privately-owned automated teller
machines (ATMs) or so-called “white-label ATMs” (WLATMS) as MSBs. More recently,
many regulators have clarified that MSBs also include businesses dealing in virtual
currency, such as Bitcoin. Recent amendments to the PCMLTFA regulations define virtual
currency as:

1 The Financial Action Task Force (FATF) defines Hawala and other similar services providers (HOSSP) as money
transmitters, particularly with ties to specific geographic regions or ethnic communities, which arrange for
transfer and receipt of funds or equivalent value and settle through trade, cash, and net settlement over a long
period of time. A broader category is Informal Value Transfer Systems (IVTS), which are informal money
transfer systems that facilitate the transfer of value outside of the conventional financial system
(https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-money-value-transfer-services.pdf ,

p. 7).
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...(a) a digital representation of value that can be used for payment or investment
purposes that is not a fiat currency and that can be readily exchanged for funds or for
another virtual currency that can be readily exchanged for funds; or (b) a private key
of a cryptographic system that enables a person or entity to have access to a digital
representation of value referred to in paragraph (a).

This definition mirrors language from international guidance,? which has added definitions
for “virtual assets” and “virtual asset service providers” to reflect the evolution of the
virtual asset space. The Organisation for Economic Co-operation and Development (OECD)
has observed that an increasing number of countries’ financial authorities are defining and
regulating virtual currency exchanges as MSBs.3

Industry Size

MSBs play an important role in the international financial system. For example, it is
estimated that in 2018, U.S. MSBs handled over U.S.$1.4 trillion in transactions, of which
U.S.$1.2 trillion were domestic transactions.* The majority of this was money transmission
(60%), followed by stored value (such as prepaid cards or mobile wallets) (21%), payment
instruments including money orders (12%) and virtual currency exchange (5%). MSBs
also play a significant role in Canada, where there are more than 900 MSBs® (not including
agents) registered with FINTRAC, which handle approximately $39 billion a year.

Trends

MSBs are innovative businesses that often assist individuals who have challenges accessing
the financial system. They are frequently at the forefront of adopting new technologies and
developing new innovative products and services. These trends have accelerated in recent
years with the rapid growth in international migration and migrants’ related money
transmission needs as well as the rise of new financial technologies and related start-up
firms. Atthe same time, MSBs continue to experience challenges in accessing the banking
system which can affect their ability to provide affordable and convenient products and
services.

Use by Disadvantaged and Vulnerable Groups

Many MSBs provide convenient and affordable financial services to disadvantaged and
vulnerable groups such as low-income, rural, and undocumented migrants. Remittances’
to low- and middle-income countries have reached record highs in recent years and
continue to grow rapidly. They are expected to be the largest source of external financing
for these countries in 2019 and will surpass foreign direct investment and official

Z https:/ /www.fatf-gafi.org/media/fatf/documents/recommendations/RBA-VA-VASPs.pdf

3 https://www.oecd.org/tax/crime/money-laundering-and-terrorist-financing-awareness-handbook-for-tax-
examiners-and-tax-auditors.pdf, p. 55

4 https://www.csbs.org/system/files/2019-10/Chapter%204%20-%20MSB%20Final%20FINAL.pdf, p. 13

5 https://www.fintrac-canafe.gc.ca/publications/ar/2018/ar2018-eng.pdf, p. 13

6 https://vancouversun.com/business/local-business/expert-money-laundering-panel-recommends-b-c-
regulate-foreign-exchange-money-transfer-businesses

7 A remittance is the transfer of money from a person to another party and typically refers to money that is sent
to a person'’s family members and friends back in their home country.
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development assistance.? Lowering the costs of remittances is both an international and
domestic priority.

Other developments, which provide new opportunities for disadvantaged and vulnerable
persons, as well as present some challenges, include the development of new technologies
and the entry of new firms, increasing competition and resulting in lower prices as well as
new products and services.

FinTech

FinTech is “technology-enabled innovation in financial services, that could result in new
business models, applications, processes or products with an associated material impact on
the provision of financial services.”®

Many new FinTech firms are MSBs, as they develop and apply new technologies to existing
bank infrastructure. Competition is growing as new FinTech firms enter businesses, such
as money transmission and currency exchange as well as virtual currency dealing. FinTech
new entrants are also partnering with large MSB incumbents to leverage new technologies
to lower costs and improve products and services.

De-risking

Most MSBs require accounts at financial institutions in order to process transfers and settle
accounts with agents domestically and internationally. However, some financial
institutions avoid doing business with MSBs, as many financial institutions perceive that
MSBs are high risk with respect to anti-money laundering/anti-terrorist financing
(AML/ATF) obligations. The practice of financial institutions exiting relationships and
closing the accounts of their clients because they perceive the clients to be high risk is
referred to as “de-risking.”

As a result of de-risking, some MSBs have experienced challenges in maintaining accounts
with financial institutions. This has a serious impact on the business model of MSBs, as it
can limit their ability to transmit remittances and it may lead to other negative outcomes
such as financial transactions moving to less transparent informal channels. The Canadian
Money Services Business Association (CMSBA) has reported that de-risking actions by
Canadian financial institutions has led to the number of MSBs in Canada shrinking from
over 2400 to approximately 800 over a 5-year period. The CMSBA has also claimed that
several financial institutions have stopped doing business with all MSBs.

The Competition Bureau of Canada (Bureau) conducted a FinTech Market Study10 (Study),
which noted that several Fintech companies registered with FINTRAC as MSBs, particularly
those providing payment related services, reported that they had difficulties opening and
maintaining accounts with financial institutions. The Bureau also heard that financial
institutions under certain circumstances have closed MSB accounts or refused services to

8 https://www.worldbank.org/en/news/press-release/2019/04 /08 /record-high-remittances-sent-globally-in-
2018

9 https://www.fsb.org/wp-content/uploads/P140219.pdf, p. 44

10 https://www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/04188.html

U
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MSBs with little or no explanation. The Study included a number of recommendations to
combat de-risking including requiring financial institutions that terminate or refuse to
provide account services to MSBs to provide their reasoning with supporting evidence to
their clients. In addition, financial institution applicants who are unduly refused or clients
who have had their accounts terminated should have a suitable course of redress, such as
the Ombudsman for Banking Services and Investments.

In the international context, the Financial Action Task Force (FATF) has recommended that
financial institutions should not resort to the wholesale termination or exclusion of
customer relationships in the MSB sector without conducting a proper risk assessment of
the MSB.11

Questions:

1) How would you describe the current state of the MSB industry in BC? Are the trends
presented here representative of the BC marketplace?

2) Are there any other trends, challenges or industry developments in BC outside of what
is presented here? Is de-risking a concern for MSBs operating in the province?

Regulation of Money Services Businesses
FINTRAC

FINTRAC was established by the PCMLTFA and is an independent government agency that
reports to the federal Minster of Finance. Under the PCMLTFA, FINTRAC is authorized to
disclose financial intelligence to police services, law enforcement agencies and other
entities.

Registration and Compliance

MSBs are required to register with FINTRAC and to renew their registration every two
years.

FINTRAC assesses the fitness of applicants before allowing registration. Organizations or
individuals that have been found guilty of, or guilty of being involved in, a money
laundering and terrorist financing (ML/TF) offence, as well as corporations, partnerships
or other organizations with ineligible leaders/owners as well as listed terrorists are not
eligible to register as an MSB and cannot own or operate an MSB in Canada.

MSBs are also required to submit a list of their agents, mandataries and branches upon
registration and are accountable for them with respect to anti-money laundering and anti-
terrorist financing (AML/ATF) compliance.

Under the PCMLTFA, MSBs must develop a comprehensive compliance program, which is
the basis for meeting all reporting, record keeping, client identification and know-your

11 https:/ /www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-money-value-transfer-services.pdf,
p. 44
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client (KYC) requirements. MSBs must verify their client’s identity for certain activities and
transactions and have obligations related to ongoing monitoring of business relationships,
determining politically exposed persons (PEPs) or heads of international organizations,
beneficial ownership and third-party determination. They are also responsible for
identifying clients at certain dollar thresholds and must, with certain exceptions, keep
client records for ongoing service agreements, electronic fund transfers (EFTs), fund
remittances and foreign exchange services.

MSBs are required to complete and submit reports for suspicious transactions, terrorist
owned or controlled property, as well as large cash transactions and EFTs of $10,000 or
more. FINTRAC uses the reports to analyze transactions and develop financial intelligence.

Examinations and Penalties

FINTRAC has the authority to inquire into the business and affairs of MSBs. The Centre
undertakes on-site and desk examinations applying a risk-based approach to selecting
entities for compliance examinations. Examinations can result in an administrative
monetary penalty (AMP). FINTRAC has reported that the imposition of AMPs on MSBs has
had a significant dissuasive effect on non-compliance. The Centre may also disclose cases
to law enforcement if there is extensive non-compliance or there is little expectation of
immediate or future compliance.

PCMLTFA Regulations Amendments

In June 2021, amendments to the PCMLTFA regulations are expected to update customer
due diligence requirements, include foreign MSBs in the AML/ATF Regime and update
beneficial ownership reporting requirements in suspicious transaction reports.
Amendments requiring virtual currency dealers to register as MSBs, are also expected be
brought into force in June 2020.

As aresult of the 2021 amendments, foreign MSBs, which are not currently subject to
PCMLTFA obligations, will have the same obligations as domestic MSBs if they offer online
services that target people in Canada even if the MSB does not have a place of business in
Canada. Although not defined as MSBs, prepaid payment products with accounts that
permit $1,000 or more to be added or maintained such as prepaid cards will be treated
similarly to bank accounts with the same due diligence requirements. Certain low-risk
products will be exempted, and the issuers of products restricted to particular merchants
or groups such as a shopping centre gift card will not be included.

Other relevant 2021 amendments include requiring MSBs, along with other entities, to
conduct ML/TF risk assessments of new technologies prior to their launch, clarifications
related to the determination of large transactions reporting thresholds, PEP requirements,
suspicious transaction report submission timelines and added record keeping for certain
EFTs. MSBs will also have added flexibility for registration renewal.
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White Label ATMs

WLATMs do not fall under the PCMLTFA and are not required to register with FINTRAC.
However, in 2008 the federal government worked with Canadian payments networks
representatives to develop a set of voluntary and self-enforced industry rules and
measures to address ML/TF risks. This includes client identification, record keeping and
an annual review by a qualified auditor.

Quebec Money Services Businesses Act

Quebec is currently the only province or territory that regulates MSBs. Quebec’s
Money-Services Businesses Act (MSBA)'2 came into force in 2012 and was adopted to
facilitate the fight against money laundering and tax evasion. The Act does not regulate for
consumer protection purposes. The MSBA was the result of efforts by the Quebec
government to combat tax-related economic and financial crime, as MSBs were often linked
to these crimes.!3 It was also meant to address the view that there was limited knowledge
of the industry and a lack of control of the delivery of services by MSBs.

The MSBA definition of MSBs includes: currency exchange; funds transfer; the issue or
redemption of traveller’s cheques, money orders or bank drafts; cheque cashing; and the
operation of WLATMs, including the leasing of a commercial space if the lessor is
responsible for supplying the machine with cash. Businesses operating a virtual currency
ATM or a platform for trading virtual currency must also obtain a licence.1#

The MSBA requires that any person or entity that operates an MSB for remuneration hold a
license issued by Quebec’s financial market regulator, the Autorité des marchés financiers
(AMF). The Act establishes standards for the integrity and “moral character” of executive
officers and major shareholders of MSBs and imposes requirements for customer
identification, maintaining and updating records and disclosure of certain transactions.

The AMF maintains a public register of licensees and sends relevant information to police
and tax authorities when it believes an MSB is conducting unlawful activities. The Streté
du Québec (SQ), Quebec’s national police force, issues security clearance reports that
include recommendations on whether or not to grant a licence to an applicant. An MSB
that contravenes or commits offences under the MSBA can be fined or have its licence
revoked. The AMF may also request that the Financial Markets Administrative Tribunal
impose an administrative penalty. The Act includes a number of penal provisions, which
can be doubled in the case of a second or subsequent offence.

The AMF was selected to administer the MSBA because of its expertise in registration
systems management even though MSBs are not part of the regulated financial sector. A
recent Quebec Ministry of Finance report!> on the application of the MSBA recommended
that Revenue Quebec should administer the MSBA. This is because the Act does not

12 http:/ /legisquebec.gouv.qc.ca/en/ShowDoc/cs/E-12.000001

13 http:/ /www.finances.gouv.qc.ca/documents/autres/en /AUTEN_loiservicesmonetaires.pdf, p. 13

14 https://lautorite.qc.ca/en/general-public/media-centre /news/fiche-dactualites /virtual-currency-atms-and-
trading-platforms-must-be-authorized/

15 http:/ /www.finances.gouv.qc.ca/documents/autres/en/AUTEN _loiservicesmonetaires.pdf
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conform to AMF’s primary mission to protect and assist consumers of financial services,
and that combatting tax evasion and money laundering are not part of its mandate.

The Quebec Finance report also noted that prior to the adoption of the MSBA, it was
difficult to establish a clear picture of the MSB industry in Quebec even with FINTRAC
reporting obligations. It concluded that the Act has made economic and financial crime
more difficult to commit and acts as a deterrent.

United States Money Services Businesses Sector Regulation

In the United States, MSBs are regulated at both the federal and state level. Federal
supervision is shared between the Financial Crimes Enforcement Network (FinCEN), which
is the federal AML/ATF regulator, and the Consumer Financial Protection Bureau (CFPB),
which is a regulatory agency that oversees the offering and provision of consumer financial
products or services. State regulators also regulate for Bank Secrecy Act (BSA)1¢/AML
compliance, consumer protection and financial system safety and soundness.

Financial Crimes Enforcement Network (FinCEN)

The BSA requires MSBs in the U.S. to register with FinCEN, which is the federal financial
intelligence unit and is a bureau of the U.S. Department of the Treasury. FinCEN defines
MSBs as any person doing business, whether or not on a regular basis or as an organized
business concern, in one or more of the following capacities: currency dealer or exchanger;
cheque casher; issuer or seller or redeemer of traveller’s cheques, money orders or stored
value/pre-paid access products; money transmitter; and the U.S. Postal Service.l” To be
considered an MSB, activity dollar thresholds apply, except for money transmitters where
there are no dollar thresholds. Persons accepting and transmitting value that substitutes
for currency such as virtual currencies, as well as Informal Value Transfer Systems (IVTS)
are considered to be MSBs (money transmitters). WLATMs that limit service to remote
access (balance inquiries, withdrawals) from their customers from their own accounts at a
depository institution are not considered to be MSBs but are subject to certain BSA
requirements.

MSBs must renew their registration with FinCEN every two years, develop and implement
an AML compliance program, and report transactions greater than U.S5.$10,000 as well as
suspicious activities. MSBs must also provide estimates of business volume, information
regarding ownership/control of the MSB and a list of agents. Businesses that operate
solely as an agent of another MSB are not required to register. The U.S. Postal Services is
not required to register but must still comply with the same AML/ATF obligations as other
MSBs. Federal, state and local agencies are also not required to register.

16 The Currency and Foreign Transactions Reporting Act of 1970 (which legislative framework is commonly

referred to as the "Bank Secrecy Act" or "BSA") requires U.S. financial institutions to assist U.S. government

agencies to detect and prevent money laundering. (https: //www.fincen.gov/resources/statutes-regulations)

17 https://www.fincen.gov/money-services-business-definition 9
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State Supervision

Most state regulatory agencies also license and regulate MSBs and have had exclusive
prudential jurisdiction of MSBs for over one hundred years.1® State supervision of MSBs
involves licensing, examination, enforcement and complaints handling. They ensure
compliance with state and federal regulatory requirements as well as regulate for
AML/ATF, narcotics trafficking, consumer protection and financial market stability, safety
and soundness. Most states do not monitor or require registration of owners or operators
of WLATMs.

State regulators coordinate with each other as well as federal agencies. The Multi-State
MSB Examination Taskforce!® (MMET) coordinates and facilitates multi-state supervision
of MSBs. FinCEN meets with MMET regularly to compare examination schedules and
review processes as well as the effectiveness of the supervisory regime. The states have
also collectively developed and currently operate the Nationwide Multistate Licensing
System and Registry20 (NMLS) through the Conference of State Bank Supervisors2! (CSBS),
which many state agencies use for MSB licences.

Many states require MSBs to submit reports that include financial information,
transactional activity and permissible investment amounts (high quality assets that must
be reserved against money transmission liabilities). They also coordinate and standardize
this information to better assess risks and identify trends. The CSBS has an information
sharing memorandum of understanding (MOU) with FinCEN to provide regulatory
information from NMLS. States also share information and coordinate with the CFPB
where appropriate.

uestions:

3) If BC were to regulate MSBs, what kind of customer identification, record keeping,
transaction reporting and other compliance requirements should a provincial
regulatory regime have?

4) 1f BC were to regulate MSBs, which entity should be the provincial regulator and why?

5) Should agents and mandataries have to report in a potential provincial MSB regulatory
regime?

6) Should WLATMs be included in a provincial definition of MSBs? Are there any other
businesses or activities that should be included or excluded beyond FINTRAC's
definition?

18 https://www.csbs.org/system/files/2019-10/Chapter%204%20-%20MSB%20Final%20FINAL.pdf, p. 14

19 https://www.mtraweb.org/exams/multi-state-msb-examination-taskforce-mmet/

20 https:/ /nationwidelicensingsystem.org/Pages/default.aspx

21 https://www.csbs.org/ 10
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DiScUSSION OF KEY ISSUES AND AREAS FOR PUBLIC INPUT

Overview

The remainder of this paper identifies and briefly describes the key areas and issues about
which government is seeking input for consideration as part of the possible regulation of
MSBs. The intent of this paper is not to present conclusions about the issues, or to propose
specific policies. The intent is to raise issues for discussion, and to provide an opportunity
for stakeholders in the MSB sector, and any other interested parties, to comment and
provide input.

The issues are grouped into two main sections: a section on the rationale and objectives for
regulating the MSB sector, and a separate section outlining other potential implications of
regulating MSBs. Additional questions are posed after each section to help identify the
specific areas and issues about which input is being sought.

Stakeholders are also invited to provide additional input and comments on the issues (e.g.,
if they would like to comment on issues other than those specifically raised in the
questions) and are encouraged to provide comments and input on any other issues or
concerns (i.e, those not identified in the paper) they would like considered in the review.

RATIONALES AND OBJECTIVES FOR REGULATING THE MSB SECTOR

Combatting Money Laundering
MSBs vulnerability to ML

MSBs have been identified as being potentially vulnerable to money laundering. The BC
government’s recent reports on money laundering in BC real estate (Expert Panel)22 and
lower mainland casinos (Independent Review)?3 both recommended that MSBs be
regulated by the province. The Expert Report suggested that a provincial business
authorization requirement for MSBs could mean that MSBs engaged in ML would be more
susceptible to detection by an active regulator with effective investigative resources. It
also concluded that MSBs engaged in illegal activity and operating without a licence would
be susceptible to detection. In addition, the Independent Review noted that the
development of a provincial MSB licensing regime is strongly supported by the province’s
anti-gang agency, the Combined Forces Special Enforcement Unit - British Columbia (the
CFSEU).

The federal Department of Finance’s 2015 Assessment of Inherent Risks of Money
Laundering and Terrorist Financing in Canada2* (Assessment Report) determined that
ML/TF vulnerabilities of the MSB sector in Canada is medium to very high. Although the
MSB sector is broadly vulnerable, the degree of vulnerability is not uniform across different
firm sizes and business models. EFTs, currency exchanges and negotiable instruments

22 https:/ /news.gov.bc.ca/files/Combatting Money_Laundering Report.pdf
23 https://news.gov.bc.ca/files/Gaming_Final_Report.pdf
24 https://www.fin.gc.ca/pub/mltf-rpcfat/mltf-rpcfat-eng.pdf 11
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(e.g., money orders) were found to be used the most often for ML due to the common use of
cash in these transactions.

Two types of MSBs were identified as the most vulnerable: national full-service MSBs, and
small predominantly family-owned MSBs that provide wire transfer services largely
through informal networks. The national full-service MSBs conduct high volumes of
transactional business (i.e., wire transfers, currency exchange and monetary instruments),
and a significant amount of their business is with PEPs, clients in vulnerable
businesses/occupations and those who conduct activities in locations of concern. The
small family-owned MSBs were deemed to be vulnerable because they can allow high-risk
clients to wire funds to high-risk jurisdictions through their informal networks. They may
also be more vulnerable to exploitation because of their small size and low-profile.

Virtual Currency

Virtual currency market capitalization and transaction volume is growing and evolving
rapidly, which may present an increasing ML risk. The Assessment Report found that the
ML/TF vulnerabilities of virtual currencies is high. Virtual Currencies were found to be the
most vulnerable because they can provide a high degree of anonymity, are easy to access
and transfer and determining beneficial ownership can be challenging. Virtual currency
exchanges in particular were found to be susceptible to ML due to their anonymity and
intensive use of cash.

The FATF has updated its recommendations to clarify that virtual asset providers be
regulated for AML/ATF purposes and that they should be licensed or registered and
subject to effective systems of monitoring/supervision. A key priority of the FATF is
urgent action by countries to mitigate ML /TF risks of virtual assets and virtual assets
service providers, and it has issued several guidance documents related to addressing the
ML/TF risks associated with virtual currency payments and products.

WLATMs

WLATMs may be vulnerable to ML because they can be owned by any person or entity
directly or through nominees and can be loaded with large amounts of cash including
criminal proceeds. Law enforcement continues to express concerns that the industry is
used by organized crime groups in Canada.

International Regulation and Assessments

AML/ATF is often the primary purpose for and objective of MSB regulation. Both FINTRAC
and FinCEN’s mandates are focused on AML/ATF. In the U.K,, HM Revenue & Customs
(HMRC), which is responsible for regulating most MSBs, set up a Proceeds of Crime
Intervention Team which focuses mainly on MSB ML.25

Both the US and UK’s national assessments of ML /TF have found MSBs to be vulnerable to
ML. The US 2018 National Risk Assessment found MSBs to have varying degrees of

25https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file /655198
/National_risk_assessment_of money_laundering and_terrorist_financing 2017_pdf web.pdf, p. 71, 72
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vulnerabilities to ML depending on the type of MSB.26 It also found that specific case
examples demonstrated that professional money launders continually seek out MSBs with
weak controls or corruptible staff in order to access the financial system. The UK’s 2017
national risk assessment found the ML risks associated with the MSB sector to be high
although certain services (e.g., cheque cashing) had little or no risks. This was an increase
from the previous assessment and was partly due to the persistence of previously
identified risks such as the control of some MSBs by organized crime groups and low levels
of compliance with ML regulations.2”

MSB regulation for AML/ATF purposes is a global priority. The FATF, which has 37
member jurisdictions?® has issued two risk-based approach (RBA) AML/ATF guidelines
related to MSBs over the past decade, including the 2016 FATF Guidance?® for Money or
Value Transfer Services as well as the earlier 2009 Guidance?® for MSBs.

Questions:

7) Should AML be the primary or only focus of a provincial MSB regulatory regime? Why
or why not?

Consumer Protection

There are valid reasons to regulate MSBs for consumer protection purposes. Unfair
business practices and fraud can occur by service providers in any industry, but the
vulnerability of a consumer is greater when the service consists of handling the consumer’s
money. The BC Expert Report suggested that regulating the market conduct of MSBs for
consumer protection would fill a significant gap in the existing provincial regulatory
system. The FATF has recommended that as part of a risk-based regime, the legal and
regulatory framework for MSBs should reflect broader financial sector policy objectives
such as financial inclusion, consumer protection and competition. In addition, the OECD,
Financial Stability Board (FSB) and other international organizations have developed
common high-level principles on consumer protection in financial services as directed by
the G20 Finance Ministers and Central Bank Governors.31

As mentioned above, many U.S. states also regulate MSBs for consumer protection as well
as for financial safety and soundness. The U.S. federal regulator CFPB works to protect
consumers from unfair, deceptive, or abusive practices and conducts enforcement, takes
complaints as well as conducts financial education, research and monitors for new risks to
consumers.

26 https://home.treasury.gov/system/files/136/2018NMLRA_12-18.pdf

27https:/ /assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/655198
/National_risk_assessment_of money_laundering and_terrorist _financing 2017_pdf web.pdf, p. 68

28 http: / /www.fatf-gafi.org/about/membersandobservers/

29 https:/ /www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-money-value-transfer-services.pdf

30 https:/ /www.fatf-gafi.org/documents/documents/fatfguidanceontherisk- 13
basedapproachformoneyservicesbusinesses.html

31 https://www.oecd.org/daf/fin/financial-markets/48892010.pdf



MOF2398.0001
MOF2398.0015

Financial Inclusion

Consumer protection may be especially important in the context of MSBs, as they are often
used by those who are less likely to use traditional banking. MSBs are a lower cost option
for people that need to send money quickly and cheaply instead of waiting for domestic or
international wire transfers from a financial institution, which can sometimes take several
days to process. The services are also often used in places with limited or no banking
services.

Money transmission services are particularly important to financial inclusion. They
comprise a large portion of total MSB transactions and are growing rapidly and
increasingly relying on internet-based business models. Remittances, in particular, are an
important source of income for many developing countries with annual remittance flows to
low and middle-income countries reaching U.S.$529 billion in 2018. This was an increase
of 9.6% from the previous high in 2017. Reducing remittance costs to 3% by 2030 is a
global target under the World Bank Sustainable Development Goals.32

A recent Statistics Canada study found that 37% of Canadian residents born in countries
eligible for Official Development Assistance sent money abroad to relatives and friends.33
Money transfer stores are the most common method of sending money, with 56% of
remitters going in-person for their most recent transfer and 8% sending money online.
The study reported that the average remittance fee was 6% in 2017, with the amount
varying depending on the transfer method. The remittance of lower dollar amounts
generally had higher average fees.

Reducing remittance fees is a priority in Canada. In 2015, the federal government
announced a series of provisions to reduce the costs of remittances. More recently, the
federal government indicated that it intends to work closely with provincial and territorial
governments to improve regulation of the remittance industry to ensure that consumers
are not charged exorbitant fees.3* The government has also committed to lowering
remittance costs to an average of 5% by 2022 and 3% by 2030 which is consistent with the
Sustainable Development Goals and Canada’s G20 commitments.35

Competition

Competition can provide significant benefits to consumers and businesses. This includes
providing competitive prices, product/service choice and information to make informed
purchasing decisions. Competition is one of the ten G20 high-level principles on financial
consumer protection and includes the promotion of competitive markets to enhance
innovation and service. MSBs in particular, play an important role in providing
competition and provide many direct benefits to consumers including lower prices,
increased choice, convenience and product/service innovation.

32 https://www.worldbank.org/en/news/press-release/2019/04 /08 /record-high-remittances-sent-globally-in-
2018

33 https://www150.statcan.gc.ca/nl/en/pub/89-657-x/89-657-x2019007-eng.pdf?st=IoLa0Qil, p. 3

34 https://www150.statcan.gc.ca/nl/pub/89-657-x/89-657-x2019007-eng.htm, p. 4

35 https://www.budget.gc.ca/2019/docs/plan/chap-04-en.html 14
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A potential roadblock to competition from MSBs is de-risking. The Competition Bureau of
Canada has noted that financial institutions are in a unique position to potentially block the
entry of new competition from MSBs. Financial institutions can provide the same services
as MSBs and could in theory close MSB accounts in order to exclude an existing or potential
competitor. This may make it more difficult for MSBs to act as a competitive constraint on
incumbent financial institutions, which may ultimately lead to higher prices as well as
reduce innovation, quality and choice for consumers.

Technological Innovation

New competitive pressures are being introduced in the money services sector with the
growth of online business models, as well as new MSB related FinTech firms. This has led
to lower costs and the application of new technologies for some services. FinTech
companies have specifically targeted remittances and money transmission and have
devised ways to lower costs through aggregation as well as adopting new technologies
such as machine learning and distributed ledgers. These firms are also often entirely
digital, which reduces costs compared to more traditional business models. Recent Fintech
entrants have been able to keep remittance fees below 2% or even less on high volume
routes.3637 Large incumbent MSBs are also building their digital business and have been
partnering with FinTech companies to execute foreign currency trades as well as for
liquidity related purposes.

Rapidly changing markets that are unregulated may pose consumer protection challenges.
The G20 principles note that rapid financial market development and innovation combined
with unregulated or inadequately regulated financial service providers can increase the
risk of consumer fraud, abuse and misconduct. These risks are particularly significant for
certain low income and less experienced consumers. The OECD has found that growing
digitization of financial decisions is not necessarily matched by increasing digital and
financial literacy levels, even for younger consumers. New types of fraud are possible in
the digital environment which take advantage of consumer uncertainty and may lead to
new types of financial exclusion for certain groups such as the elderly.

Questions:

8) Should consumer protection and market conduct be part of a potential provincial MSB
regulatory regime? Are there other more effective ways to ensure consumer
protection, especially for vulnerable groups?

Solvency and Systemic Risks

Many MSBs hold their customer’s money on account as part of the service they provide.
For example, in a wire transfer, a customer provides the service provider or agent money
to be transferred. The service provider or agent sends a message to another branch or
agent where the money is then given to a transferee. The service provider holds the money

36 https:/ /www.economist.com/finance-and-economics/2019/04 /11 /fintech-takes-aim-at-the-steep-cost-of-
international-money-transfers

37 https:/ /www.reuters.com/article /us-crypto-currencies-remittances/bitcoin-start-ups-in-asia-take-aim-at-
remittances-market-idUSKCN1GP117 15
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between when they have received the money and when it has been provided to the
transferee. This potentially raises the risk of the solvency of the provider for its customers
and therefore prudential supervision may be appropriate to ensure adequate capital and
liquidity of the MSB.

Flowing from the solvency risk, is systemic risk. Any time money can be moved around or
converted, there are opportunities for arbitrage and speculation. As persons take larger
and larger positions in any one asset through a single service provider, the solvency of the
service provider is no longer just a concern for individual customers; it becomes a concern
for the entire financial system.

Given that MSBs may engender concerns about the stability of the financial sector like
those of other financial services, supervision of capital and liquidity may be warranted and
rules about clearing and settlement may be required for some of the services. Traditionally
such specialized supervision is the responsibility of financial regulators.

The FATF Guidance for a Risk-Based Approach for Money or Value Transfer Services38
includes financial stability as a broad policy objective. The FATF also notes that prudential
supervision of MSBs can facilitate regulators obtaining information on an MSB’s risk levels
related to their products, services and business model, and can also facilitate AML/ATF
measures when shared among appropriate regulators.

Evolving Risks

Technological innovation among MSBs and related FinTech companies may lead to
increased prudential and financial stability risks. The International Monetary Fund has
suggested that while the evolving FinTech market could boost competition and efficiency, it
may also raise new risks to financial stability and integrity. For example, new ways of
transmitting money may change the nature of cross-border financial capital flows and
could make enforcing macroprudential measures more challenging.3?

The rise and rapid growth of virtual currencies may also eventually pose a risk to financial
stability. In 2018, the FSB reported to the G20 that crypto-assets did not currently pose
risks to global financial stability, as their market capitalization levels remain small
compared to the global financial system and they are not currently widely used for
financial transactions. However, the FSB is monitoring the growth and development of
crypto-assets for potential new risks to financial stability. If there were significant growth
in virtual asset markets, the risks that could ultimately lead to financial stability
implications could include market liquidity, volatility, leverage and technological and
operational risks.

38 https:/ /www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-money-value-transfer-services.pdf,

p: 37

39 https:/ /www.imf.org/en/Publications/Policy-Papers/Issues/2019/06/27 /Fintech-The-Experience-So-Far-

47056, p. 38 16
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Questions:

9) Should prudential and financial stability regulation be part of a potential MSB
provincial regulatory regime? If so, what types of measures should it include? Are
there specific types of MSBs that have a greater solvency and/or stability risk?

OTHER IMPLICATIONS OF REGULATING THE MSB SECTOR

Minimizing Regulatory Overlap

It would be important for any provincial MSB regulatory regime to minimize regulatory
overlap with other regulators. Cooperation, coordination and information sharing with
other regulators and relevant parties would be critical to ensure an effective and efficient
provincial regulatory regime. This would include closely cooperating with FINTRAC, the
Canada Revenue Agency, police and local law enforcement as well as other provincial and
federal entities. The level of cooperation and coordination would likely depend on the
objectives of a provincial regime.

Working with FINTRAC would be especially important given its existing registry and
reporting regime. FINTRAC has demonstrated a willingness to work with other regulators
and parties and has signed over 20 MOUs with federal and provincial partners.*® These
agreements have allowed FINTRAC to coordinate examinations with regulatory bodies,
share results, minimize overlap and duplication as well as coordinate the monitoring of
trends and emerging risks. For example, the AMF and FINTRAC have an MOU which allows
for the sharing of compliance information, minimizes duplication and reduces the
regulatory burden for stakeholders subject to the two bodies. Similarly, FINTRAC signed
an MOU with FICOM (now the BCFSA) to exchange compliance information, minimize
overlap and reduce administrative requirements with respect to credit unions, life
insurance companies and trust companies in British Columbia. Other examples of
FINTRAC MOUs include those with the Real Estate Council of British Columbia (RECBC)
and the Investment Industry Regulatory Organization of Canada (IIROC).

Virtual Currency

Virtual currency dealer regulation may require enhanced cooperation with securities
regulators. In March 2019, the Canadian Securities Administrators (the CSA) and I[IROC
released a joint consultation paper to seek feedback on the requirements for trading
platforms (which are used for the buying, selling or transferring of crypto-assets) in
Canada whose operations engage securities law. The paper outlined a proposed
framework with tailored regulatory requirements for the platforms. Securities regulators
will use the feedback to establish a framework that will provide regulatory clarity, investor
protection and market integrity.#! This would likely require coordination with FINTRAC's

40 https://www.fintrac-canafe.gc.ca/new-neuf/nr/2019-05-30-eng
41 https://www.bcsc.bc.ca/Securities_Law/Policies/Policy2/PDF/21-

402__CSA_IIROC_Consultation_Paper__ March_14_ 2019/ 17
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upcoming requirement that dealers in virtual currency register as MSBs as well as any
provincial MSB regimes.

U.S. regulators have recently addressed the issue of regulatory overlap of virtual
currencies. In October 2019, the U.S. Commodity Futures Trading Commission (CFTF),
FinCEN and The U.S. Securities and Exchange Commission (SEC) issued a joint statement
regarding digital assets and related AML/AFT obligations under the BSA.#2 FinCEN’s 2019
Guidance set out that any person registered and functionally regulated or examined by the
SEC or the CFTF is not subject to the BSA obligations applicable to MSBs but is instead
subject to the BSA obligations of the regulated entities’ type.

Questions:

10)What steps should be taken to avoid regulatory overlap with FINTRAC and other
regulators/entities with a provincial MSB regulatory regime?

Minimizing Regulatory Burden

Provincial regulation of MSBs could lead to increased regulatory costs for those MSBs
operating in BC. MSBs may in turn pass these increased costs on to consumers by raising
prices or reducing available products and services. This could ultimately lead to some
MSBs exiting the BC marketplace in the longer term, which would further reduce
competition and lead to increased prices. Regulatory costs may also act as a disincentive
for new MSB related FinTech companies to enter the BC market thereby further reducing
potential new competition. Increased prices and reduced products and services would
likely have the biggest impact on vulnerable groups and may negatively impact financial
inclusion.

During Quebec’s consultation*3 on an MSBA regulation, some MSBs submitted that an
increase in compliance costs would impose a competitive disadvantage on MSBs and would
act as a disincentive to enter the Quebec market. Stakeholders noted that the regulation of
WLATMs in particular would result in less ATMs being available in Quebec and would lead
to higher transaction fees, reduced competition and lower employment in the ATM
industry.

Risk-Based Approach / Harmonization

A Risk-Based Approach (RBA) to regulation could help to ensure a more flexible regulatory
framework that would help to minimize regulatory costs for MSBs. The FATF has
increased its emphasis on a RBA to AML/ATF, which allows regulators to target their
resources more effectively as well as apply preventative measures that are commensurate

42 https:/ /www.cftc.gov/PressRoom /SpeechesTestimony /cftcfincensecjointstatement101119
43 https:/ /lautorite.qc.ca/en/professionals/regulations-and-obligations/public-consultations/topic/money-

services-businesses/finished/ 18
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with the nature of the risks.#* This allows for reduced AML/ATF measures where the risk
is assessed to be lower.

Coordination and harmonization with other regulators and jurisdictions would also help to
minimize regulatory burden and costs. Examples include the Canadian securities
regulators’ harmonization efforts as well as those of U.S. state supervisors. For example,
the U.S. state regulators have launched Vision 2020, an initiative to modernize and
harmonize state regulation of non-bank financial companies including MSBs.45

Questions:

11)What measures could BC take to minimize regulatory costs and burden for MSBs in a
provincial regime? How can BC ensure that competition and access to MSBs are not
adversely impacted by a potential regulatory regime?

12)Are there alternatives to direct regulation of MSBs that would be more efficient and /or
more effective?

13)Are there any other implications or unintended consequences of a provincial MSB
regulatory regime? What measures could mitigate these?

44 https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-money-value-transfer-services.pdf,
p. 14

45 https:/ /www.csbs.org/vision2020 19



