Affidavit #1 of T. Towns
Sworn January 22, 2021

COMMISSION OF INQUIRY INTO MONEY LAUNDERING IN BRITISH COLUMBIA
The Honourable Mr. Austin F. Cullen, Commissioner
AFFIDAVIT

I, Terry Towns, of the City of Penticton, in the Province of British Columbia, MAKE OATH
AND SAY:

1. I am the former Vice President of Corporate Security and Compliance of the British
Columbia Lottery Corporation (“BCLC”), a participant in this Commission of Inquiry, and as
such, have personal knowledge of the facts and matters hereinafter deposed to, save and except
where such facts and matters are stated to be made upon information and belief, and as to such
facts and matters I verily believe them to be true.

2, I swear this affidavit to provide evidence to the Commission of Inquiry into Money
Laundering in British Columbia pursuant to a summons issued to me pursuant to the Public

Inquiry Act.

Policing and Educational Background

3. Prior to joining BCLC in 2000, I was an RCMP officer for 29 years, 26 of which were
spent investigating drugs and organized crime cases while stationed in Alberta and British
Columbia.

4. During my time with the RCMP, I participated in investigations focusing on high level
conspiracy drug cases that required using informants, agents, electronic surveillance and physical
surveillance. The cases were often national and international in scope and required the assistance
of foreign law enforcement agencics.

5. The major investigations that I was involved in as a team leader were conducted

primarily in the late 1980s and early 1990s with RCMP Integrated Proceeds of Crime (“IPOC™)
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investigators as part of the investigative teams. I was involved in the seizure of cash in several
RCMP investigations related to drug trafficking in the 1980s and early 1990s.

6. In or about the late 1980s, I received training in the RCMP Anti-Drug Profiteering
Course, which, among other things, provided instruction on how to identify and prevent money
laundering. I also attended several seminars and workshops on anti-money laundering (“AML”)
conducted by the RCMP.

7. In April 1994 1 was commissioned to the rank of Inspector and transferred to Greater
Vancouver Drug Section (“GVDS”) as the Officer in Charge of Drug Operations. GVDS was the
largest federal drug unit in Canada at the time with over 120 personnel positions. I was promoted
to the Officer in Charge of GVDS in 1996.

8. I attended AML seminars during my time with the GVDS, initiated by the three large
IPOC units in Vancouver, Montreal and Toronto. In 1997, I attended the Royal Hong Kong
Police Triad Course for Overseas Police Officers. The course dealt with Chinese triads and their
criminal enterprises. I led the United Nations Drug Control Program delegation of RCMP
officers to China in the late 1990s, who trained a number of Chinese federal police in physical
surveillance techniques and drug investigation procedures. In 2000, I was selected as the RCMP
participant to attend the Australian Federal Police Management of Serious Crime Course.
Several officers from various police forces attended which consisted of major crime management
with a component on money laundering.

9. GVDS investigations were largely international in scope, with the USA, Mexico, Hong
Kong, Australia, South America and China comprising most of the case origins. The major cases
had IPOC investigators attached to each investigation, working with the GVDS investigation
teams. Federal prosecutors were assigned to those cases from the IPOC unit. From my police
experience, I am aware of the many challenges of major police investigations, including use of
informants and agents and electronic surveillance.

10. My experience at that time (mid-1990s) was that most issues related to money laundering
drug crimes indicated that criminals were anxious to convert any proceeds from Canadian crimes
to US funds. It is my understanding that US currency was required to conduct international drug
transactions on any import basis. As such, I understood that Canadian currency was of little use

in any international drug transaction which were conducted in US currency.
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11. I also hold a diploma in Business Administration with a Major in Accounting from the
Southern Alberta Institute of Technology from 1995 and completed the Segal School of
Business-Executive Management Program in 2006/07 from Simon Fraser University.

12. I retired from the RCMP in the fall of 2000.

Joining BCL.C (Director of Security, 2000 — 2008)

13.  In November 2000, I was hired by BCLC as Director of Security. At that time BCLC was
not directly responsible for reporting to the Financial Transactions and Reports Analysis Centre
of Canada (“FINTRAC”) and the current Gaming Control Act, SBC 2002, ¢ 14 (GCA) had not
yet been enacted.

14.  In my role as Director of Security, I reported to the Vice President of Finance, Doug
Penrose, with an indirect reporting line to the CEO, Vic Poleschuk. The BCLC security staff was
quite small at that time with approximately 25 personnel comprised of lottery investigators and
manager, front desk staff at both the Kamloops and Richmond offices, clerical staff, a small
group of casino investigators and manager and a small compliance group.

15. My primary roles and responsibilities for my first years with BCLC were for the security
of three BCLC offices, lottery security, bingo security and casino gaming security. I was tasked
with improving, developing and enhancing policies and procedures for gaming security under the
mandate of BCLC. This including drafting and developing casino policy and procedures related
to casino security and surveillance and patron safety. The procedures were required to be
compliant with the Gaming Act of the time, the Criminal Code and other provincial laws.

16.  Attached to this affidavit and marked as Exhibit “1” is a copy of a draft BCLC Corporate
Security Departmental Operating Plan that I prepared, dated October 21, 2004 [BCLC0015114].

Developments in the Gaming Industry in early 2000s

17.  During my early years at BCLC, a number of important developments occurred in the BC
gaming industry: a) BCLC’s assumption of responsibility for casino gaming in the province; b)
the establishment of casino reporting obligations to FINTRAC, and c¢) the enactment of the

Gaming Control Act.
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a) BCLC Responsibilities

18.  Beginning in or about the late 1990s, I understand that the casino industry began to
evolve in BC from a charity casino model to being conducted and managed by BCLC with
private sector service provider companies providing day-to-day operational services pursuant to
service agreements with BCLC (“Service Providers”). Generally, the Service Providers provided
the gaming sites and staff to operate the casinos, while BCLC staffed the casinos with gaming
control managers and slot machine technicians and provided gaming equipment including slot
machines.

19. The casino industry was still quite small in BC for the first few years after I began with
BCLC, with most of the casinos in the bottom of hotels or small stand-alone buildings. The
casinos were small, had limited numbers of slot machines and limited operating hours. With
government approval, it was BCLC’s vision to upgrade these facilities over time to a more
modern gaming facility, with more amenities and entertainment for the public.

20. With larger facilities being developed it was also necessary to modernize the security and
surveillance capabilities of the casinos. At the time I joined BCLC and until in or about 2002
when the GCA was enacted (described in greater detail below), Service Provider reporting
obligations were poorly defined. Each Service Provider had its own reporting system with analog
surveillance systems and reported to BCLC via email.

21. In or about 2003 or 2004, the iTrak casino reporting system was purchased by BCLC on
my initiative and customized to support mandatory casino reporting to the Gaming Policy
Enforcement Branch (“GPEB”), and later FINTRAC. All the Service Provider surveillance
departments were required to switch to the new system after being trained by BCLC. The system
allowed BCLC to see all the casino incident files across the province at the time they were
created and permitted standardized reporting from all casinos and Service Providers.
Subsequently other provinces such as Manitoba, Saskatchewan and Ontario adopted the iTrak
reporting system.

22.  In the early 2000s new surveillance and security policies were developed by BCLC in
response to shifting security needs related to the growth of the casino industry in BC, requiring
the implementation of digital surveillance systems by Service Providers. BCLC attempted to

implement facial recognition into the iTrak system on several occasions over the years. In or



about 2008 or 2009, licence plate recognition systems were installed in the Lower Mainland
casinos, which allowed for the identification of vehicles as they entered the properties, including
vehicles connected to patrons who were voluntarily self-excluded from BCLC casinos, banned or
on “watch” status in iTrak.

23.  In that regard, a patron could be placed on “watch” in iTrak by BCLC investigators for
any number of reasons, including involvement in incidents of assault, theft, or chip passing.
BCLC investigators could include surveillance photos and narratives on the patron’s profile,
providing additional information about the patron and their activities of concern. iTrak would
then send an automatic alert to Service Provider surveillance staff whenever that patron was

identified in the casino, so that surveillance staff could monitor their activities.

b) FINTRAC Reporting

24. BCLC’s FINTRAC casino reporting obligations pursuant to the Proceeds of Crime
(Money Laundering) and Terrorist Financing Act, SC 2000, ¢ 17 (PCMLTFA) were established
early in my tenure with BCLC.

25. The PCMLTFA established two main types of reports that BCLC was required to submit
to FINTRAC: Suspicious Transaction Reports (“STRs”) and Large Cash Transaction Reports
(“LCTRs").

26.  LCTRs were reported for all cash transactions of $10,000 or more in a 24-hour period,
including any single cash buy-in of $10,000 or more, or multiple cash transactions by a patron
within a 24-hour period that total $10,000 or more. Later, BCLC was also required to report cash
disbursements of $10,000 or more in a 24-hour period.

27.  Any transaction that was considered potentially suspicious according to prescribed
FINTRAC indicators, whether it be an attempted or completed transaction, was to be
documented in iTrak by the Service Provider. Where the circumstances of the file were reviewed
by BCLC and confirmed to be suspicious, BCLC would submit to FINTRAC an STR as soon as
practicable. An STR could be filed with FINTRAC regardless of the amount of cash involved,
based on the presence of FINTRAC indicators and suspicious behaviours.

28. BCLC provided STRs to GPEB, IPOC and police of jurisdiction at the same time they
were reported to FINTRAC. My recollection is that BCLC began providing STRs to IPOC and



police of jurisdiction either at the same time or shortly after it began reporting to FINTRAC and
GPEB.

29.  Initially, and as set out above, BCLC’s reporting process was manual with each Service
Provider having its own analog reporting system and reporting to BCLC via email. Eventually,
the iTrak centralized reporting system was purchased by BCLC and implemented for all Service
Providers.

30. I do not recall any major FINTRAC reporting issues in my early years at BCLC. There
were occasional problems where something that should have been reported was not, but my
perception was that at a company level the Service Providers were committed to compliance.

31. Attached to this affidavit and marked as Exhibit “2” is a copy of a letter dated June 22,
2005 from Terri Van Sleuwen to me, attaching GPEB’s audit report of BCLC’s FINTRAC
reporting for the period of April 1, 2004 — March 31, 2005 [BCLC0000001].

¢) Gaming Control Act

32. To my recollection, the GCA was enacted in 2002 or 2003 and outlined the respective
roles and responsibilities of GPEB and BCLC. In anticipation of the enactment of the GC4,
BCLC began updating its operational policies and procedures for the Service Providers to
operate within and to be audited against.

33. Prior to the enactment of the GC4, in or about 2001, I attended meetings with GPEB’s
predecessor, the Gaming Audit and Investigation Office, on behalf of BCLC to provide input
into the new legislation and in particular the regulations from an operational standpoint. I do not
specifically recall who else attended these meetings.

34,  Based on my attendance at those meetings, I recall that BCLC supported the need for
regulation in the casino industry as it was strictly a cash-based business at that time and BCLC
did not have any police authority. I do not recall any discussions focusing on money laundering
or the proceeds of crime at these meetings.

35.  Attached to this affidavit and marked as Exhibit “3” are copies of minutes from two
BCLC security meetings that I attended in 2001 and 2002 where the new GCA was discussed

[BCLC0010750; BCLC0010751].
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36.  Attached to this affidavit and marked as Exhibit “4” is a copy of a letter dated March 28,
2003 from Derek Sturko to Vic Poleschuk, then President and CEO of BCLC, cc’ing me and
others, regarding the reporting of offences under the GCA [GPEB0068].

Common Gaming Issues in my Early Tenure

a) Organized Crime and Relationship with Police

37. 1 do not recall organized crime presenting a major issue at the beginning of my tenure
with BCLC, but I recall that on occasion suspected members of organized crime groups would be
identified by BCLC investigators in casinos. To the extent that suspected members of criminal
organizations were present in BCLC casinos, BCLC’s concerns with their presence included the
potential for money laundering and loan sharking as well as public safety concerns.

38.  The GCA allowed BCLC to bar undesirable patrons from BC gaming facilities. If BCLC
investigators were aware of suspected organized crime or gang affiliated persons in the casino,
such individuals could be barred as undesirable. BCLC investigators barred dozens of such
persons over my tenure at BCLC. Persons who violated casino policies could likewise be barred
by BCLC.

39.  BCLC investigators hired in the initial years of my tenure were primarily former police
officers. As the casino industry grew at a very rapid pace in BC, BCLC hired more investigators
and compliance personnel. The BCLC investigators were initially assigned to more than one
casino and would travel between them on a daily basis. The BCLC investigators would, amongst
other things, review incident reports and surveillance footage from the previous day to determine
a course of action on a given incident, if any.

40. In or about 2005 or 2006, I made the decision to station BCLC investigators to work in
individual casinos. The stationing of investigators in casinos evolved over several years with
more investigators being added to specific sites as necessary. This decision was made in part to
ensure BCLC investigators received information in a more timely manner so that appropriate
action could be taken if necessary. It was also intended to allow BCLC investigators to develop
relationships with Service Provider staff at that particular site and develop contacts and

relationships with the police major crime units or gang units of that particular jurisdiction.



41.  To the best of my recollection, the first site to have dedicated BCLC investigators on-site
was River Rock Casino Resort (“River Rock™). As set out below, River Rock was the busiest
BCLC casino from the time it opened in 2004. In addition, because it was a newer and larger
facility than other BCLC casinos, it had available office space that could be exclusively used by
BCLC investigators.

42. I do not recall any particular instance during this time where a law enforcement group
was not helpful to BCLC in relation to deterring suspected organized crime in BCLC casinos. On
some occasions law enforcement would provide BCLC with information about suspected gang
members or persons connected to organized crime who attended BCLC casinos, and BCLC

could bar those persons.
¢) Cash Facilitation and Chip Passing

43. At the beginning of my time at BCLC, BCLC casino investigators spent a fair amount of
time dealing with issues relating to cash facilitation, i.e. players providing money and chips to
other players at and around gaming facilities.

44. For clarity, cash facilitators were often referred to as “loan sharks” colloquially during
my time at BCLC, including in correspondence between BCLC and GPEB and in BCLC policy
and procedure documents (see e.g. Exhibit 4 above). In my view that description was not
technically or legally accurate, as BCLC could not establish the requisite criminal rate of interest
for “loan sharking”. A more accurate description of these individuals would be “cash facilitators”
or “suspected loan sharks”, however describing a person as a “loan shark™ was considered useful
for BCLC’s training of Service Providers’ employees, as the term seemed to be widely known
amongst Service Providers. As such, the term “loan shark™ was used by BCLC in part to ensure
the mandated reporting by Service Provider staff regarding suspicious activities, including chip
passing and cash facilitation.

45,  Suspected cash facilitation or “loan sharking” was a reportable offence under the GCA
and was reported by BCLC to GPEB when identified. I believe BCLC investigators at that time
were aware of the risk of cash facilitation and were trained to identify cash facilitators on the
gaming floor. The basis for this belief is the fact that that all BCLC investigators at that time

were former police officers who had historically been trained in surveillance and observational



skills. I observed that BCLC investigators in turn trained Service Provider staff to be aware of
cash facilitators.

46. At that time (early 2000s), an individual who was identified as engaging in cash
facilitation might be given a warning or provincially banned by BCLC. Service Providers could
also bar individuals from their properties. BCLC’s approach to dealing with these individuals
varied depending on the circumstances, including whether they had previously been warned by
BCLC, whether they were suspected to be affiliated to organized crime, and the nature of the
activity in which they were engaged. Similarly, association with a known cash facilitator may or
may not lead to sanctions, depending on the nature of the transaction and other factors.

47. I was involved in the development of BCLC policy regarding cash facilitation, including
policy in relation to chip passing which had been in place for several years prior to my retirement
in 2012. Chip passing was prohibited even between friends and family members.

48.  BCLC’s chip passing practice at the time of my departure was that Service Provider
surveillance staff who observed chip passing would radio down to Service Provider staff on the
gaming floor to alert them of the incident. The gaming floor staff member would then speak with
the patron in real time, either alone or in conjunction with a BCLC investigator if available, and
the incident would be detailed in iTrak. A BCLC investigator would then review the iTrak report
along with the surveillance footage. If the BCLC investigator was satisfied with the action taken
by the Service Provider staff, the BCLC investigator would close the incident report. If the
BCLC investigator was not satisfied with the Service Provider stafl’s action, they could take
actions ranging from a warning, to initiating a barring in consultation with the BCLC
investigator’s supervisor.

49. According to BCLC general practice at the time, BCLC casino investigators were not to
direct or instruct Service Provider staff without Service Provider management consensus, as
BCLC was not the employer of Service Provider staff. In my view there were sound, practical
reasons for this procedure. Many incidents observed on the gaming floor, including chip passing,
were required to be dealt with in real time and BCLC personnel were not always readily
available. Moreover, the casinos were open 24/7, the Service Provider staff quite often knew the
patrons, and in many cases there were language issues requiring translation that could be dealt
with by Service Provider staff. BCLC also did not have investigators on-site full-time at all

casinos, including at many of the Interior and Vancouver Island casinos.



50.  Some chip passing incidents did not appear to be suspicious or criminal in nature but
were considered innocent, with chips being passed between family or friends. Patrons who were
found to be chip passing but were not believed to be participating in systematic cash facilitation
or suspected loan sharking would be warned and the incident would be recorded in iTrak. On the
third warning, the patron could be barred.

51.  If the BCLC investigator believed the chip passing incident constituted organized cash
facilitation or suspected loan sharking, the player would be barred.

52.  Where a patron was barred for chip passing, the BCLC investigator who reviewed the
incident and their manager would determine the length of the barring, which would then be
reviewed by the Director of Corporate Compliance (once that position was created in or about
2010) for consistency with previous decisions and accuracy with BCLC policy. BCLC barring
decisions were also reviewed by BCLC compliance auditors, GPEB auditors and GPEB
investigators. I was not directly involved in these barring decisions.

53.  In or about 2010 or 2011, BCLC required Service Providers to post signage indicating
that players passing chips could be banned.

54. I am aware that BCLC barred dozens of persons for cash facilitating and suspected loan
sharking over my tenure, but I was not made aware in every instance. In my earlier years cash
facilitation was more prevalent on the gaming floors. Once BCLC began barring cash facilitators
and suspected loan sharks, BCLC investigators observed that the activity became less common
on the gaming floors and casino properties.

55.  During the time I was with BCLC I do not specifically recall receiving any resistance or
negative feedback from Service Providers about BCLC banning cash facilitators or suspected

loan sharks.

¢) River Rock Opening — 2004
56.  The River Rock opened in 2004 as the largest casino in the province in terms of size and
patron traffic. Given the anticipated increase in gaming volume, BCLC determined that it would

need to add additional resources including BCLC investigators prior to its opening. Traffic at the

River Rock further increased in or about 2009 with the opening of the Canada Line station.
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57. My recollection is that the volume of cash facilitation and suspected loan sharking
observed at the River Rock was initially lower compared to suspected loan sharking at the old
Richmond Casino. I expect that this may have been the result of BCLC’s efforts to sanction
individuals involved in suspected loan sharking. As a result of these measures, patrons may have

been more aware of the potential consequences of engaging in loan sharking.
d) Reporting Suspicious and Large Cash Transactions

58. In British Columbia, and until 2009 with the introduction of some account-based gaming,
discussed further below, gaming was a government-designated cash-only business.

59. 1 was aware of the increase in volume of cash entering BCLC casinos beginning in or
about 2009 and 2010. Although I viewed the volume of cash as suspicious, in my view to
determine whether the cash used for gaming was proceeds of crime required a criminal
investigation, which BCLC had no authority to conduct as it had no police authority.

60.  To my knowledge, law enforcement and GPEB, or a combination of both, were the only
agencies with the authority to conduct the type of investigation which could determine whether
cash used for gaming in BCLC casinos was in fact the proceeds of crime. To that end, prior to
2010 BCLC arranged working group meetings with GPEB and various law enforcement agencies
to facilitate the sharing of information gathered by BCLC investigators regarding suspicious and
suspected criminal activity in casinos. BCLC investigators liaised with various managers of gang
task forces and specialized police units to provide current and up to date information to law
enforcement. I also met regularly with the officers in charge of the various detachments and
with senior law enforcement personnel to ensure that their officers were getting the information
they required from BCLC.

61. I understood that BCLC’s mandate was to report to GPEB and FINTRAC in accordance
with the GCA and PCMLTFA, which it did in the form of LCTRs and STRs to FINTRAC and
section 86 reports to GPEB. In addition, BCLC used its authority under the GCA to bar persons
connected to suspected criminal activity, including persons with suspected organized crime
affiliations.

62. From my previous police experience, disclosures made by FINTRAC to law enforcement

tended to be made to police months after an incident had occurred, and were of diminished value
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because of the time lag. As such, once BCLC’s reporting obligations were established under the
PCMLTFA, BCLC began providing STRs directly to GPEB, IPOC and police of jurisdiction at
the same time they were reported to FINTRAC, so that the information would be available to law

enforcement more quickly.

Vice President of Corporate Security and Compliance, 2008 — 2012

63.  In 2008, I was promoted to the Vice President of Corporate Security and Compliance of
BCLC. In this role, I reported directly to the CEO of BCLC and my additional responsibilities
included BCLC’s legal department, BCLC responses to freedom of information requests, IT
security, lottery security, casino security and surveillance, operational gaming compliance, and

BCLC administrative staff in the Corporate Security and Compliance division.

a) Compliance Examinations

64.  In 2008, BCLC engaged IPSA International (“IPSA™) to review BCLC’s Casino Gaming
Anti-Money Laundering Program. Attached to this affidavit and marked as Exhibit “5” is a copy
of IPSA’s report dated March 24, 2008 entitled “Casino Gaming Anti-Money Laundering
Program Review” [BCLC0000005]. Attached to this affidavit and marked as Exhibit “6” is a
copy of a memorandum from me to Michael Graydon summarizing BCLC’s proposed actions in
response to the IPSA report [BCLC0000006].

65. Attached to this affidavit and marked as Exhibit “7” is a copy of IPSA’s report dated
November 18, 2009 entitled “BCLC Casino Gaming AML/ATF Program: Risk Assessment
Update” [BCLC0001545].

66.  Attached to this affidavit and marked as Exhibit “8” is a copy of an email dated January
11, 2011 from me to Michael Graydon, attaching a document entitled “BCLC Compliance
Program Continuous Improvement Actions” [BCLC0013114; BCLC00131135].

67.  From time to time, BCLC engaged other third parties to conduct reviews and audits of
BCLC’s reporting and AML compliance, including Navigant Conseil LJ Inc. (“Navigant”).
Attached to this affidavit and marked as Exhibit “9” is a copy of a compliance report prepared
by Navigant dated February 29, 2012 [BCLCO0001551].
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68.  BCLC was also subject to regular FINTRAC audits every two years.

69. In 2010, FINTRAC issued BCLC a Notice of Violation assessing an administrative
monetary penalty for alleged reporting deficiencies following an audit.

70.  Attached to this affidavit and marked as Exhibit “10” is a copy of a letter dated January
29, 2010 from FINTRAC to Doug Morrison, cc’ing me and others, regarding FINTRAC’s 2009
compliance examination [BCLC0001533].

71.  Attached to this affidavit and marked as Exhibit “11” is a copy of a letter dated February
24, 2010 from Doug Morrison to Murray Dugger, cc’ing me and others, in response to
FINTRAC’s January 29, 2010 letter [BCLC0001535].

72. Attached to this affidavit and marked as Exhibit “12” is a copy of a letter dated June 15,
2010 from Chantal Jalbert to Michael Graydon, cc’ing me and others, enclosing the Notice of
Violation [BCLC0015662].

73.  Following receipt of the Notice of Violation, BCLC conducted an internal investigation
of the allegations and discovered that the BCLC server and FINTRAC server were not properly
communicating such that FINTRAC was not receiving all of the reports that BCLC was filing. It
is my recollection that the majority of the alleged violations cited in the Notice of Violation were
the result of technical issues related to a batch file transfer issue in which BCLC cash
disbursement reports were not received by FINTRAC and were deemed to be filed late. BCLC
was issued a fine for each report not received by FINTRAC within the prescribed time.

74. Attached to this affidavit and marked as Exhibit “13” is a copy of a letter dated June 30,
2010 from Michael Graydon of BCLC to the FINTRAC Review and Appeals Unit, providing
BCLC’s response to the Notice of Violation [BCLC0001537].

75. Attached to this affidavit and marked as Exhibit “14” is an Internal Auditor’s Report
dated July 30, 2010 authored by Gurmit Aujla, in respect of the Notice of Violation
[BCLCO0012811].

76.  Attached to this affidavit and marked as Exhibit “15” is a copy of a letter dated August
3, 2010 from Michael Graydon to FINTRAC, providing additional submissions in respect of the
Notice of Violation and attaching the Internal Auditor’s Report [[BCLC0015663].

77.  BCLC ultimately appealed the issuance of the Notice of Violation in the Federal Court.
Attached to this affidavit and marked as Exhibit “16” is a copy of the Notice of Appeal dated
October 29, 2010 [BCLC0001539].
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78. The appeal process was ongoing at the time I left BCLC, and I cannot speak to how it
was resolved.

79; My view is that BCLC had not been deficient in its FINTRAC filing obligations.
Although there may have been instances from time to time where BCLC filed a report late or
improperly, my view was that the Notice of Violation resulted primarily from technical issues
with the BCLC and FINTRAC reporting software.

80. In response to the deficiencies alleged in the Notice of Violation, BCLC created a new IT
position to monitor and report on BCLC-FINTRAC batch filings. Alarms were programed into
BCLC’s batch filing system so that BCLC would be alerted if there was a server communication
failure or FINTRAC was not receiving BCLC batch files. Other changes were implemented by
BCLC including to prevent the use of non-descriptive occupations on FINTRAC filings, such as

“unemployed” or “businessman”.
b) Correspondence with GPEB (2010/2011)

81.  Attached to this affidavit and marked as Exhibit “17” is a copy of a letter dated April 14,
2010 from Derek Dickson of GPEB to Doug Morrison of BCLC, cc’ing me and others
[GPEBO0166].

82.  Attached to this affidavit and marked as Exhibit “18” is a copy of a letter dated May 4,
2010 from Gordon Friesen of BCLC to Mr. Dickson in response to his April 14, 2010 letter
[GPEB1929].

§3. Attached to this affidavit and marked as Exhibit “19” is a copy of a letter dated
November 24, 2010 from Derek Dickson of GPEB to Gordon Friesen of BCLC, cc’ing me and
others [GPEB0169].

84.  The patron described in this letter was well known to BCLC. After receiving the
November 24, 2010 letter from Mr. Dickson, BCLC conducted a thorough investigation into the
patron’s gaming. Attached to this affidavit and marked as Exhibit “20” is a copy of a letter dated
December 24, 2010 from John Karlovcec of BCLC to Mr. Dickson, cc’ing me and others
[GPEBO0581], responding to Mr. Dickson’s November 24, 2010 letter and setting out the results

by

of BCLC’s investigation into the patron.



85. My perception of this patron was that he was not laundering money in BCLC casinos
because he lost almost all of the cash that he bought in with. On one occasion, the patron was
given a verified win cheque for $270,000 and returned the following day to cash it in. In my
experience including with the RCMP, if this patron was a money launderer he would have
deposited the cheque at a financial institution.

86.  To the best of my recollection, BCLC had no information at that time indicating that this
patron’s buy-ins were connected to criminal activity. While the buy-ins may have been unusual
or suspicious, BCLC reported these buy-ins to GPEB and FINTRAC as it was obligated to do, as
well as the police of jurisdiction and IPOC. I have no knowledge as to whether GPEB,
FINTRAC, or law enforcement took any action in relation to this patron.

87.  Attached to this affidavit and marked as Exhibit “21” is a copy of a letter dated February
28,2011 from Joe Schalk of GPEB to Mr. Friesen, cc’ing me an others [GPEB0171].

88. I do not recall whether BCLC responded to Mr. Schalk’s February 28, 2011 letter.

89. To the best of my recollection, BCLC did not entertain the idea of placing a limit on $20
bill cash buy-ins at this time. I did not consider at that time that I had the authority to place any
limit on the acceptance of cash-buy ins by Service Providers. Instead, BCL.C, with the support of

GPEB, was exploring and implementing options for offering cash alternatives to patrons.
¢) Patron Gaming Fund (“PGF”) Account Pilot Project

90.  As previously mentioned, during my tenure with BCLC, the casino industry grew at a
rapid pace and the government had only mandated the use of cash in casinos. Beginning in 2009,
BCLC began meeting with Service Providers to discuss ways to reduce high value players’
reliance on cash for gaming.

91. BCLC also had discussions in 2009 with the Ontario Lottery Gaming Corporation,
Lotto-Quebec and US casino jurisdictions about their experiences with the use of patron credit as
an alternative to cash in casinos.

92.  Discussions with Service Providers and other jurisdictions in 2009 led to the idea of
establishing an account-based system for players to use in the casinos. BCLC considered that

account-based gaming would reduce the levels of cash used in the casinos, enhance player safety,
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reduce opportunities for cash facilitators, and reduce cash handling and reporting by Service
Provider staff.

93. The approval of the implementation of Player Gaming Fund (“PGF”) accounts was
sought from GPEB over the summer and fall of 2009, and was approved on a limited pilot basis
in or about December 2009 for three casino sites (River Rock, Starlight Casino, and Edgewater
Casino).

94. To my recollection, because the 2010 Olympics were approaching, the PGF program was
initially implemented on a trial basis only so as to limit impacts on Service Providers. The PGF
pilot program accounts were very restrictive and the use of the accounts had limited initial
success, in my view due to those restrictions. For example, the accounts could be funded only
with wire transfers, bank drafts or certified cheques. It is also my recollection that opening a PGF
account under the pilot program required an initial deposit of at least $10,000.

95.  Attached to this affidavit and marked as Exhibit “22” is a copy of an email dated
December 9, 2008 from me to Larry Vander Graaf and others attaching a draft policy document
for the PGF pilot project [GPEB4552].

96.  Attached to this affidavit and marked as Exhibit “23” is a copy of a letter dated February
16, 2009 from Doug Morrison of BCLC to Derek Sturko, Assistant Deputy Minister, cc’ing me
and others regarding the proposed PGF pilot program [GPEB0546].

97. Attached to this affidavit and marked as Exhibit “24” is a copy of a letter dated August
11, 2009 from Derek Sturko to Michael Graydon providing approval-in-principle for the PGF
pilot project [GPEB3706].

98. Attached to this affidavit and marked as Exhibit “25” is a copy of a letter dated August
18, 2009 from BCLC to Mr. McCrea, attaching draft policy materials for the PGF pilot project
[GPEB1593].

99.  Attached to this affidavit and marked as Exhibit “26” is a copy of an email dated
September 11, 2009 from Bill McCrea to me and others regarding the PGF pilot program
[GPEB0209].

100. Attached to this affidavit and marked as Exhibit “27” is a copy of a GPEB audit report
of the PGF pilot project for 2009/2010 [GPEB0562]. Attached to this affidavit and marked as
Exhibit “28” is a copy of BCLC’s response to the GPEB audit dated February 17, 2010
[GPEBO0563].
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101.  Attached to this affidavit and marked as Exhibit “29” is a copy of an email dated June 7,
2010 from Mr. McCrea to me and others, regarding proposed enhancements to the PGF pilot
program [GPEBO0575].

102. The PGF pilot project was a new initiative in British Columbia and required training of
Service Provider staff and the establishment of account systems in the casinos. Account-based
gaming also required comprehensive policy and procedures to be drafted.

103. According to BCLC-developed policy, Service Providers were required to set up
accounting systems to handle PGF accounts. Service Provider cash cage personnel were trained
in the set-up requirements of PGF accounts per BCLC policy. BCLC investigators, and later the
AML Trend Analyst, reviewed PGF accounts for suspicious activity and ensured new accounts
were opened as per BCLC policy.

104.  Attached to this affidavit and marked as Exhibit “30” is a copy of a letter from Michael
Graydon, then-CEO of BCLC, to Rob Kroeker dated January 24, 2011, cc’ing me, outlining in
part some of BCLC’s concerns with the PGF pilot project accounts [BCLC0013117].

d) Kroeker Report and GPEB/BCLC AML Strategy

105. To the best of my recollection, Mr. Kroeker was retained by the Province to conduct a
review of AML measures in BC gaming facilities in 2010 or 2011.

106. To my recollection, the government released the Mr. Kroeker’s report in or about the
spring or summer of 2011 (the “Kroeker Report™), which recommended amongst other things a
number of enhancements to PGF accounts to make the accounts easier for players to utilize.

107. BCLC engaged Mr. Kroeker to help implement his recommended changes to PGI
accounts in or about 2011. A number of enhancements were proposed by BCLC to GPEB
regarding PGF accounts over 2011 and 2012. If a proposal was approved in principle by GPEB,
BCLC would then draft policy and procedures for formal GPEB approval.

108. Ultimately, the use of high limit debit cards, linkage of Canadian bank accounts to a PGF
account, casino-verified win cheques from another Canadian casinos, cheque hold program
(described further below), electronic fund transfers, and bank drafts from Canadian banks and
top 50 US banks were approved by GPEB to fund the PGF accounts.
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109. Several PGF funding proposals were not approved, such as the use of credit cards and
international fund transfers (except from recognized US banks) to fund PGF accounts.

110. BCLC observed that the use of PGF accounts significantly increased after the new
funding policies were implemented by BCLC. With the improvements to the PGF accounts,
significant player use and deposits were seen over the summer and fall of 2012.

111.  Also following the release of the Kroeker Report, an AML/Proceeds of Crime Working
Group was formed, including BCLC, GPEB, Service Providers, IPOC, the Vancouver Police
Department, and the Civil Forfeiture Office. I was not a member of the working group, who
carried on the day-to-day operations, but I was a member of the inter-agency Steering Committee
that directed the activities of the working group. Attached to this affidavit and marked as Exhibit
“31” is a copy of the terms of reference for the AML/Terrorist Financing Inter-Agency Steering
Committee and the AML/Proceeds of Crime Working Group [BCLC0013123].

112. Attached to this affidavit and marked as Exhibit “32” is an email dated September 1,
2011 from me to Bill McCrea of GPEB and others, attaching a document entitled “Methods to
Reduce Reliance on Cash in BC Casinos” [BCLC0015760/0015761].

113. Attached to this affidavit and marked as Exhibit “33” is a letter dated October 4, 2011
from Mr. McCrea to me in response to BCLC’s “Methods to Reduce Reliance on Cash in BC
Casinos” [BCLC0013121].

114. Attached to this affidavit and marked as Exhibit “34” BCLC Corporate Security and
Compliance Discussion Document dated November, 2011, setting out some of BCLC’s proposed

AML measures in response to the Kroeker Report [BCLC0011917].
¢) Development of Cash Alternatives Programs

115.  The introduction of cash alternatives became a focus of BCLC’s AML measures in 2011
and 2012 following the release of the Kroeker Report. The intention was to offer players
alternatives to the use of cash in gaming facilities, which was until that point a strictly cash-
based business (aside from the PGF account pilot project, discussed above).

116. Attached to this affidavit and marked as Exhibit “35” is an undated document entitled
“Improvements to BCLC’s AML Regime/Processes” [BCLC0013094].
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117. Attached to this affidavit and marked as Exhibit “36” is an undated PowerPoint
presentation entitled “BCLC’s Anti Money Laundering Regime: A Risk Based Approach”
[BCLC0013096], describing the AML initiatives implemented by BCLC up until about mid-
2012,
118. Cash alternative programs were not easy to implement. Each step of the program was
independent and required consideration, approval and implementation, including input from
Service Providers. BCLC had to ensure that the Service Providers could operationalize the
proposals, so it was not possible to implement these programs overnight. My recollection is that
Service Providers were actively involved in BCLC’s efforts to develop cash alternative
programs, and were generally supportive of these efforts.
119.  Attached to this affidavit and marked as Exhibit “37” is a copy of the minutes for a
meeting of the Casino Service Providers Working Group dated October 28, 2011
[BCLCO0011888].
120. In addition to seeking input from Service Providers, GPEB approval was required for
cach cash alternative program. I recall some delays in the process of working with GPEB in this
regard. My primary contact at GPEB at the time was Bill McCrea, Executive Director, Internal
Compliance and Risk Management. Mr. McCrea was generally receptive to BCLC’s proposals,
but had to consult with others within GPEB including investigators, auditors and policy analysts
prior to approval of a proposed program. Mr. McCrea would generally relay questions from
within GPEB to BCLC, and there would often be back and forth discussion on each proposal.
121.  Attached to this affidavit and marked as Exhibit “38” is a copy of a letter dated
November 30, 2011 from me to Doug Scott [BCLC0011788].
122.  Attached to this affidavit and marked as Exhibit “39” is a copy of a letter dated January
24,2012 from Mr. McCrea to me [BCLC0011790].
123.  Attached to this affidavit and marked as Exhibit “40” is a copy of a letter dated January
25,2012 from me to Mr. McCrea [BCLCO0011789].
124. In addition to improvements to the PGF account program, the cash alternative programs
developed by BCLC after release of the Kroeker Report included:

a. hold cheques (allowing a player who was well-known to the Service Provider

to present a cheque at the casino and play against the cheque without the

cheque being cashed);
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b. certified cheque buy-ins;
c. convenience cheques (allowing Service Providers to pay patrons out for non-
verified winnings in cheques of up to $5,000 per week per patron); and

d. and the acceptance of funds from US banks.
125. Attached to this affidavit and marked as Exhibit “41” is a letter dated August 17, 2011
from Doug Scott to Michael Graydon advising of GPEB’s support for certified cheque buy-ins
[BCLC13072].
126. In or about December 2012, following the initial success of the convenience cheque
program, GPEB authorized an increase in the limit of convenience cheques from $5,000 to
$8.,000. Attached to this affidavit and marked as Exhibit “42” is a letter dated December 7, 2012
from Mr. McCrea to me regarding the increase [BCLC0011795].
127. Attached to this affidavit and marked as Exhibit “43” is an undated BCLC policy
proposal for the “Acceptance of Funds from U.S. Banks and Foreign Branches of Canadian
Chartered Banks” [BCLC0011797]. Attached to this affidavit and marked as Exhibit “44” is a
letter dated December 6, 2012 from Bill McCrea to me regarding BCLC’s proposal to accept
funds from US banks [BCLC0011793].
128. I also chaired a BCLC Steering Committee on the cash alternatives project (i.e. the
“Casino Cash and Payment Business Process Enhancement Project”), with the purpose of
overseeing the overall direction of the project and its impact to BCLC’s business processes and
AML regime. Attached to this affidavit and marked as Exhibit “45” is a copy of the Terms of
Reference for the Steering Committee [BCLCO0011927].
129. Attached to this affidavit and marked as Exhibit “46 is a draft project plan for BCLC’s
cash alternatives project dated October 18, 2011 [BCLC0000405].
130.  Attached to this affidavit and marked as Exhibit “47” is a copy of a memorandum dated
January 19, 2012 from me to Paul Smith, Director, Social Responsibility, providing an update on
the status of BCLC’s cash alternatives project [BCLC0011895].
131. Attached to this affidavit and marked as Exhibit “48” is a document entitled “Reducing
Reliance on Cash: New Payment Initiatives™ dated August 29, 2012, summarizing data collected
in relation to the new cash alternative programs between April 1, 2012 and August 29, 2012
[BCLC0013098]. Attached to this affidavit and marked as Exhibit “49” is a copy of an email
from me to Jim Lightbody of BCLC, Mr. McCrea and others dated October 10, 2012, providing



an update on the data in relation to the new cash alternative programs between April 1, 2012 and

September 30, 2012 [BCLC0013101; BCLC0013102].

Other AML Initiatives

132. In addition to the cash alternatives program, several other AML initiatives were
implemented during my tenure to strengthen BCLC’s AML policies and procedures, training and
technology. Technology changes were made such as implementing an IT warning system failure
on batch filings to FINTRAC, and requiring patron occupations for FINTRAC filings to be
selected from a drop-down menu in iTrak, which no longer permitted the use of generic
occupations such as “businessman” or “self-employed”. Other technology changes included
iTrak system prompts requiring verification of player identification every 23 months and
electronic cash cage reporting standardization in 2012 at all facilities, which eliminated
transposition errors when entering data to the FINTRAC module.

133. A number of AML training changes for Service Providers were made with online AML
training being implemented in September 2009, and an enhanced online version being developed
in April 2011. All Service Provider staff were required to complete the online training before
they could work on the gaming floor, and were required to re-train every two years with
refresher training annually. BCLC also enhanced training of Service Provider personnel to
include know-your-customer training. In-person AML classroom training with mandatory exams
was updated in March of 2012 and was required for key Service Provider personnel (i.e. pit boss,
cage personnel, dealers and surveillance).

134.  To the best of my recollection, in or about 2010 a full-time AML Trend Analyst position
was created, as well as a new position for a Director, Operational Compliance. Both new
positions reported to me. A full-time AML position at the assistant manager level was also
created to oversee and ensure BCLC AML programs were communicated and implemented at all
gaming facilities, and were consistent with FINTRAC AML policies and guidelines. The BCLC
AML assistant manager was to provide direction and clarification to Service Provider staff and
update me on AML issues that were arising. The AML assistant manager was to liaise with local
law enforcement and GPEB investigators to ensure reporting of STRs was consistent and

meeting their needs. The AML assistant manager was to review GPEB/BCLC audits and
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determine a course of action to correct and identify any deficiencies and implement an action
plan, if required.

135. A dedicated IT resource was also added to oversee FINTRAC reporting, and an IT
Quality Assurance process was established to monitor service and enhance communication
between the BCLC and FINTRAC IT departments. Automatic notifications were also
programmed to ensure consistent data transmission between BCLC and FINTRAC.

136.  Several policy changes were made to BCLC’s AML risk assessment matrix as a result of
external audits conducted to evaluate and assess BCLC AML policies against FINTRAC
guidelines. The risk assessment included program risk such as missing pieces, channel risk,
geographical risk, product risk and player risk. Criteria were also established for BCLC
investigators to identify and categorize high-risk patrons who could then be identified in iTrak,
placed in the “watched” category, and tracked through iTrak. Where possible, licence plate
recognition was used to alert a casino when a high-risk patron was on-site at a facility.

137.  The high-risk patron list was reviewed every six months by the AML Trend Analyst and
the BCLC AML assistant manager. The risk assessment process was a continuously evolving
process, which involved changes as necessary. A regular review schedule was established to
review the risk assessment matrix and other AML policies and procedures. A semi-annual review
was also completed by the BCLC Operation Gaming Audit group.

138.  Attached to this affidavit and marked as Exhibit “50 is document outlining BCLC’s
AML compliance program dated October 14, 2011 [BCLC0000098].

Verified Win Cheques

139. Verified win cheques are issued by Service Providers for gaming winnings which are
won by a patron during gaming play over and above their buy-in. Verified win cheques are
issued in the amount of the verified winnings, minus the amount of the buy-in. To the best of my
recollection, verified win cheques were first introduced in the early 2000s.

140. During my time at BCLC, BCLC casino investigators were tasked with regularly
reviewing the issuance of verified win cheques on a monthly basis. Verified win cheques were
also reviewed quarterly by the BCLC Operational Gaming Audit group and by GPEB in the

course of audits.
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141.  Although I recall occasional incidents where verified win cheques were issued by Service
Providers in cases where Service Provider staff had not properly followed BCLC policy and
procedure, this did not happen often. Generally, verified win cheques were issued by Service
Providers in accordance with BCLC policies.

142.  Attached to this affidavit and marked as Exhibit “51” is a copy of a letter dated May 21,
2008 from me to Service Providers regarding verified win cheques [BCLC0006938].

$50,000 Reporting Threshold

143.  To the best of my recollection, BCLC never implemented a reporting threshold for STR
reporting to FINTRAC. Consistent with BCLC training to Service Providers, all transactions that
were suspicious according to FINTRAC indicators were to be reported by STR, regardless of
value. An STR could be filed for any amount of buy-in, and I recall that hundreds of STRs were
filed for buy-ins under fifty thousand dollars.

Ross Alderson/Steve Beeksma/Stone Lee Meeting

144. 1 do not specifically recall attending a meeting in April 2012 with BCLC investigators
Ross Alderson, Steve Beeksma and Stone Lee in which I am alleged to have directed them not to
speak with casino patrons.

145. At that time there was no general prohibition preventing BCLC investigators from
speaking with patrons. However, as set out above, the practice at that time in regards to chip
passing incidents was for Service Provider staff to first observe the incident, speak with the
patron and report the incident in iTrak. After reviewing the report and video footage of the
incident, a BCLC investigator would then follow up with the patron if necessary. The BCLC
investigator would then decide whether to warn or ban the patron depending on the

circumstances.

Considerations of Revenue in Decision Making

146. In both positions I held at BCLC, I received an annual bonus based on a combination of
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individual and corporate goals, in addition to a regular salary. While the corporate goals were
related to revenue, the individual goals were not revenue-based. My recollection is that my

individual goals would have had some connection with compliance, though they changed from

year to year.

147. 1 do not recall ever being influenced by potential impacts on revenue in making decisions

related to AML.

Departure from BCLC (2012)

148. I retired from BCLC in or about December, 2012.

149. At the time I left BCLC, T believed there was still work to be done with respect to AML
policy and procedure.

150. Over my tenure at BCLC, I believe that I acted with integrity and in good faith. I
endeavored to emphasise co-operation with the GPEB regulators, law enforcement and
FINTRAC. I attempted to continually improve BCLC’s AML policies, procedures and reporting.
At the time 1 departed BCLC, BCLC had a wide-ranging layered system of AML controls in
place, and it was my belief at that time that systematic money laundering in a casino would have
been very difficult. In my view BCLC was pro-active in responding to suspicious circumstances,
developed extensive AML policy and procedures, and provided appropriate AML training to
BCLC & Setvice Providers’ employees. BCLC conducted frequent and thorough internal and
external audits to ensure reporting compliance and effectiveness, and initiated appropriatc

changes to its policies when deficiencies were noted in the course of those audits.
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MISSION STATEMENT

o To ensure and maintain the integrity of all Provincial gaming, while maintaining and earning
the public trust of British Columbians.

CORE ACTIVITIES
o To ensure and safeguard the public’s confidence in the security and integrity of all of the British
Columbia Lottery Corporation’s business lines, including Lotteries, Bingo, Race Track gaming

floors, eGaming and Casino Gaming.

e To work with and forge working relationships with Service Providers, Retailers, Police, GPEB and
Suppliers to promote consumer confidence in BCLC as an organization, its products and services.

o To continuc the efforts of strong vigilance and controls in our efforts against crime directed toward
the gaming industry in British Columbia.

o To protect BCLC personnel, buildings and property in an effective and efficicnt manner.
e To provide analysis and advice on long range corporate plans for the Senior Management of BCLC.

e To exercise sound judgement and discretion in providing advice on confidential, sensitive and
controversial issues.

o To guide and direct the development of a continued comprehensive security plan maintaining the
integrity of the Corporation’s gaming business segments.

e Conduct BCLC Lottery ticket draws, Bingo draws, major casino contest draws and large prize
validations ensuring regulatory compliance.

e To conduct internal and external investigations within the business lines currently being conducted
and managed by BCL.C.

e To protect BCLC’s computing and information assets {rom intentional or unintentional disclosure,

modification, destruction, or denial through the implementation, review, and testing of appropriate
information security and business resumption planning, policies, proccdures and guidelines.
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PRIMARY PROGRAMS

-
| Rank Primary Programs Strategies
Open new Casinos in Langley, Queensborough, and eXpénsion of Coquitlam and o
oL Bumaby Casinos and open new gaming floor facilities in Hastings Park and 1
Sandown Raceway.
2. Open six new Community Gaming Centres throughout the Province. 1
| Complete the roll out and training of Service Provider staff for facial recognition
| 3. in Queenshorough, View Royal, Hastings Park, Penticton, Vernon, Kelowna, 3
Quesnel and Nanaimo.
4, Support re-invention of Lottery !
Implement training and certification standards for surveillance personnel to build
5. a high performance culture that encourages innovation and supports the growth of | 4
casino and race track gaming business.
Assist in launch of eLottery programs, including risk and vulnerability
6. assessments, testing and certification of e-instant games and other planned types | |
of e-gaming initiatives.
7. Information Security policy development and incident response program. 4
8. Employee development, recognition and interdepartmental partnerships 6
9. Intrusion Detection - Casino 4
10 Research and implement the Amber Alert Program within BCLC and our retail 3
" | network.
1 Continued refinement of Casino and Bingo auditing processes including the )
" | development of identification and resolution of deficiency benchmarks.
12 Rescarch and pilot the use of Licence Plate Capture System for use at gaming 4
~" | facilities to identify barred and sclf-cxcluded persons.
13. | Research and implement Computer Investigation Forensic Tools. 4
14 Research and explore centralized surveillance image storage for Community 4
" | Gaming Centres.
15 Research and pilot web-based Community Gaming Centre computerized 4
" | reporting system.
Implement clectronic computerized reporting forms from all casinos and race
16. | tracks for self-exclusion, large cash transaction forms including batch file 3
reporting to FinTrac.
17 Provide support, policy, testing and certification for the use of Wager-Link 3
’ technology in Casino’s, CGC’S and Racetrack Gaming Facilities.

Y

BCLC0015114.03



ORGANIZATIONAL STRUCTURE

Corporate Security is made up of four distinct units: Lottery Security, Casino Security and Surveillance,
Operational Gaming Audit, and Computcr Security for a total of 38.65 FTE’S.

LOTTERY SECURITY

Total of 17.75 FTEs:
1 - Manager
5 — Lottery Investigators
2 — Administration Officers
1 — Senior Security Draws Officer
11 — Sccurity Draws Officers (6 full time and 5 part time)

Core Functions:

o Investigate, respond and review Lottery, eGaming and Bingo complaints/integrity issues
involving retailer/service providers, gaming/lottery workers, BCLC employccs, frauds,
thefts, gaming offences, contractual disputes; Detection/reporting of illegal gaming in Lottery
Retailer Network; Ticket Reselling; Tracking stolen/missing lottery tickets/bingo paper;
Testify in court on behalf of BCLC.

o Incorporate and administer crime prevention programs for BCLC, retailers and service
providers including the Amber Alert program.

o Lottery Draws (BC/49, Extra, Daily 3, Keno, Keno Bonus, Chaser, LLL and Sports Action
Substitution Draw) using ADM and/or Draw Ball Technology; Bingo Draws (SuperStar)
using SuperStar ADM; Contest/2™ Chance Draws (Lottery Retailers, Lottery Players, Bingo
Players, Bingo Halls) using draw balls and/or paper entries; Internet Draws using draw balls,
paper or ADM; Event Draws (live events) using draw balls or paper entries.

o Tcchnical Integrity Testing, including functionality testing of lottery gaming equipment,
bingo gaming equipment (indcpendent).

e Prepare and submit Lottery and Bingo Rules and Regulations, Lottery and Bingo Game
Conditions, Lottery and Bingo Contest Conditions to Senior Management/Legal Counsel for
review/approval.

e Conduct ongoing view of Lottery and Bingo marketing documents to ensure relevancy,
uniformity and adherence to legal requirements and sign off legal wording on tickets and in

guides, review of advertising scripts, selection slips, POS etc to cnsure that they conform to
Gaming Control Act, Rules and Regulation and Game Conditions.

e Physical Security of BCLC premises, parking lots and assets including monitoring sccurity
equipment, cameras, visitors and employee access/cgress.

e [iaise with Police, GPEB.
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CASINO SECURITY AND SURVEILLANCE

Total of 6.9 FTEs:

I — Manager

4 — Casino Investigators (1 vacant)
1 — Administration Officer

1 — Casino Clerk part time (.75)

1 — Casino Clerk part time (.15)

Core Functions:

e Investigate, respond and review Casino and Community Gaming Center complaints /
integrity / policy issues involving casino service providers, BCLC employces, frauds, thefts,
gaming offences, contractual disputes; Detection/reporting of illegal gaming in Casinos;
illegal internet gaming; counterfeit currency; Testify in court on behalf of BCLC.

e Investigate internal problems in the casinos.

e Incorporate and administer crime prevention programs for casino service providers.

o Testing of casino games and equipment to maintain integrity and obtain GPEB Certificates of
Technical Integrity as required by the Gaming Control Act.

e Ensure integrity of casino games and gaming equipment going into the casinos.

e Provide training to casino gaming employees in the detection of counterfeit currency and
requirements of the Procceds of Crime (Money Laundering) and Terrorist Financing Act &
Regulations.

e Quality Assurance of Large Cash Transaction Reports to ensure compliance to our policies
and the Proceeds of Crime (Money Laundering) and Terrorist Financing Act and
Regulations.

¢ Report Large Cash Transactions and suspicious financial transactions data to FinTrac.

e Monitor and review Surveillance and Security to minimize risk and maintain integrity.

e Develop Security Standards for Casino Gaming.

o Administer Self Exclusion policies and forms; referrals to problem gambling counsclors;
intervention with self excluded persons as required.

e Develop initiatives to ensure compliance with the Gaming Control Act as it pertains to
minors in gaming facilities.

e Preparc and submit amendments to Casino Standards, Policics and Procedures, as required to
insure integrity of our games, processes and pcople.
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o Conduct ongoing review of Casino marketing documents to ensure relevancy, uniformity and
adherence to legal requirements of the Gaming Control Act and the Criminal Code of
Canada.

OPERATIONAL GAMING AUDIT

Total of 12 FTEs:
I — Manager
1 - Supervisor
10 — Auditors

Core Functions:

o To conduct comprehensive operational audits to ensurc all commercial gaming facilitics
operatc in compliance with government policy, the British Columbia Gaming Control Act,
Gaming Control Regulations, Service Providers Operational Service Agreements and BCLC
Casino and Bingo Standards, Policies and Procedures.

o Perform integration testing on approximately thirty percent of all newly installed slot
machines, as well as approximately thirty percent of all necwly converted slot machines, to
cnsure the functionality and integrity of the equipment.

o  Assist with Casino and Bingo customer complaints and investigations, when required, to
ensure appropriate follow up is conducted in a reasonable time frame, to mect the
Corporations expectation of good customer service.

o To continually develop, review and revise Casino and Bingo Audit Guides, to cnsure the
audit process 1s current, meaningful and cffective.

e Meet with individual casino and bingo site service providers, on a ycarly basis, for the
purpose of discussing the audit program, as well as the overall audit results for the specific
sites, and to assist in the enhancement of the partnership between BCLC and the service
providers.

o Liaisc with Gaming Policy and Enforcement Branch, Audit and Compliance Division to
maintain a cohesive working relationship.

COMPUTER SECURITY
Total of 2 FTEs:
1 — Analyst
1 — Network Security Specialist (vacant)
Core Functions:
o Review Security Risks of New Systems and Specify Security Requirements to ensure that

information security requirements are incorporated into new applications by participating in
the systems design and development processcs.
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Producc policy as required, review and update cxisting policy as necded, and audit and
review the use of Corporate computing resources for compliance with sceurity policies

Review and comment on proposed changes and modifications to game systems and revicw
access rights and account management

Maintain the network IDS systems and monitor activity in order to respond to any unusual
reported activities

Review and report on system implementation, usage, and procedures to identify risk
activities and recommend mitigating solutions

Review Anti-virus defence implementation and respond to unusual reported activity
Respond to and investigate reported security incidents and breaches

Maintain User Awareness in order to educate and inform employces on risks, security issues,
and related policy and procedures in order to ensure the integrity of processes and people

Perform or dircct assessments on various applications and networks
Monitor/review DRP plans, tasks, and test results

Provide analysis and recommendations to rcduce vulnerability of systems
Ensure the prudent selection and use of existing and proposcd safeguards.

Provides on going support to users relating to Computer Sccurity
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REVIEW OF PRIOR YEAR ACCOMPLISHMENTS

o Pilot and implementation of Casino Reporting System

o Devclopment of digital surveillance standards for Casinos and Community Gaming Centres
¢ Testing and certification of Altura terminals for the lottery network

e Policy development, system sccurity requirements, testing certification for the cLottery gaming
system

“ o Development and implementation of Community Gaming Centre and gaming at Race Track policies
e Developed, defined, and negotiated security requirements for the SAP project.

e Review testing and policy implementation of the SAP project

o Opening of Fraser Downs (temporary site)

e Opening of Kamloops Enterprisc Entertainment facility

e Development and implementation of Digital Surveillance Standards and policy.

e Opening of new casinos in Richmond, Prince George and the opening of Community Gaming
Centres in Dawson Creek and Williams Lake.

e Opening of Boardwalk Gaming & Entertainment Community Gaming Cenire (Burnaby)
KEY PERFORMANCE MEASURE FOR 2005/2006

e Explore implementation of iTrak (Casino Reporting System) at Community Gaming Centres.

o Integration of Large Cash Transaction and Self Exclusion Forms into iTrak.
Continue install and enhance the use of iGWatch (Facial Recognition) in Casinos.

o Continue to develop and enhance Security and Surveillance at Casinos and Community Gaming
Centres.

o Explorc usc of Smart Cards (Wager-Link) for both self-exclusions and sccurity.

o Continuc training in the use of the Casino Reporting System (iTrak) to ensure uniformity by casino
users.

¢ Enhance security of off site storage for gaming machines.

o Establishment of operating audit benchmarks to identify and resolve outstanding priority issues in
casinos, bingos and race track gaming floors.

o Successful opening of Casino, Race Track and Community Gaming Centres throughout BC.

o Successful launch of eBusiness programs and certification of cInstant games.

o Successful implementation of the Licence Plate Capture System for identification of barred and self-
excluded persons.

o Successful implementation of the Amber Alert Program throughout BCLC gaming systems.

BCLC0015114.08
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INTERNAL ASSESSMENT
Staff and Organizational Strategy

The Corporate Security Department has been affected by the retircment of two senior personnel from the
Lottery arca and reduction of one Operational Gaming Auditor, along with one Opcrational Gaming
Auditor being placed full time in the River Rock Casino.

The reduction of two full time personnel within Corporate Security has led to a heavier work load on an
alrcady busy group. In addition, the introduction of Community Gaming Centres and cLottery will add
to this work load.

The reduction of positions and the implementation of new programs such as the iView product, Casino
Management System and the [VS system have significantly increased the volume of duties and
responsibilitics.

The implementation of E-Lottery has resulted in a great deal of work for Computer Sccurity duc to the

requirements for external certification, the new risks of Internet Gaming, and the implementation of a
new system on a new operating platform. This has also resulted in the need for a new position.

Training & Development

Leadership will play a large role as we depend on our people to promote a high performance culture
which values innovation, integrity, engagement and accountability.

Technology will play a significant part in being able to manage some of the integrity issues and our
people will have to have a good understanding of those technology capabilities and vulnerabilities.

EXTERNAL ASSESSMENT

The support to be offered by Corporate Security is greatly affected by the regulatory environment,
public acceptance, responsible play, government policy and municipal approval.

The desire of revenue generation must be balanced with the objectives of gaming integrity and social
responsibility.

The threat of problem gambling lawsuits which have been initiated in Quebec, Ontario and Nova Scotia
is very real and could have a serious negative impact in British Columbia. Having the trust and support
of the citizens of BC is vital to the sustainability and growth of the gaming industry.

BCLC0015114.09
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THIS IS EXHIBIT “2” TO THE
AFFIDAVIT OF TERRY TOWNS
SWORN BEFORE ME VIA
VIDEOCONFERENCE WITH THE AFFIANT
IN MESA, ARIZONA AND THE
COMMISSIONER IN VANCOUVER, BC

THIS LL DAY OF JANUARY, 2021.

(] /0

A(‘om nﬂm#mm’y Public for the
vince df British Columbia.
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BRITISH
COLUMBIA Know your limit, play within it.

June 22, 2005

Mr. Terry Towns Comm-135
Director of Security Cliff #290513
British Columbia Lottery Corporation

10760 Shellbridge Way

Richmond, BC V6X 3HI

Dear Terry:

Our audit of the BC Lottery Corporation FINTRAC Reporting is now complete. Please ﬁnd a
copy of the final report accompanying this letter. Thank you for taking the time on June 3¢
2005 to discuss our findings in relation to this audit.

As we discussed, a copy of this final report has been sent to the Financial Transactions and
Reports Analysis Centre of Canada.

I trust there are no outstanding issues. However, if you wish to discuss further any aspect of this
report please do not hesitate to contact me.

Sincerely,

[

“Terri Van Sleuwen, CGA
Manager, Commercial Gaming Audit

Ministry of Gaming Policy and Address: o o l1:'¢alc=.pholma:
Enfcrcement Branch Lower Mainland Regional ce acsimile:
PUt?".c Safety and . . L 408 — 4603 Kingsway Avenue
Solicitor General Audit and Compliance Division  BumabyBC V5H 4M4 Web: www.pssg.gov.be.calgaming

BCLCU000001
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GAMING POLICY

AND AUDIT REPORT
ENFORCEMENT — —— =
BRANCH

BC Lottery Corporation

FINTRAC Reporting Audit
GPEB File # Comm-135

EXECUTIVE SUMMARY

An audit of BCLC FINTRAC reporting was conducted for the period April 1, 2004 to March 31,
2005 to verify compliance with the Gaming Control Act, Regulation, FINTRAC requirements
under the Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA) and
all applicable standards, policies and directives.

The scope of this audit included a review of: large cash and suspicious transaction reporting
systems in place at the casino sites through the central reporting location at the BCLC Richmond
office to FINTRAC; and, casino service provider staff training and understanding of
requirements. Procedures were performed on a test basis to provide reasonable assurance of
compliance.

The audit concluded that there was an overall level of compliance with some minor exceptions
noted. The findings of this audit were discussed with BCLC and they are in agreement with the
content of this report.

OBJECTIVE
The objectives of this audit are to:
e Verify whether a compliance system is in place that ensures that required information is
captured, protected, reported in a timely manner and safeguarded;
Verify compliance with the Gaming Control Act and Regulation;

Verify compliance with BCLC Casino Standards, Policies and Procedures (September, 2004
as amended);

e Verify compliance with FINTRAC reporting requirements under the Proceeds of Crime
(Money Laundering) and Terrorist Financing Act (PCMLTFA).

SCOPE
The scope of this audit included:
o Review of the BCLC system in place for capturing and recording information at
the casino level,
o Review of the Proceeds of Crime (Money Laundering) and Terrorist Financing
Act (PCMLTFA) training provided by BCLC to service provider staff and

understanding thereof;
@ Gaming Policy and Enforcement Branch
CBRIEH.  Ministry of Public Safety and Solicitor General Page 1 of 3
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o Review of the BCLC system in place to process mformanon for submlssmn to
FINTRAC (confirmation as to receipt of information by FINTRAC was not
included in the scope).

PROCEDURES

An audit of BCLC FINTRAC reporting was conducted for the period April 1, 2004 to March 31,
2005. Audit procedures were conducted on a test basis to provide reasonable assurance of
compliance as stated in the objectives.

The following procedures were performed:

o Data samples collected as part of annual casino audits were traced through to the
BCLC reporting system.

o An additional sample of buy-ins was selected from the BCLC reporting system
(IRMS) and tested to determine whether information was reported to FINTRAC
within 15 days.

o Information obtained during annual casino audits in relation to money laundering and
suspicious currency transactions was collated and analyzed.

o Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA)
training provided by BCLC to service provider staff was reviewed for content and
frequency of delivery.

FINDINGS

1. Prior to July 4, 2004 BCLC reported both Large Cash Transactions (LCT) buy-ins and cash-
outs to FINTRAC although the FINTRAC requirement was that only cash-outs had to be
reported. This resulted in a high volume of transactions being submitted by the service
providers to BCLC and in turn reported to FINTRAC.

= 16% (14 of 89) of the total sample of buy-ins tested were found to have
been reported to FINTRAC in excess of the fifteen day requirement. Ten
of these occurred prior to the date of July 4, 2004 at which time BCLC
was reporting both buy-ins and cash outs. We have been advised by
BCLC that they are working towards streamlining the process in order to
improve the efficiency of the reporting process. The process currently
takes about 15 minutes per transaction due to the number of steps required
for each one.

2. For the period April 1, 2004 to March 31, 2005 training was provided to four casinos and
four Community Gaming Centres. Add1t10nal training was provided to staff by the service
providers as needed due to staff turnover.

=  We were advised that it is BCLC’s goal to train staff at all sites at least
every two years. Meeting this goal is highly recommended as the service
provider training process is the key mechanism in place to ensure that all
necessary information is captured.

3. Details of Large Cash Transactions are currently e-mailed by BCLC representatives at the
gaming sites to a public outlook folder with restricted access. They are reviewed, processed

B$ Gaming Policy and Enforcement Branch
COLUMBIA Ministry of Public Safety and Solicitor General Page 2 of 3
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and then deleted once entered into the FINTRAC system There isno control in place that
would identify any information that was deleted in error. However, in other testing that was
carried out we did not identify any instances where information captured at the casino level
was not traced through to having been entered into the BCLC IRMS system.

SUMMARY
The first audit resulting from the agreement between FINTRAC and GPEB has been performed

for the year ended March 31, 2005.

In conclusion, we found that:

> there was a system in place that ensured that required information was captured,
protected and reported at both the casino site level through BCLC to FINTRAC.
Although receipt of information by FINTRAC was not confirmed.

> ahigh level (84%) of buy-ins sampled were reported to FINTRAC within the required
fifteen day time frame.

> service provider staff at all casinos generally had a good understanding of the
requirements under the Proceeds of Crime (Money Laundering) and Terrorist Financing

Act (PCMLTFA).
Pr aredw Approved by:
Anna Fitzgerald é ] Van Sleuwen, CGA
Auditor Manager, Commercial Gaming Audit
June 3, 2005
REFERENCE SOURCES

The following information and reference sources were employed during this review:
o  Gaming Control Act and Regulation;
BCLC Casino Standards, Policies and Procedures,
e Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA).

@ Gaming Policy and Enforcement Branch
BRI Ministry of Public Safety and Solicitor General Page 3 of 3
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THIS IS EXHIBIT “3” TO THE
AFFIDAVIT OF TERRY TOWNS
SWORN BEFORE ME VIA
VIDEOCONFERENCE WITH THE AFFIANT
IN MESA, ARIZONA AND THE
COMMISSIONER IN VANCOUVER, BC
THIS 11 DAY OF JANUARY, 2021.

/Lnﬂ/'

A Com rissioggr/Notary Public for the
vinegOf British Columbia.
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SECURITY QUARTERLY MEETING
RICHMOND
SEPTEMBER 21, 2001

1:00 p.m.- 2:30pm

Attendees

Terry Towns Denis Savidan Bob Vanderaegen
Gord Board Barb Ham Wayne Zaksauskas
Bob Hale Doug Hopulak Bob Leach

Ron Thom Steve Barwell Sheri Folk

Stan Yaholkoski Greg Fulmer Bill Welsh

Bruno Bourassa Bob Meihuizer Craig Robinson
Jerry Williamson Murray Ross Jeff Barnett

Bill MacDiarmid Ryan Austin Wes Hermiston

Lila Zelinski Warren Smith Larry BAUER

Terry opened the meeting by apologizing about the video conference meeting and that there
will other meetings in December 2001. Ones that will be on a more personal basic.

Increased Mandate

Terry explained about the announcement of the Minister. Where gaming will now be in two
parts, one being Regulatory and the other Operational. There will be a new Gaming Act
coming out in the Spring of 2002. BCLC will be taking over all Commercial Bingo and Horse
Racing. New Gaming Act means that BCLC will be changing their name. The Horse Racing
has been put on hold for the time being. There needs to be a new Horse Racing Act. BCLC
will be responsible for Manage and Conduct as well as for the security and auditing. There
will be new positions with security.

Will regionalize the positions throughout the province. (eg: Cranbrook position will have an
audit and bingo experience, rather than try to service from Kamloops). Will affect other areas
as well. They will be working from their homes rather than the BCLC office.

Compliance will be changing their name to Operational Gaming Audit/Investigations, which
includes Bingo.

Organization Chart

Working on the org. chart right now. Then we will be hiring people for that function. Some will
need to be involved in lottery, casino and Bingo. Applies on the island and in the north. Need
to work through it. Admin. Positions will need to be flexible. Total of 8 positions for Bingo. —
Kelowna/Kamloops, Prince George and another location in the north, 2 in Richmond and
hoping for Victoria/Nanamio and Campbell River.

Looking at upgrading the PT2 positions to PT3, and cross training staff. Things are changing
and need to be more flexible of doing things, jobs make rotate. Will be a bit complex at first
until things are ironed out. You may not report to the same person.

BCLCO0010750
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SECURITY QUARTERLY MEETING
RICHMOND
SEPTEMBER 21, 2001

We are taking over in December 2001. Require new procedures, inventory of all of the halls.

Automate Management System, audit once a month. Lost of work to do. Need security in the
Bingo halls. Paper play as well as Electronic Bingo.

Self Exclusions

Mentioned that may be having people voluntarily have treatment. Then they can show it to us
a paper, certificate that they have had treatment.???

IRMIS

The reasons that we went to IRMIS is because of the retrieval and record management
capabilities. The program uses a lot of memory. The more we work with it the better it will

get.

Laptops

Terry sent an e-mail to have them sent to us, we are short four of them. Terry will follow up.
Ticket Testing

ILC — OLC Lab.

Two new casinos opening — Oct. 5 — Coquitlam and Oct. 8 — Royal View

Core Review

There will be a government committee. Phase | the mandate to review all. BCLC will need to
justify why we exist. Are we doing the right thing? Terry will be sitting in on the meeting
taking place on Sept. 24 & 25". BCLC will be affected by the Core Review. Need to have

someone sitting on the committee so that we have a say in what is happening.

Meeting adjourned at 2:30 p.m.

BCLC0010750.02



CORPORATE SECURITY DEPARTMENT
MEETING MINUTES
June 24, 2002

RICHMOND
Attendees:

Terry Towns Ray Lifton Bob Leach
Denis Savidan Hamid Sadeghi Murray Ross
Bob Vanderaegen Bill Boyd Craig Robinson
Brian Wallwin Steve Barwell Jim Whawell
Gordon Board John Ramsay Evonne Tang
Bill Welsh Bob Meihuizen Ron Thom

1. Doug Penrose — Opening Remarks

19

e What's coming in next year that will affect Corporate Security
e Gaming Control Act — huge impact on BCLC
o Proclaimed at the end of the month
o Tries to break gaming down
= GPEB - overall policies for gaming and programs (compliance reports)
¢ 107 B licensed gaming
e Enforcement of act
= BCLC - responsible — operations
o Management of own contracts
o We are responsible for gaming integrity
o Procedures, etc
o New games
Our policy and procedures tied with GPEBs and gaming act
Doug, Terry, and Jackie Moore involved
Core — Casino and b/o back on premises
Says smooth transition re: CSDO new duties and Corp Securtiy not as impacted
HR/Payroll changes
Enhance social responsibility program
o HAVE to be responsible
o Visibility in the field
¢ Service Providers are complying with the program (involved and not just doing)
o Self-exclusion/barring programs
o Must ensure S/P are aware and complying
e Strategic Communication Plan
o Gaming - “few winners and lots of losers”
o How does gaming revenue benefit the Province
e Business Plan
o More market place management role in horse racing
o Help develop industry
e Corporate-wide e-Business plan (corporate security involved — integrity)
o Protection
o Ken Sell
o New Product Development (corporate security involved — integrity)
o UPF (unclaimed prize fund)
o Over/under
o Enhancement fo Keno products
e Revitalizng Lottery Brands (corporate security involved — integrity)
o Lottery Network Expansion (ISS) (corporate security involved — integrity)

Replace on-line gaming systems/network (corporate security involved —

integrity)
BCLCO0010751

o Over several years
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¢ Product Development of casinos (corporate security involved — integrity)

o Slot machine
o Camera coverage
o Effectiveness of operational model
o Casino MIS
o Casino Market Plan
e Casino Market Development
o 4 community relocations
= Royal Diamond
= Grand
* Royal Towers
= Prince George
Operation of Wells s sucessful
Opening of Cranbrook
39 Campbell River — potential
o 6-7 in next 2 years
e Bingo New Product Development
o Electronic systems — more games
o Bingo Effectiveness Operational Model
o Negotiating long-term contracts
o Complete program
o Bingo Market Development
o 5 new starship sites over the next year
o Market rationalization of superstar sites
o Commercial bngo - relocation

O O O

Questions for Doug
o Bill - Richmond — wants to re-locate
= KPMG developed market model
= Good site for slots
= GCC - have casino and not eligible to relocated (denied any relocation)
o Terry — any locations/locales have more than 2 casinos?
= ANS: possibly Burnaby and Surrey. Only 4 to reocate
o Ray - Musqueum Reserve?
s Will be given fair chance as any other local government
= Land swaps
o John - viability of Campbell River having casino
= Estimates $18M per year — potential to be positive. Minimum $15M to survive
= Still must meet our standards
= Wells - not viable to us — will watch closely
= Government picked locations to benefit areas
o In Kamloops — cars — BCLC to get out of leasng (Still under review)
= Either car per diem or mileage program
= Don't want to impact user as less as possible.
o Car Per Diem (Still under review)
Allows you to go out and buy a car
If used 100%, monthly allowance to lease car
Gas through BCLC
Business through BCLC
Stand by charge?
Type of vehicle — image
Higher mileage — higher allowance
o Jerry — auditors and nvestigators — will be equal for cars?
= ANS: will try to make it fair for all
= ANS: will consider looking and allowance for compliance
o Murray —when in place?
= ANS: wants fairness in place

2
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ANS: deadline contemplated but not finalized
= ANS: ACE involved
Ron - need lead time — concern from ACE
= ANS: of course
Craig - public needs to know where money is going; conception is it's going to General Revenue,
getting asked by public and BCLC being criticized, Georgia (college ed to some kids), public
needs to know the cause
Doug — looking for another record year — $1.7 B range ($2B business)
= Meeting with Board
e Strategic plan — going over
e Mission statement
¢ Mandate
e Corporate objective
= Changes in direction

Gambling Control Act & Regulations - update

Core Review

o]

O 0 0O O

Security grew and come out better than other areas due to bingo
Telephone — positive comments — good job

CSDO - thank you — added duties

Budgeting — cut backs to travel, meetings, trainng and accommocations

Reduced from every quarter to semi-anually (June and December) 2 per year
Any issues — please bring forward, don't dwell and let's deal
Increased in FTE
Came from top
Done on business cases
= May be asked to do/be involved

e Computer Security - 1 guy

o]

O 0O 0O 0 0O 0 O

(o]

Took over ‘cause of core review

Bogged down with day-to-day

Try to elevate to big picture

IT — 140 projects

Need system in place - for security aspect

Assess risks to projects - prioritize

ITs responsible to build in corporate security to programs
Everyone’s job to protect BCLC's integrity, etc.

Ken - “policing” — prior IT was policing own department

e Multi-tasking

o
o
o}

IRIMS

[e]

People required to do more than 1 job
Aligned with business units
Mis-aligned in rural areas
= Eg. Fort Nelson — don’'t need more than 1 auditor/investigator for different units
= More efficient
Managers should be communicating with each other as to who is in what area (rural)
Bingo — normally lottery investigator

Dictionary feature — not working yet

Incident and case reports

More training? Need more advanced, more indepth training , next level
Need more in-depth reports from IRIMS

Be able to retrieve data and manager

* Need to be able to evaluate SP and system

BCLC0010751.03
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o s it working?
e |RIMS can be used for much more than what we're currently doing (basic)
e UDF - can hide when printng reports = NO!!
o S/P must catch self-exclusion
o Validates our program
e Self-Exclusion — huge issues
o Minors as well
e Searching Names - similar names
o When add new name to data bank
o Comment — add detail ex “suspect in loan shark”
o Contact info — address and phone number
o Don't just add a name
o Put as much information on person as you can
Sub categories — for audits
Consistency
Search
Terry — not using IRIMS to itsfull capability
Rob Moonie — working on “save session”
o Lately T1 not working — “spike” from Telus
e Terry — NO purpse on hard copy - court issue, evidence, tickets, attachments, or issue requires
management attention except for audits (GPEB comes to look at)

5. Business Units

Lottery
o Lottery
o Increasing retailers — focus
o Majority in lower mainland
o LM - under serviced
o Island and north - saturated
o Nextel - Pub
o Pubs and bars
o Focus in lower mainland (growth market)
o TV screen - allows keno, chaser to be visualized
o Advertising between games — “jazz” up around gaming
o Possibly new games
e Beer and Wine Stores
o Lottery sales - 100
e SST terminals
Keno, chase and Keno Bonus
Put in bars
Testing in Kamloops
200 across Province
Validate and print out ticket — self-serve
o Q&A
¢ Replace Gtech terimanls — what’s out there
o Wants from corporate Security
o Double-sided screens — so customer sees
o Music played — so customer knows “wins” — “you’re in the money” tune
o No more “double dip” sound
o Validations
o Tunes should help
e eBusiness
o Katherine Warren hired to consult
o Must be in line with integrity

O 0 0 0 o0

BCLC0010751.04
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Heavily consulted

Will be out-sourced

Ken Sell, Terry and others

Many issues — privacy, security of credit card information, etc

e Bingo Investigations

o]
o}
le]
o]

Extra time — ptential witnesses, complainant and hall staff

Auditor on site — then can take over some investigations if not as in depth
Vice-versa for investigator in area and no auditor; the investigator will carry out audit
Day-t-day contact — important

o Organization chart — reporting structure — not making sense to others
s Report — manager to decide if needs to escalate (on investigation)

[e]
(e}

Casino

If yes, then to Terry, then he'll decide
Investigators — want to know the answer from management

e GPEB - Victoria — Al Geisbrecht
e Regional Offices

(o]
o
(o}

Kelowna — Barry Halpenny
Prince George — Bob Chamberlain
Vancouver — Joe Schultz

e Auditors/investigators

o
o

Remain in contact with regional managers of GPEB
Reassurance and assistance and guidance to those people

e GPEB will audit OUR audits
e Self-Exclusions Policy

o

O 0 0O 0 0O ©

Repeat customers — flagrantly chronic re-offending — will be followed up by investigator
Refer name to counsellor

No revocation

Can be charged

33% success rate compared to heroin 3-4%

Effective program and works and can be beneficial to people

We are taking — PRO-active step

o GPEB - can set policy if we don't go out and do it

0]

e]
@]
le]
o

[¢]

Problem Gaming currently under GPEB but could possibly be contracted out
We give only name and number — there is a privacy issue to it (FOI attached)
Signs and pamphlets for problem gambling in washrooms, etc

All staff — must take part in training program (video)

Slot attendant, pit bosses, dealers, surveillance — video, situations

How about bingo?

e Minors may work in some capacity

o
o
(o]

Eg. Concessions at Bingo, HR, and Casino
Must be registered — all staff — including BCLC staff
Exceptions to delivery — like food to concessions

o Needs Assessments — surveillance

o]

O 0O O O

Greg Homyer — consultant
How far do we need to go to reach standard
Next step — need to provide/demand training, test those people and have certification process
What role does surveillance have
Meetings with each facility
= To fix

e Standards

[e]

Customer service — same at all casinos

Gaming Control Act

w

BCLC0010751.05
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Passed but need regulations
Future session on this
Section on Provincial gaming
o BCLC mission
Section 7.1i — conduct and management of gaming on behalf of government
o Must follow rules
Section 30
o Follow rules of BCLC and government
We make rules and must be complied with and okayed by GPEB
Section 89 — unauthorized gaming by minors
o FINES to S/P and/or BCLC if not adhered to

Bingo prescribed equipment
o Who pays for what
o Internal document only
BPMS - overview
o What it can and can’t do
o Athall level, etc
o Physical inventory count — 1 x per month (only) should be
Audits — will evolve as did casinos audits
Cameras
o Need clarity
Bingo — don’t have same risk facotr over casinos
30 frames per second
VCR and camera — we supply — over ball chute, 8hr mode in real time
Asked for colour
= But have accepted B&W if clear
Multi-plex unit
Casino should have tape review on site
o Needs will be different — fluctuates from hall to hall
= i.e. more stringent controls in Planet Bingo over a hall in Fort Nelson
o Minimum 1 camera per POS location
o Pulling out superstar out of halls that aren't making money
= Will be rationalization among all all but not our decision
o Will have 41 licensed halls
o Bingo - 2-3% set aside for facility improvements
s Must be approved by BCLC
Corporate Policy - revisions
o Onin-site

O 0 0 O

o O

o updating
5 year Corporate Security Strategic Plan
o Big picture

o Must align with corporate strategic plan

BCLC0010751.06
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THIS 1S EXHIBIT “4” TO THE
AFFIDAVIT OF TERRY TOWNS
SWORN BEFORE ME VIA
VIDEOCONFERENCE WITH THE AFFIANT
IN MESA, ARIZONA AND THE
COMMISSJONER IN VANCOUVER, BC
THIS 7 LDAY OF JANUARY, 2021.

/]

A Comn;zéianerf ary IAublic for the

Provifice of BAtish Columbia.
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March 28, 2003 Log #211129
Via Facsimile: 250 828-5637 i

Vie Poleschuk
President and CEC
British Columbia Lottery Corporation
74 West Seymour Street

Kamloops BC V2C 1E2
: |

Dear M. Poleschuk:

Re:  Reporting of Offences - Section 86 (2) Gaming Confrol Act

The Gaming Policy and Enforcoment Branch is responsible for the overall integrity of gaming
and hotse racing in British Columbia, as outlined in Section 23 of the Gaming Control Aci.

The investigation of incidents, and securing of related evidence, in legal gaming facilities that
may affect the integrity of gaming is the responsibility of the Branch, Staff from the
Investigation Division are designated Investigators under Section 81 of the Aet. o

Reporting by the BC Lottery Corporation

Section 86(2) of the Gaming Conirol Act requires the BC Lottery Corporation to notify the . Co
Branch, without delay, about any condust, activity or incident occurring in connection with a |
lottery scheme or horse racing, (including incidents at a gaming facility or in relation to any of :
the Corporation’s lotiery products) that may be considered contrary to tlie Criminal Code of I
Canada, the Gaming Control Act or Gaming Control Regulations, or that may affect the Infegrity
of gaming or horse racing, This includes, but is not limited to: .|

Cheating at Play;
Theft affecting the integrity of the game (thefts from the house or by a gaming worker); :

Thefts affecting the integrity of the game (thefis of BC Lottery Corporation lottery products
from the Corporation or the retailers); '

Fraud; : .
Money Laundering; - |
Persons suspected of passing counterfelt currency; E F
Loan Sharking;

Robbery; ]

Assault; :
Threats against, or intimidation of gaming employees;

Unauthorized lottery schemes; .

%
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1. Unauthorized gaming by minors;
m. Unregistered gaming workers; and
n. Unregistered service providers,

The Corporation need not report incidents already reflected in “Section 86 reports” forwatded to
the Investigation Division by service providers (and copied to the Corporation).

Reporting by Service Providers

A servico providers® obligation to report incidents under Section 86 of the Gaming Control Act is
a condition of registration. A service provider’s failure to report is an offence under Section 97
(@) (o) of the Act. Any clarification of services providers reporting obligations ot tequirements
shoutd be sought from the Investigation Division of the Branch. The Corporation should not

direct or advise service provlders on roporting requirements,

The Corporation’s Casino Standards, Policy and Procedures (amended February, 7, 2003) should
clearly reflect the reporting obligations of service providers. Please make the following

amendments to that document,

Section 2-10,1 General Repotting
o 3.1 should read “tho Service Provider has a legal obligation to send the “Section 86 GC Act

Report” to GPEB, Investigation Division”
Section 7-1.1 Sacurify— General

o  8.1.1 should read “if the criminal activity possibly involves Service Provider cmployees the
Service Provider shall report the incident immediately to GPEB Investigation Divislon In

vour geographical area’

e 8.4 should tead “the Service Provider figs a legal obligation to send the “Section 86 GC Act
Report” to GPEB, Investigation Division™

8.5.1 should read “GPEB using the On-Call Pager or the Investigation Diyision Reglonal
Office in your geographical area”

9.2 should read “if the information is of a criminal nature, GPEB Investigation

Diylsion shoyld be advised Immediately”

9.2.1.a should read “if the informant wishes to remain anonymous, GPEB

Investigation Division should be advised mmediately”

GPEB0068.0001_0002
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Thank you for your co-operation.

Sincercly,

Detek Sturko
General Manager

pc:  Doug Penrose
Latry Vander Graaf
Terry Towns
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THIS 1S EXHIBIT “5” TO THE
AFFIDAVIT OF TERRY TOWNS
SWORN BEFORE ME VIA
VIDEOCONFERENCE WITH THE AFFIANT
IN MESA, ARIZONA AND THE
COMMISSIONER IN VANCOUVER, BC
THIS 71 L DAY OF JANUARY, 2021.

/) ‘-4”/\

A Commissioner/Motary Public for the
Provifice offRritish Columbia.
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British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

1.0 Executive Summary

1. The IPSA review of the British Columbia Lottery Corporation’s (BCLC)
Casino Gaming Anti-Money Laundering Program (AMLP) has two
objectives: (a) To assess its policies, procedures, processes and
structure; and (b) To evaluate its risk management policies and
procedures.

2. IPSA, relied on: (a) Guidelines issued by the Financial Transactions
and Reports Analysis Centre of Canada (FINTRAC)', especially the
regulatory changes in Bill C-25; and (b) International standards and
best practices.?

3. The typical casino-related gaming money laundering scenarios, as
identified by FINTRAC and such bodies as the Financial Action Task
Force (FATF) and Financial Crimes Enforcement Network (FInCEN), a
bureau of the U.S. Department of the Treasury, are unlikely to occur in
British Columbia for the following reasons:

a. Casinos in B.C. neither receive funds through electronic wire
transfers, nor do they transmit funds on behalf of clients via
electronic wire transfers.

o

+Casinosin.B:C; only.issue cheques for verified wins, |

c¢. Casinos in B.C. do not open accounts or lines of credit for
patrons.

d. Patrons of casinos in B.C. are not allowed to exchange chips
inside a casino facility with other patrons.

* FINTRAC's mandate indudes ensuring compliance by financlal intermediarles and other reporiing enfities with
thelr obligations under the Act and regulations

% See section 2.3.

3
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e. Surveillance, security and gaming personnel at B.C. casinos
are vigilant for patrons who do not engage in normal gaming
activity after purchasing chips — ie. engaging in fimited
gambling before exchanging their chips for cash at the cash
cage. Such activities would generate a Suspicious Transaction
Report (STR) to FINTRAC.

f. BCLC policies and procedures do not allow patrons to
exchange small denomination bills for large denomination bills,
a money laundering technique known as refining.>

g. BCLC comporate AML officers are all very experienced drug
enforcement/money laundering officers who, on many
occasions, have given expert evidence testimony before the
B.C. Courts of Law. This expertise allows them fo interpret
suspicious activity reports from casino providers and determine
whether they meet the FINTRAC STR criteria, or whether they
are indicators of other negative activities (for example, loan
sharking.) This probably renders a useful service to FINTRAC
by having experience former law enforcement officers separate
“the wheat from the chaff.”

4. The AMLP’s policies, procedures and structure are generally
consistent with the current requirements of FINTRAC Guideline No. 4.*
However, improvements, primarily involving training and risk
management, are needed to bring the AMLP in line with the changes
in Bill C-25.

5. Through its organizational structure and its policies, procedures and
processes, the AMLP appears to be based on sound risk management
principles. However, its risk management policies and procedures are
not formally documented as required in FINTRAC Guideline No. 4.

6. IPSA also believes that the risk management approach of the AMLP
can be enhanced by a formal, customized, structured process for
identifying, assessing and mitigating risk based on internationally

® The RCMP provides the following definition: “Refining: This maney laundering method involves the

exchange of smali denomination bills for larger ones and can be carried out by an individual who converis the bllls

at a number of different banks in order not fo raise suspicion. This serves to decrease the bulk of targe quantities
of cash.” See http:/iwww.remp-gre.ge.ca/pociaunder_e.him

* FINTAC's Guideline No. 4 states that a compliance program should have the following components: The
appointment of & compliance officer; The development and application of written, up-to-date compliance policies
and procedures; An ongoing, written training program; A review of compliance poficies and procedures to test their
effectiveness. Effective June 23, 2008, the review has to cover policies and procedures, an assessment of risks
related to money laundering and terrorist financing, and the iraining program; and An assessment and
documentation has to be undertaken of risks related to money laundering and terrorist financing.

BCLC0000005.07
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recognized standards like CAN/CSA-Q850-97 (Reaffirmed 2002),
Risk Management Guideline for Decision-Makers, A National
Standard of Canada, and/or Australia/New Zealand Risk
Management Standard 4360:2000.

“Tone at the top” refers to the ethical and good governance culture set
by an organization's leadership. Best practices suggest that, to be
effective, anti-money laundering programs require that the Board of
Directors and senior executives set the right “tone at the top.” IPSA
has founds that, with regards to the AMLP, the right “tone at the top” is
set at BCLC.

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following observations regarding the appointment of a compliance
officer: The AMLP appears to be consistent with this component of
Guideline No. 4. Significantly, the CO plays an ongoing risk
management role whenever new products and setvices are being
considered.

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following observations regarding the development and application of
compliance policies and procedures: The AMLP's policies, procedures
and processes appear to be generally consistent with FINTRAC’s
guidelines, although, as noted elsewhere in this report, there are areas
where these policies, procedures and processes may be enhanced.

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following observations regarding the training program: The AMLP's
training program appears to be generally consistent with the basic
training requirements of Guideline No. 4.

The general structure and organization of the AMLP appears to be
appropriate for managing an effective compliance program as outlined
in Guideline No. 4. Staff and supervisors generally appear to be very
experienced and of a high caliber. However, IPSA recommends:

a. That BCLC examine how to increase the effectiveness of AMLP
personnel.

| a
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British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

2.0 Introduction

' 2.1 BCLC and Casino Gaming

Incorporated on October 25, 1984, the British Columbia Lottery
Corporation (BCLC) has the sole authority o conduct and manage
casino gaming within British Columbia.

BCLC is responsible to the Minister of Public Safety and Solicitor
General, through a Board of Directors appointed by the provincial
government. It manages and conducts casino gaming through a
partnership with private sector companies who provide operational
services in compliance with BCLC's requirements.

The Gaming Policy and Enforcement Branch (GPEB) in the Ministry of
Public Safety and Solicitor General is responsible for regulating casino
gaming.

2.2 Scope of this Engagement

BCLC has retained IPSA International (IPSA) to review its Casino
Gaming Anti-Money Laundering Program (AMLP).

The review has the following objectives:
1. Provide an overall assessment of the AMLP.

2. Review whether the components and organizational structure of
the AMLP, including its policies, procedures and processes,
appear to be consistent with guidelines issued by the Financial
Transactions and Reporis Analysis Centre of Canada
(FINTRAC), the federal AML regulatory agency.®

5 FINTRAC's mandale includes ensuring compliance by financial intermediaries and other reporting entites with
thelr obligations under the Act and regulations
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3. Review whether the AMLP has effective money laundering risk
management policies and procedures that are consistent with
Canadian laws and regulations and international best practices.
4. Present recommendations for addressing any deficiencies.

5. Bring urgent issues, if any, to BCLC's attention on a priority
basis.

2.3 Laws, regulations, guidelines, standards and best practices

In undertaking this review, IPSA relied upon the following laws,
regulations, guidelines, standards and best practices:

o The Proceeds of Crime (Money Laundering) and Terrorist
Financing Act (PCMLTFA) and its regulations;

e (Casino gaming-related changes to the PCMLTFA and its
regulations as stated in Bill C-25;

e Guidelines issued by FINTRAC;

o Best practices established by the Financial Actlon Task Force
(FATF), included its Forfy Recommendations® and its Nine
Special Recommendations on Terrorist Financing.”

o Best practlces established by the Basel Committee on Bank
Supervision®;

o Best practices established by the Wolfsberg Group; "

o Federal Financial Institutions Examination Council'', Bank
Secrecy Act/Anti-Money Laundering Examination Manual,
(Washington, DC: 2006);

® See hitp//www.bis.org/listbebsitid_32/index.him
° The Bank for Intemational Settiements (BIS) is an intemational organization which fosters intemational monetary

and financial cooperation and serves as a bank for central banks.,

1 The Wolfsberg Group Is an association of 12 globat financial institutions, including Goldman Sachs, Citigroup,
ABN AMRO, Barclays and Credit Suisse. Iis AML standard can be found at® htip/fwww.wolfsberg-

principles.com/risk-based-approach.htm
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e Financial Crimes Enforcement Network, Suspicious Activity
Reporting Guidance for Casinos, (Washington, DC; 2003);

e CAN/CSA-Q850-97 (Reaffirmed 2002), Risk Management
Guideline for Decision-Makers, A National Standard of
Canada

o Australia/New Zealand Risk Management Standard
4360:2000;

o American Society for Industrial Security’s The General Security
Risk Assessment Guideline;

o Best practices established by the Association of Certified Fraud
Examiners and set out in its Fraud Examiners Manual; and

e The quality management principles” embodied in the ISO
9000 standard. 3

2.4 The Work Plan

in conducting this engagement, IPSA undertook the following fact-
finding exercises:

s Reviewed AMLP-related policies and procedures;

e Reviewed the findings of the report entitled Winning Fair and
Square: A Report of the British Columbia Corporation's Prize
Payout Process, prepared by the Office of the Ombudsman and
dated May 2007;

e Reviewed the findings of the report entitled Keeping the Decks
Clean: Managing Gaming Intearity Risks in Casings, prepared
by the Office of the Auditor General and dated July 2005;

e Reviewed the findings of the report entitled Report on the
Independent Review and Assessment of the Retail Lottery
System in British Columbia, prepared by Deloitte and dated
October 31, 2007,

" The members of the Federal Financial Institutions Examination Councit are: Board of Governors of the
Federal Reserve System, Federal Deposit Insurance Corporation, National Credit Union Administration,
Office of the Compiroller of the Currency, and Office of Thrift Supervision

'2 See ISC's "Quality Management Principles” at hitp: 150 14000/undersia himl
¥ The eight quality management principles are: Customer focus; Leadership; Involvement of people; Process
approach; System approach to management; Factual approach to decision making; and Mutually beneficial
supplier relationships. See 1SO’s "Quality Management Principles” at hitp:/fwww.iso.ch/isofeniiso%000-

14000/understand/omp.html
6 M
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¢ Reviewed the findings of the report entitted BC Lottery
Corporation, FINTRAC Report, Summary of Findings, GPEB
File # COMM-219, Fiscal 2006/7, prepared by the Gaming and
Policy Enforcement Branch and dated December 14, 2007;

e Submitted and analyzed questionnaires to a sample of BCLC
corporate security staff and service providers;

e Conducted field visits during the week of February 18, 2008, to
BCLC corporate security headquarters at Richmond, B.C., the
Starlight Casino in New Westminster, B.C. and the River Rock
Casino in Richmond, B.C.

o Interviewed selected BCLC managers, corporate security and
operational audit personnel either in person, or where that was
not possible, via telephone; and

e Interviewed selected surveillance and cage operations
supervisors and front-line staff at the Starlight and River Rock
casinos;

2.5 IPSA Intemational

- Established in 1993, IPSA International, Inc. is a premier global
provider of investigative consulting services — in the areas of anti-
money laundering, intellectual property, asset location and recovery,
fraud and due diligence — serving the corporate, legal and financial
communities. IPSA has offices in the U.S., Canada and Mexico,
resources in over 75 countries worldwide and a talent base that is
focused on assisting clients in making better-informed decisions to
protect their investments and assets.

2.6 Kim Marsh, CAMS, CFE

The project manager for this engagement is Kim Marsh, CAMS, CFE,
Managing Director for IPSA's Vancouver office, which also has
geographical responsibilities for Asia. Kim spent 25 years in the RCMP
where he retired as a commander of an organized crime unit in
Vancouver. Kim, who has conducted money laundering investigations
in numerous tax havens, has lectured on covert investigations
nationally and intemationally to the private and public sectors. He
worked as the RCMP liaison officer in London for five years with
geographical responsibilities for the UK, Ireland, Scandinavia and the
former Soviet Union.

| i
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2.7 Mario Possamai, CAMS, CFE

The senior consultant is Mario Possamai, CAMS, CFE. Mario, who
has conducted AML audits in a number of sectors, was a guest
lecturer from 1993 to 2003 in the AML program at the U.S.
Government's Federal Law Enforcement Training Center at Glynco,
Georgia. Mario has instructed at AML training sessions of the Criminal
Intelligence Service Ontario, in the fraud fraining program at the
Ontario Police College, and in the RCMP’s Expert Witness Program for
Proceeds of Crime investigators. He is the author of “Money On The
Run: Canada and How the World’s Dirty Profits are Laundered,”
published by Penguin Books.

BCLC0000005.13



43

PRIVATE AND CONFIDENTIAL

British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

3.0 Compli_énce Program

3.1 Canadian money laundering laws and regulations*

in 2000, the Proceeds of Crime (Money Laundering) Act (PCMLA),
created a mandatory reporting system for suspicious financial
transactions, large cross-border currency transfers, and certain
prescribed transactions. At the time, the Financial Transactions and
Reports Analysis Centre of Canada (FINTRAC) was also established
to collect and analyze financial transaction reports reported under the
PCMLA and to disclose pertinent information to law enforcement and
intelligence agencies.

In December 2001, in the wake of the 9/11 attacks, the scope of the
PCMLA was expanded to include tetrorist financing fighting measures
and it was renamed the Proceeds of Crime (Money Laundering) and
Terrorist Financing Act (PCMLTFA).

In December 2006, the PCMLTFA was further amended through Bill
C-25 to ensure Canada’s legislation remains consistent with
international anti-money laundering and anti-terrorist financing
standards and is responsive to areas of domestic risk.

Amendments included enhanced client identification requirements, the
creation of a registration regime for money services businesses, and
the establishment of an administrative and monetary penalties regime
to deal with lesser infractions of the Act. A number of these changes
were directed at casinos.

' Ses Treasury Board of Canada, “National Initiative to Combat Money Laundering,” June 22, 2007,
hitp:/isww ths-sct.ge.cafmaleppi-ibdrp/hrdb-rhbd/nicmi-iniba/description_e.asp.

5 The rationale behind the casino-related changes was outlined in the Canada Gazette in October 2007:
“Under the current PCMLTF Regulations, casinos are required to ascertain the identity of their clients when
they disburse $10,000 or more in cash and to keep a record of that transaction. The information kept on
record is available for law enforcement investigations and despite its analytical value, it cannot be used by

| g4
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3.2 Canadian ANIL Compliance Guidefines

In addition fo collecting, analyzing and disclosing information and
intelligence on suspected money laundering and terrorist financing,
FINTRAC also ensures compliance with the PCMLTFA and related
regulations.

To that end, FINTRAC has developed Guideline No. 4'® to help
affected entities, including casinos, financial institutions and securities
dealers, understand their compliance obligations.

While the guidelines do not remove an entities’ responsibility to be
familiar with and comply with the PCMLTFA and related regulations,
they do provide useful procedures, standards and benchmarks for
ensuring an appropriate level of compliance.

3.3 Components of a Compliance Regime

In reviewing BCLC's AMLP, IPSA relied on the recently updated
version of Guideline No. 4, which includes Bill C-25-related
requirements that will come into force on June 23, 2008. Where
appropriate, IPSA also relied on intemationally recognized best
practices and standards listed above in section 2.3.

According to FINTRAC's updated Guideline No. 4, a compliance
regime should have the following components:

1. The appointment of a compliance officer;

2. The development and application of compliance policies and
procedures. Effective June 23, 2008, these policies and

the Centre because those transactions are not reported. Hence, the Centre loses track of the funds leaving
casinos when building a case disclosure. To address this gap, the proposed amendments to the
Regulations would require casinos to report large disbursements to the Centre in addition to keeping a
record of such transactions.

The Regutations that were published on June 27, 2007, altow persons and entities that are subject to the
Act to rely on an agent or mandatary for the identification of a client, provided that the identification is done
by referring fo a government-issued document and there is a written agreement or arrangement between
the parties. The proposed Regulations woutd provide more flexibility by allowing those agents and
mandataries to use prescribed non-face-to-face identification methods as well.

Amendments to the Regulations that were published on June 27, 2007, are also proposed to darify that for one-off
etectronic funds transfers sent on behaif of corporations and other entities, financial entities, money services
businesses and casinos only have fo idenfify the person who requests the fransfer and keep records of the
fransactions.” Canada Gazette, Vol. 141, No. 40 — October 6, 2007, Regulations Amending Certain Regulations
Made Under the Proceeds of Crime (Money Laundering) and Terrorist Financing Act (2008)

'® Other guidelines cover such topics as record-keeping requirements (Guideline No. 6), submilting suspicious
transaction reports (Guidelines 3a and 3b) and submitting terrorist property reports (Guideline No. 5). See
nitp:/fiwww fintrac.ge.ca/publications/guide/guide-eng.asp

10

BCLC0000005.15



45

PRIVATE AND CONFIDENTIAL

procedures have to be written and kept up to date. They also
have to be approved by a senior officer,

3. An on-going compliance training program. Effective June 23,
2008, the training program has to be in writing and maintained;

4. A review of compliance policies and procedures to test their
effectiveness. Effective June 23, 2008, the review has to cover
policies and procedures, an assessment of risks related to
money laundering and terrorist financing, and the training
program. The review also has to be done every two years; and

5. Effective June 23, 2008, an assessment and documentation
has to be undertaken of risks related to money laundering and
terrorist financing.

3.4 The Organization of AML Compliance at BCLC

3.4.1 Regulatory Guidance

There is no FINTRAC regulatory guidance regarding the structure and
organization of an AML compliance program. Instead, FINTRAC
permits a great deal of leeway and discretion in how entities implement
their compliance regimes, as long as they contain the core
components listed in Guideline No. 4. FINTRAC advises:

 Yourcompliance Tégime will have to-be tallored! to ft your individual needs.
It should reflect the nature, size-and complexity.of your operations. ;

3.4.2 Structure of the AMLP

1. BCLC's AMLP is housed in its corporate security function and
has a front-line compliment of eight investigators and 14 auditors.

2. Two of those investigators, plus a supervisor, comprise the core
BCLC corporate AML function.

3. Members of the BCLC corporate AML function review Large
Cash Transaction records (LCT) filed by all individual casinos in
B.C. before they are submitted to FINTRAC in a timely fashion. If
there are reporling deficiencies, the members of the BCLC
corporate AML. function follow-up with the affected casino service
provider.

4. The BCLC corporate AML function also: (a) reviews all suspicious
occurrences submitted by casino providers and ensures their

" it
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completeness; (b) oversees investigative follow-up of suspicious
occurrences by BCLC corporate security investigators and/or
operational auditors; (c) determines whether the suspicious
occurrences are indicators of money laundering or of some other
criminal activity; and (d) if the suspicious occurrences meet the
FINTRAC criteria for a suspicious ftransaction submit a
Suspicious Transaction Report (STR) to FINTRAC.

5. The BCLC corporate AML function liaises closely with RCMP
proceeds of crime units, which receive copies of any STRs that
may be relevant to their jurisdiction.

6. The two investigators in the BCLC corporate AML function are
also assigned to lead the onsite BCLC security oversight teams
at two of the province’s most important casinos. These teams
also include an operational auditor,

7. AML is a secondary responsibility of other BCLC corporate
security Investigators who participate in AML compliance
activities, from time to time, as required in the course of their
regular duties and responsibilities.

8. Operational auditors review AML compliance in the course of
their prioritized operational audit program.

9. BCLC corporate AML function members have traditionally been
the primary trainers in AML compliance for casinos, although, in
preparation for the Bill C-25 changes which come into effect in
June 2008, additional investigators are being trained to provide
the required training.

10.The iTrak electronic reporting and record-keeping system
appears to be an effective means of managing FINTRAC-related
filings and reports from all B.C. casinos.

3.4.3 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following observations regarding the organization of BCLC's AML
compliance function:

1. The general structure and organization of BCLC's AMLP
appears to be appropriate for managing an effective
compliance program as outlined in Guideline No. 4.

2. The structure and organization of the AMLP appear to be
consistent with general accepted management best practices

12
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as set out the 1ISO 9000 quality management principles.” That
is:

a. There appears to be a clear vision of the AMLP’s role
and function.

b. Individuals' contributions are encouraged and
recognized.

¢. Regarding span of control, supervisors appear to control
an appropriate number of staff.

d. There appears to be clarity in lines of responsibility and
authority.  Clear responsibility and accountability for
managing key activiies appears to have been
established.

e. Supervisors appear to have the necessary authority to
discharge their responsibilities effectively.

f. Frontdine staff appear to have been provided with the
required resources and freedom fo act with responsibility
and accountability.

3. Front-ine investigators tend to be retired former law
enforcement officers with extensive experience in drug
enforcement and money laundering.

4. |PSA was impressed with the caliber and expertise of the front-
line investigators and operational auditors whom it either
interviewed or who submitted completed questionnaires.

5. While IPSA has insufficient data to determine whether there are
sufficient numbers of investigators and operational auditors to
meet the growth in casinos in B.C., IPSA is informed that their
numbers are being increased.

6. The fact that the three-person BCLC corporate AML function
reviews all LCTs and suspicious occurrences on a daily
business ensures that “red flag” indicators are monitored in a
timely fashion. These “red flag” indicators can range from a rise
in the number of errors or late filings in LCTs from a particular
casino — to an unusual cluster of suspicious occurrences.

' The eight quality management principles are: Customer focus; Leadership; Involvement of people; Process
approach; System approach to management; Factual approach to decision making; and Mutually beneficial
supplier relationships. See ISO's “Quality Management Principles” at hitpu/ww.iso.ch/iso/enfiso8000-
14000/understand/gmp.himi

13
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This daily oversight of AML-related reports and occurrences not
only improves the quality of FINTRAC filings but also helps
ensure the early identification and mitigation of internal issues.

7. The effectiveness of the BCLC corporate AML function is
enhanced by the presence of provincially mandated internal
controls at all casinos, and the regulatory oversight of GPEB.

3.4.4 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following recommendations regarding the organization of BCLC's
AMLP:

1. While it was beyond the scope of this engagement to assess
staffing levels, IPSA recommends that the BCLC consider
establishing benchmarks for determining appropriate staffing
ratios of investigators and operational auditors to the number,
size, operations and locations of its casinos. This would help to
provide a basis for determining future increases in staffing
levels.

2. Even if the number of front-line investigators and operational
auditors is increased, {PSA recommends that action be taken to
ensuring that their effectiveness is maximized. To that end,
IPSA recommends that a review be undertaken of the role of
the BCLC corporate AML function in the FINTRAC filing
process:

a. While there are many benefits to having members of the
BCLC corporate AML function review all LCT filings from
casinos before submitting them to FINTRAC, IPSA
observed that this can be a time-consuming task.'®

b. It appears that the BCLC corporate AML function acts, to a
certain extent, as the gatekeeper of STRs'® filed to
FINTRAC. That is, the BCLC corporate AML function
receives suspicious occurrences and attempted suspicious
occurrences from the casino providers and determines

'8 During the IPSA slte visits in February 2008, oniy one BCLC corporate AML function member on duty. In
addition to his BCLC corporate AML function duties, he was zlso the lead BCLC mvestigator at one of the
province's fargest casinos. It appeared that this investigator devoted an inordinate armount of time te the largely
clerical functions of LCT filings.

1t is important to note that, curently, the requirement s for a suspicious transaction o be reported only when the
financial transaction was completed. Once the changes come Into effect, the requirement will atso apply to
attempted transactions

14
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whether they meet the FINTRAC STR criteria, or are
indicators of other negative activities (for example, loan
sharking). This probably renders a useful service to
FINTRAC by having experienced former law enforcement
officers separate “the wheat from the chaff.”

3.5 AMIL Compliance Culture

3.5.1 - Regulatory Guidance

“Tone at the top” refers to the ethical and good governance culture created
and promoted by an organization’s leadership.

The FINTRAC guidelines are silent on the issue of “"tone at the top” with
regards to a compliance program. Nevertheless, best practices suggest
that, to be effective, anti-money laundering policies, procedures,
processes and systems require that a corporation’s Board of Directors and
senior executives and management set the right “tone at the top.”

The Association of Certified Fraud Examiners has noted:

: ‘and-they,
wntnessthelrbosses doan" 20 -

IPSA believes that setting the right “tone at the top” is all important to
ensure effective implementation, compliance and maintenance of an
AMLP.

As Nick Le Pan, Superintendent, Office of the Superintendent of Financial

Institutions, has stated:

Execuhve:management “and the: Board should set the tone for the mstntutlon 0N
- an-enterprise-wide basis; ‘making it-clear- that loss of reputation-due to the

20 http:/hvav.acte.comydocuments/tone-at-the-top-research.pdf

“ by
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_ finangial institutions products and seérvices: be;ng used for money Iaundenng o
terro ,t-‘tmancmg actlvmes will hot be folerated.2!

Setting the right “tone at the top” requires good governance and executive
leadership. As a former governor of the U.S. Federal Reserve has noted:

lt zs essentrai that the b@ard of dtrectors ’rake the 1ead by reqmrmg a top -fo

: cbncemsébout comphance nsks and to desngn and: estabhsh effective controls

A sound and effeetwe enterpnse—w:de comphance—nsk management program

be, marks ebexngr'net22

3.5.2 - Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding BCLC's compliance culture:

1. IPSA has founds that, with regards to the AMLP, the right “tone at
the top” is set at BCLC.

2. The British Columbia casino gaming model is based on a culture of
integrity and honesty.

! Remarks by Nicholas Le Pan, Superintencent, Office of the Superintendent of Financial Institutons, Canada
{OSFI) at the OSFI AML / ATF Information Session, Royal York Hotel, Torcnto, Ontario, Novermber 09, 2005

2 Remarks by Govemor Mark W. Qlson to the Financial Services Roundlable and the Morin Center for Banking
and Financial Services, Washington, D.C. May 16, 2006

16 j’\}Q
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3. If the level of integrity and honesty is not maintained, criminal
activities, including cheating, money laundering, loan sharking and
fraud, will take root. If patrons don't believe casinos are operated
honestly, large numbers may stop frequenting them, leading to a
reduction in government revenues.

4. Overall, the Auditor General of British Columbia has concluded
that: “The BCLC has implemented adequate policies and
procedures to help ensure honest casino gaming activities.”?
Everything, IPSA has seen in its AML review supports this
assessment, at least as it relates to AML compliance issues.

5. The Director, Corporate Security, reporis to the Board's Audit
Committee each quarter on the status of the AML program. He
also updates the Board on the findings of the BCLC's other
operational audits. This enhances the ability of the Board to
effectively discharge its duties and responsibilities to oversee the
corporation, including its control and accountability systems, and to
review and ratify systems of risk management and internal
compliance and control, codes of conduct, and legal compliance.

6. There is ongoing monitoring of casino operations by BCLC and
GPEB to ensure that gaming related activities are conducted
honestly.

7. A wide range of risk-based operational audits are being undertaken
by the AMLP’s operational auditors on an ongoing basis. Some of
the audits are directly relevant to AML compliance — such as testing
the ability of a casino's cage, table gaming and surveillance
operations to track large cash transactions over a 24-hour period.
Others — such as verifying camera surveillance standards — may
not appear to be directly related to AML. But, in fact, they help
promote AML compliance by insuring that all controls — in this case,
the effectiveness of the compliance operation — are functioning
effectively.

8. In a pilot project, BCLC investigators and auditors are assigned to
be on-site at two major casinos.

9. There is segregation of duties at casino operations to maintain the
independence of oversight functions. The all-important surveillance
function, for example, operates independently from casino gaming
functions.

10. In part, the “tone at the top” is set by the way the province regulates
casino gaming. While these regulations may or may not be AML-

2 Auditor General of British Columbia, “Managing Gaming Integrity Risks in Casinos,” (Vicloria: June 2005), p. 3.

: N
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related, the standards of behavior and activity they set and the
checks and balances they implement help to promote AML
compliance,

11. Applications of corporations wishing to be service providers are
reviewed and evaluated by GPEB investigators, who look at such
things as the corporation’s financial, business and criminal history.
Corporate registrations are valid for five years, after which the
corporation must reapply and be reassessed.

12. Gaming industry participants are screened by GPEB before they
can be employed in a casino. Their registrations are valid for three
years.

13. GPEB requires both casino service providers and individual casino
workers to keep it informed about any changes to their operations
or status. For example, casino providers must nofify GPEB
immediately of any conduct or activity at or near a gaming facility in
British Columbia that is or may be contrary to the Criminal Code,
the Gaming Control Act or the regulations under the Act. Individual
casino workers, for their part, must notify GPEB immediately if they
become subject of a criminal investigation, or are charged
criminally.

3.5.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA make the following
recommendation regarding BCLC's compliance culture;

1. Include compliance culture as one of the issues to be examined in
a formal risk assessment process (outlined below in section 4.0).

3.6 The Appointment of a Compliance Officer

3.6.1 Regulatory Guidance

Guideline 4 provides the following guidance regarding the appointment of
a compliance officer:

"{he» mdwlduaﬁ‘ ou_v

lnt\wm be Tes "ensble_ for ﬂ19 lmpiementahen of your

Q‘Dependmg on urtype ¢ of busmess, your conphance officer should report, ona

‘“ M
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Tegular basis o the. board of dlrectors or senlor management or fo the owner or
: chlef operator ' _ : ) LI

operator of the busmess If you are an. mdeua] you can appomt..:i:.
Qemphance oﬁtcer or you may choose fo: appclnt another 1nd|wdual o

& For cons;siency and ongoing attentlon to the comphance reglme, your.-'_"
‘appomted .compliance officer may ‘choose to delegate certain duties to other 3
¢ s.-For example the- oﬁxcer may delegahe an 1nd|v|dual ina: Iocal oﬁ:ce;j ,

‘ that-iocahpn However where such a delegatxon is made the oomp!nance oﬁlcerf
,retaznsxesponmbmty forthe lmplementatlon of the compliance regzme '

3.6.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding the role and position of its compliance officer:

1. BCLC’s AMLP appears to be generally consistent with the
compliance officer component of Guideline No. 4.

2. BCLC has appointed Mr. Temy Towns, its Director, Corporate
Security, as its AML compliance officer (the BCLC CO).

3. The BCLC CO, as suggested by Guideline No. 4, reports each
quarter to the Audit Committee of the BCLC Board of Directors. In
those presentations, he provides an update regarding each
casino's state of compliance with prescribed policies of procedures,
including those related to AML compliance. He provides a detailed
update on a quarterly basis on the results of prioritized operational
audits that BCLC's Operational Audit function conducis at each
casino throughout the year. This ensures that the CO is able to
directly inform the Board regarding compliance-related issues.

4. The CO has effective tools for monitoring AML compliance on an
ongoing basis. These include the BCLC corporate AML function's

w o

BCLC0000005.24



54

PRIVATE AND CONFIDENTIAL

continuous monitoring of AML-related filings from casino providers,
and the program of operational audits.

5. The CO plays an ongoing risk management role whenever new
products and services are being considered. Before a new product
or service is rolled out, the CO plays a lead role in determining
whether it might increase the risk of money laundering. The CO’s
assessment may lead to a maodification or even the cancellation of
the proposed product or service.

3.6.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendation regarding the role and position of its compliance officer:

1. Currently, there is no requirement under BCLC’s gaming
regulations for the appointment of an AML compliance officer at
each casino. While not formally designated as the AML
compliance officer, each casino does, in fact, having senior
compliance personnel who are tasked with overseeing compliance
on all issues, including AML. At each casino, security managers,
surveillance managers, cage managers, slot managers and floor
managers conduct daily compliance along with on-site BCLC
personnel. They know that these are part of their daily duties
regarding the collection of details for LCT reporting.

3.7 Compliance Policies and Procedures

3.7.1 Guidance

Guideline 4 provides the following guidance regarding the development
and application of compliance policies and procedures:

-An eTfecuve comphance regime: mciudes pchmes and procedures and- shows;-
: your 0 mitment 1o prevent,‘: deteci and address noncomphgnoe Effectwer :

: '-For exampie the complrance po! cras and precedures of -a-small business may -
be less detailed and simpler than those of alarge bank. However, effective June

2 M
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08, your policies and procedures have.to be in writing and be keptup to -

- date, whether-you are a small- business, an individual or -an entity. Several
faciors: could trigger the need to update, as oﬂen as.necessary, your pohcres e
“and; proeedures, such aschanges in leglslatron noncomphance issues, or new -
servroes or products : :

lneddmon if: yeu are an entity, your polrcres and procedures also have to be.- ’
approved by a senler officer. A senior officer-of an- entity: includes its director,
“chief executive oh‘rcer -chief- ‘operating officer, presrdent, secretary, {reasurer, .
centro\ter hief finangial ‘officer, chief: aoceuntant, chief-auditor-or chief actuary, -
: ll-as any:person who performs-any of those functions.: Italso includes any -
- other officer-who reports directly to the entity' s board of drrectors chlef execuﬂve :
oﬂleeror chref-operatrng ofhoer ..

lt is: rmportant that your oomphance polrcres and procedures are communrcated '

“understood and-adhered to by all within your business who deal with clients or.

any property. owned or controlled on- behalf of clients. This includes those who
in-the-areas- reiatrng to: chent identmcairon record keeprng, and any of the -

yer esrablrshed adequate antwnoney laundenng or antr-terrorlst_._b.;
t ﬂnancrng regrmes consistent: wrth rnternatronai standards ... :

fmancrng, your pohcres and procedures shou!d rnclude the verrfrcatron of related |
lists “published. in_. Canada. These.-are -available -on- the Office of the =

intendent of Financial Institutions’ ‘Web- srte at http //www osfl-bsrf gc ca, -
by refemng tothe “Terrorism Fmancrng’ link oy 1+ "=

Altheugh directors and senior officers - may not be. mvolved In day-today
' CDmD!iance hey need to undérstand- the statutory dutres plaoed upon them, .
therr staff andthe entlty ltseif ‘ E

3.7.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding the development and application of compliance
policies and procedures:

21
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. BCLC's AMLP policies, procedures and processes appear to be
generally consistent with FINTRAC Guideline No. 4, although, as
noted elsewhere in this report, there is room for improvement.

. Compliance policies and procedures, as required by FINTRAC, are
in writing and form part of the Casino Standards, Policies and
Procedures, which govern how casino service providers conduct
business.

. The compliance policies and procedures as set out in the Casino
Standards, Policies and Procedures incorporate the FINTRAC
reporting, record keeping, client identification, risk assessment and
risk-mitigation requirements applicable to the casino gaming sector.

. The level of detail in the compliance policies and procedures set
out in the Casino Standards, Policies and Procedures is, as
mandated in Guideline No. 4, commensurate with the level of
complexity of BCLC's casino gaming activities.

. As mandated in FINTRAC Guideline No. 4, the Casino Standards,
Policies and Procedures are approved by a senior officer, in this
case the Vice President, Casino Gaming.

. As mandated in FINTRAC Guideline No. 4, the Casino Standards,
Policies and Procedures are regularly reviewed and updated by a
policy analyst at BCLC's headquarters in Kamloops. We
understand that the updates may be triggered by a variety of
factors, including legal and regulatory changes and introduction of
new products and services.

. FINTRAC Guideline No. requires that “your compliance policies
and procedures are communicated, understood and adhered to by
all within your business who deal with clients or any property
owned or controlled on behalf of clients.” The level of
understanding and aherence is verified through a layered system of
checks and balances:

a. Itis the responsibility of casino service providers to train and
supervise all employees to adhere to the Casino Standards,
Policies and Procedures.

b. Internally at casinos the actions of front-line employees on
the gaming floor or in the cage are monitored by their
supervisors.

c. The adherence of employees to the Casino Standards,
Policies and Procedures is further monitored by each

BCLC0000005.27
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casino’s surveillance department, which typically reviews
and submits L.CTs and STRs,

d. The BCLC corporate AML function monitors the quality,
completeness and timeliness of LCTs and STRs and follows
up as required.

e. BCLC’s operational audits examine the quality,
completeness and timeliness of LCTs and STRs.

f. GPEB conducts an annual review of the BCLC FINTRAC
compliance regime, including an analysis of large cash and
suspicious transaction reporting systems in place at casino
sites, and staff training.

g. GPEB conducts its own audits of casino operations. We
understand that GPEB conducted 17 casino audits in the
2006-7 fiscal year.

3.7.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendations regarding the development and application of
compliance policies and procedures:

1. As indicated in section 4.0, BCLC already has effective risk
management processes. However, these risk management
policies and procedures are not formally set out in a document as
required in FINTRAC Guideline No. 4:

Effechve June 23, 2008, your compiuance program has 1o mclude written
' 1d:procedures o assess ihe risks related-to: money Iaundermg ang-
: terrenstfmancmg in the course: of youractwmes _

IPSA recommends, as set out in section 4.0, that BCLC’s AMLP’s
risk management policies and procedures be formally set out.

2. The BCLC AMLP's policies and procedures at the corporate level
consist of a single-page document. While it is a clear, concise
summary of its duties and activities, it does not document in writing
and in sufficient detail the policies and procedures of its FINTRAC
function.

Written, detailed policies and procedures ensure consistency.
They can be updated on a regular basis. They can be

23
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independently evaluated and assessed. They can be enhanced to
reflect continuous improvement initiatives.

Ultimately, they are a form of institutional memory. As it stands, the
detailed knowledge is now largely in the minds of the highly trained
and experienced AMLP corporate function staff members. As
documented repositories of institutional memory, written, detailed
policies and procedures ensure smooth personnel transitions and
successions. They can also assist in the training of new
investigators and operational auditors. While detailed policies and
procedures cannot replace on the job experience and mentoring,
they do provide a sound foundation for getting new personnel
quickly “up to speed.”

IPSA recommends that the written pollmes and procedures of the
AMLP corporate function be expanded.?* One possible model are
the AML-related sections in the casino gaming surveillance manual
prepared by the Justice Institute of British Columbia for its casino
surveillance certification program. IPSA recommends that, in
addition to being expanded, the written policies and procedures of
the AMLP corporate function be reviewed for possible updating on,
as a minimum, an annual basis.

3.8 Compliance Training

3.8.1 Guidance

Guideline 4 provides the following guidance regarding compliance training:

. andracord: keepmg requnrements "Thrs’\mcludes those at the ‘frnnt fine” aswell
as semorn*anagement ,

% The GPER audit released in December 2007 stated: "There are no policies and procedures for Fintrac activities
at the BCLC corporate level. Polices and procedures should be document to ensure consistent and

comprehensive work is performed.”
24
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: In add:tson_others who have responsnbnlmes under your comphanoe regsme L

: omation technology and other staff- respons1b}e for designing: and.,.
nting electronic or manual internal controls, should receive tramzng ms.; :
.cou[d also include the appointed cornphance OﬁiCEI' and lnternal audrtors

_ Standards for the 1requency and method of tramlng, such as formal on- the—job_
- “or extemal; should be addressed. New people should be trained before they =
begin'to dealwith clients: All should be periodically. informed of any changesin
ventrmoney |aundermg or antierrorism Iegxs!atlon pohcles and procedures, as
well ‘as-current developments-and- changes in:money. laundenng or terrorist -
' actwny financing schemes pamcular to their ;obs Those who change jobs within -
- organization should be given fraining as- necessary 1o-be:up-fo-date with -
- the policies, procedures:and risks of exposure-to money laundenng or terronst. %
'ﬁnancmg thatare associated thh thelr newjob, o o ; ‘

aining may-vary greatly dependmg on the ssze of your busmess ¢
_x:y of ihe subject matter The: traxmng program for a small :

thoss. reqwrements For more information about thls see the other
nes: regardlng gach of those - requnrements apphcable to you -

aware of the- mtema! POJIcIes and procedures for detering and detecnng o
' undenng and terronst f inancing that are assocnated with thexrjobs It '

purposese money laundenng or terronst fmanc;ng

: Empioyees shouid alsobe: made aware that they eannot dnsclose that they have ¥
- made a suspicious’ ‘ransaction repon, or dlsclose the contents of such a report,
_ withthe'intent to prejudice a criminal investigation, whether it has starfed ornot.

o
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* They - should also understand ‘that no: criminal -or cwll prooeedmgs may be.-_ ;
brought agam_:»mem for. makmga report in good fanh : s

_ Backgrcund information. on money laundenng and terronst fmancmg;_.‘_:
_Any training program- should include some background information on money
- laungering so everyone who needs:to can understand what money. iaundenng' :
: _’_ss.whycnmmalsnhoose tolaunder money-and-how the process. usuai!y works. -
' d:to.understand what terrorist financing is and how that process -
'or.-more tnfonnallon about this, see Gmdehne1 Backgrounder g

o ,Ie w;tmn F2H FINTRAC’s Web based tool for electromc raporhng, that
can be used for tratnlng You-can use:this to complete- smulated electronic.
- reports:However, as'a repomng person or entity: descnbad in section 2,3ou are:

. responsible to have your own training: program - :and fo ensure that each . -

~ component of the program is reviewed and adjusted 1o meet yourneeds.

3.8.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations:

1. With regards to training, training has largely been undertaken by
the three-person AMLP corporate function. lis policies and
procedures state:

3) Casmo and Commumty Gaming Site LCTR and SFT Tramlng

- The- tralnlng of Casino-and Commumty Gammg Centre szte staif on Large Cash 2,
- Transactions and Susplclous Financial Transactlons will be conducted by BCLC s
5 personnel onanannual, regular basas g S i

‘As new Cagino and- Commumty Gaming Centre facﬂmes open wnthm the:
- Prownce ‘BCLC. personnel w1ll ensure trammg :s dehvered to the appropflateji

26
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2. However, as BCLC corporate security management readily
concedes, the extent of its training programs in the 2006-7 fiscal
year did not meet expectations.

3. BCLC corporate security management is remedying this situation.
We are informed that additional instructors have been trained to
provide FINTRAC-related training prior to the coming into force of
the Bill C-25 changes. Detailed PowerPoint presentations for this
training program have been prepared and reviewed by IPSA.

3.8.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendations regarding compliance training:

1. The current formal face-to-face, seminar-type training provided by
BCLC corporate security investigators is an important training tool
and should be continued, albeit on a more regular basis than
occurred in 2006-7.

2. We understand that there is a great deal of employee turnover in
the casino gaming sector.?® IPSA recommends that the formal
training program contain a module introducing new casino gaming
staff to their FINTRAC duties and responsibilities, as well as risks of
exposure to money laundering or terrorist financing that are
associated with their new job. Such a module would ensure that
new staff at all casinos province-wide are all given the same
consistent, comprehensive fraining.

3. IPSA recommends that this proposed formal fraining program
contain additional modules:

1. An annual refresher module for all casino employees and
supervisors, outlining their FINTRAC-related roles and
responsibiliies, as well as risks of exposure to money
laundering or terrorist financing that are associated with their
positions.

2. Additional modules, when/if required, to introduce significant
changes to AML related policies and procedures, arising either
from changes at FINTRAC or BCLC’s internal policies and
procedures.

% The GPEB audit released in December 2007 stated: “Only one day of training was provided by BCLC between
April 1, 2006 and March 14, 2007 for an opening of a new site ... There have been more than three thousand new
employee registrations during this perfed.”

2 The GPEB audit released in December 2007 stated that between Aprif 1, 2006 and March 14, 2007 there were
more than three thousand new employee registrations.

27
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4. As has been the practice of the BCLC corporate AML function
since 1998, anyone taking these modules will continue to have to
sign a form attesting that they understand the material presented to
them. (Sign-in sheets for every training course given since 1998
have been retained by G.W. Board, the BCLC AML Officer.) And,
as has also been the practice, the casino service provider will
continue to be responsible for documenting and demonstrating to
BCLC that all its employees had taken the appropriate training
module(s).

3.9 A Review of Compliance Policies and Procedures

3.9.1 Guidance

Guideline 4 provides the following guidance regarding a review of
compliance policies and procedures:

: byr uxrements admlmsteréd : V_zyo'ur regulator Seat

b ‘conducted byan infemal-or: extemal auditor; if'youhave one.
16 ew=by'an ternal or extemal audl“tor could include interviews, tests: and
samphngs suc : .

- -’ intewlews wrth osevhandllngtransact,ons and wnth theirsuperwsors to' |
_determine their knowledge of the leglslatuve reqmrements and your
poﬂciesandprocedures :

o a-review ofthe cntena and prooess for |dent|fymg and repomng

, suaplclous transactxons
28 ' 9
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' e a -sampling -of Iarge cash transactxons followed by a re\new of 1he_;'_
i repemng of such {ransactions; - _ f

o a samphng of intermational electronic-funds transfers {lf those aref__"'f:
i -.:.reporiable by the reporting person or- entity in queshon) followed" by a:
re\new of the: reporixng of such transactions. - :

Cle '.a ’test of the vahdﬂy and reasonableness of any excep’ﬂons % large -
~ cash transaction reports including: the required annual report to
~ FINTRAC- (this is applicable only-for financial entities who:choose the -
: :alternatjve 10 Iarge cash transactions for.certain business clients).

e a test of the record keeping system for- comphance w:th the legxslatlon ‘

: . la fost. of the- client ;dentmcahon procedures for compliance with the :
‘legis]a’uon . '

i -a-reyxewof the risk assessment,

The: scope:of the review: has-to be:documented. The scope-and details of the -
veview wilk. depend-on the nature; size-and complexity of your operations. The..*
cess should be well: documented and should identffy and-note. -~
ses+in-policies and procedures, The results of the review also have to-
nented;: along wnth corrective: measures and tol!ow -Up.actions, '

= ;'Reportlng to senlor ‘management
Eﬂectwe June 23 2008, if you are an entity; w:thm 30 days of: the revnew you ¥
.have (6 reportmefollowmg in writing t to one of your-senior oﬁ{eers o ;
: the ﬂndsngs of the above review; »

--:any updates fhat-were made 1o the. polscles and procedures dunng the rewew'.
“period; : i , : s 3

A’rhe status ef nmplementatuon ofthe: pohcnes and procedures updates

' Any deﬁmencnes should be identified and reported fo senlor management or ’the:.
- board of ditectors. This should-also include a request fora response lndlcatmg
: correéhve actions and:a tamehne for |mplement|ng such ac’nons :

~ “Selfreview

D
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If you do not have an: Intema} or extemal audftor, your can: do a ‘ﬂserf revfew” It
feasible; this self»rewew should be ~conducted by ‘an individual who is
:ndependent of d keeping and comphanee-monrtonng
- funictions, This coul be:an employee or an-outside consultant. The objective of
a self-review:is-similar to the: objectives of a review- conducted by: internal or
- extemal-auditors. It should-address. whether policies and procedures are in -
- place and are: bemg adhered to, and ‘whether: procedures and practsces comply_ ;
thh ieglslauve and: regulatory reqmrements

3.9.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding a review of compliance policies and procedures:

1. BCLC is largely compliant with this requirement.

2. BCLC operational audits and the annual audits of casinos by
GPEB, BCLC's regulator, examine casino providers’ internal AML
controls, and their compliance with Canadian AML laws and
regulations, FINTRAC's guidelines, and BCLC's internally
prescribed AML-related policies and procedures.

3. BCLC's operational audits review through tests and samplings the
compliance of casino service providers with internal and external
requirements regarding large cash transactions, foreign exchange
transactions and suspicious transactions. For example, on a
quarterly basis BCLC operational auditors conduct the following
AML-related tests:

 Section:3:8.1-Cage~ Large Cash Transactions

° A buy ins, cash outs and/orjackpots $10,000:and over as wellas
foreign'exchanges over $3,000 recorded on an :CT?
o A cashiers ackiny ,accumulated orthxrd party{ransachons wnhm _

‘mfonnation? - ‘
e Arethe hardcopy LGTs berng retamed in Ihe proper locatnon‘? =
‘e Arethied CTs'being entered into i ,akdaily‘? (Quarterly. the- -auditor
shall ke a- ‘random 25% samphng of up-to a maximum 50 ‘,

z completed LCTs and compare them fo iTrak entnes)

BCLC0000005.35
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o 'Is all staff-aware: of the casino mdustry snd1cators for suspncnous
F acn\aty’? ’
o Does shaff refuse to comp!ete transactlons Wthh appear_
£ X8 SuSpIGIDUS7 '
o A suspxcnous activities: reported toan |mmedrate supervlsoﬁ
e gan: LCTgenerated for-suspicious activity? ;
e Is an Incident Report. generated documenimg al avarlabte--
_information?
o Isthepatronin questlon adwsed that. Ihey are- bemg suspected ofa
suspicious transagtion? {Note: itis a criminal offence rodoso) ,
_» Is-the BCLC Manager: Secury & Surveillance informed of al
-suspjmous transabixons’?

4. GPEB's audmng dwtsaon reviews the BCLC operatlonal audit
program to ensure that the processes and procedures of its
operational audits can appropriately test for AML compliance and
provide reasonable assurance that instances of material
noncompliance, whether intentional or note, are detected.

5. GPEB itself conducts casino audits. Between April 1, 2006, and
March 14, 2007, for example, it performed 17 casino audits.

6. GPEB also conducts an annual compliance review of the BCLC
FINTRAC compliance regime, which is forwarded to FINTRAC's
regional office in Vancouver. This review verifies compliance with
the Gaming Control Act and Regulafions, Regulation and
FINTRAC's requirements. The most recent GPEB compliance
review examined the BCLC system in place for recording
information generated at the casino level, AML-related training
provided by BCLC to casino service provider staff, and the BCLC
system for processing information for submission to FINTRAC.

3.9.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding a review of compliance policies and procedures:

1. BCLC undertake a review of its corporate AML function on an
annual basis.

31 A
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British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

4.0 Risk Management

4.1 Overview
4.1.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following guidance, which takes effect
in June 2008, regarding a review of risk management policies and
procedures:

' _pmcedureszand :proeesses;that -t and control the nsi(s of money'-f
0 laundenng and terrorist: fmancmg thhm abusiness. ’

32
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,.;_}What isa nsk based approach"'

t : ln the bontextof money Jaundenng,and terronst ﬂnancmg, a r:sk based

4.1.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding the risk management policies and procedures of
BCLC's AMLP:

1. BCLC’s AMLP already embodies a generally effective risk based
approach. As noted below, key potential risks have been identified
and mitigation strategies and controls have been put in place.
Further, there is a process in place for money laundering risk to be
considered when new products and services are being developed.

2. High-risk activities, such as the issuance of cheques and large
cash transactions, are carefully monitored through an integrated
network of internal and external checks and balances. Internally,
there is the segregation of duties among the cage, floor gaming,
security and surveillance operations. As one surveillance manager
told IPSA: “We watch each other.,” Moreover, the all-important
surveillance function operates independently from casino gaming
functions. Externally, there is the multi-level oversight provided by
BCLC, through its monitoring of large cash and suspicious
transactions and its operational audits, and the GPEB, through its
audits of casinos and the AMLP corporate function.

4.1.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendations regarding the risk management policies and procedures
of BCLC's AMLP:

. o
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1. Although it already embodies a risk-based approach, the AMLP's
assessment of risks and their mitigation will need fo be
documented in order to meet the new regulatory requirement. This
will necessitate the implementation of a more formal, structured risk
management approach, an approach which is further discussed
below in section 4.10. In addition to meeting the new regulatory
requirement, such a formal, structured approach would provide
these additional benefits:

a. Document and assess, in a systematic and structured
manner, the internal and external AML risks affecting BCLC;

b. Ensure that risk management strategies are cost effective,
proportional to the risk, and consistent with regulatory
requirements and best practices;

c. Ensure that the cost-effectiveness and efficiency of the risk
management strategies and initiatives are routinely
measured and monitored on an ongoing basis; and

d. Ensure that BCLC's executive team and Board of Directors
are informed in a structured and timely manner about the
internal and external AML risks affecting BCLC so that they
can effectively discharge their duties and responsibilities.

4.2 Geographic Location
4.2.1 Regulatory Guidance

Guideline 4 provides the following risk assessment guidance regarding
geographic location:

: You ha, to;consxder ina manner thap appropnate io you, whether
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4.2.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding the risks related to geographic locations:

1. Money laundering is critical to the effective o;z)eratlon of virtually
every form of transnational and organized crime’

‘ Money iaundermg is-the criminal's way of. trymg fo ensurethat in the .end, crime

is necessitated by e-requrremeni that criminals ~be they:drug
traffickers, organized criminals, terrorists, arms iraffickers, blackmailers, or.credit
card: swmdvers - dlsgmse the. originot: fiminal 1 money sothey. can avond
detectmn andthe risk of: prosecuhon when'they use:t.28

2. Historically, case studies have demonstrated that organized crime
groups may be interested in acquiring controllmg interest in casinos
in order to further their money laundering needs.?®

3. Moreover, some money laundering experts believe that, in a casino
gaming environment,

" John McDowell, Senior Policy Adviser, and Gary Navis, Program Analyst, Bureau of Intemational Narcotics and
Law Enfcrcement Affairs, U.S. Department of State, “The Conseguences of Money Laundering and Financial
Crime,” in Econcmilc Perspectives, An Electronic Joumal of the U.S. Department of State, Vol. 6, No. 2, May 2001

28 John McDowell, Senior Policy Adviser, and Gary Novis, Program Analyst, Bureau of intemational Narcotics and
Law Enforcement Affairs, U.S. Department of State, *The Consequences of Money Laundering and Financial
Crime,” in Economic Perspectives, An Electronic Joumnal of the U.S. Department of State, Vol. 6, No. 2, May 2001

#u . in the 1940s and 50s, a money manager for the U.S. Mafia, Myer Lansky, together with his
associate "Bugsy" Segal, declded to construct casinos in Las Vegas Nevada to facllitate the faundering of
the proceeds of organised crime. Thus the stimulus, in part, for the creation of Las Vegas was result of a
major money laundering effort.” Presentation by Mr. Stan Morris, director of FinCEN, to the Caribbean
Financial Action Task Force, CFATF Typology Exerclse II: Casino Regulatory Conference, Aruba - July 16-
17, 1997.

“Typically, organised criminat groups in Bulgaria collect proceeds from the Illicit organisation of gambling.
These activities are carried out using legitimate companies, managed by dummies. Uniicensed illicitly
imported gambling machines are used for this purpose, The activities of 6 groups have been dismantled,
451 gambling machines have been confiscated and 36 preliminary proceedings have been initiated
against persons who have committed offencas under the Penal Code.

Italy reports 10 cases of investigation against 30 persons because of lllegal gambling. Lithuania presents
as a main type of the activities of organised criminal groups illegal gambling business (closed gaming
houses and illegal casinos). Numbers of investigations are not mentioned in the report. Siovenia reports
two investigations because of illegal gambling. in the Swedish report it is mentioned that as to automatic
gambling machines several networks/groups within organised crime are involved.

These activities are very profitable and some incidents of violence in 2001 can probably

be linked to these activities.” Source: Council of Europe, Organized crime situation report 2001,
(Strasbourg, December 2002), p. 46
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.. large: scale money laundenng is oniy pos&bte 1f the casino
management/ownersth is involved. It is therefore vital that the-ultimate.
beneficial ownership.of the casino be established and o check: on the integrity. -

- ofthe: management ofthe casino and s staff 0%

4. One possible scenario is as follows:

: Qne scam. of casino: owners ‘engaged i sn money Iaundenng is to doctor htgh
7 et ‘ = Fidisi

5. There is a general correlation between the level of organized
criminal activity in a particular geographic location and the resulting
demand for money laundering services. Put another way, the
intensity of money laundering in a jurisdiction is generally
commensurate with the value of the proceeds of organized crime
generated in that jurisdiction. Law enforcement analysis indicate
that organized crime generates significant proceeds of crime in
British Columbia:

6. As recommended by the Financial Action Task Force (FATF), an
important geography-related casino AML risk mitigation strategy

P gee presentation by Mr. Rick Smid, National Public Prosecutor-Netherlands, to to the Caribbean
Financial Action Task Force, CFATF Typology Exercise il: Casino Regulatory Conference, Aruba - July 16-
17, 1997

* The Observer, “Taken to the Cleaners,” Oclober 31, 2004

% See page 13 of The Scope and impact of Oraanized Crime in British Columbia, a report prepared for
CISBC/YT Provincial Executive Commitiee and British Columbia Policing Operations Councit by Criminal

Analysis Section, RCMP “E” Divislon, June 2005,
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involves sufﬁc;ent regulation and oversight of casinos. FATF
recommends®

2412 Casinos should be iensed by a designated competent authory

P4 1 3 A‘cempetent authority should take the necessary Iegai or regulatory
meastires to-prevent criminals or their associates from holding or-bsing the
 beneficial ownerof a ssgnmcant or. controlhng lnterest, holdmg a management
: functlon inyor bemg ancperator ofa. casmo i

7. Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA believes that
the provincial oversight and licensing of casino service providers
and casino employees through GPEB and BCLC is an appropriate
strategy to mitigate the risk that, in a jurisdiction with significant
organized criminal activity, organized crime will try to conirol one or
more casinos.

4.3 Products, services and delivery channels

4.3.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following risk assessment guidance
regarding products, services and delivery channels:

You' have to- be aware of and recogmze products and servzces or combmatlens of
~ them that may pose hlgher nsks of money:laundering.or terrorist-financing. Legitimate
: A icesica o : ins of funds, to move funds to
3 terronst-’acts orto-hide the. true ldenmy of the actual:owner. or-beneficiary of -
tor service,: Products-and  services that:can suppon the -movement and
' ssets lnto through and out of the fmancnaf s_ystem may posea hngh

' goodé that -resulted i ina cheque payable o a bearer Wwhich s then depos&ted mto.
:another mdrwdual’s acoount tomake the transactlon dn‘ﬁcult to trace-and detect.

n addmon‘- you-may also consider senvices Jdentmed by tegulators; govemmenta!
- other credible- sources as belng potentially high risk for money
or terrorist: hnanclng For example Intemauona rrespondent banking
- services, intemational. private. banklng -Services,.or semoes mvoivmg banknote and
: precious ‘metal tradmg and: dehvery -

* Financlal Actiocn Task Force, Methodology for Assessing Compliance with the FATF 40
Recommendations and the FATF 8 Special Recommendations, (Paris: February 2007), p. 37.

37
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You have to-consider, in‘a manner that is: approprrate to.you, the channels:used to-
delrver your: prdducts -0r. s_en/rces “In- teday’s economy and globa] market, many

= yo wrlvlsshave to depend on a thlrd party to delrver your products or servroes The
- remoteness-of some of these distribution:channels can also be- used to-obscure the
o true rdentrty of a client: or: benefrcral owners: and can therefore pose higher | nsks

4.3.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding products, services and delivery channels:

1. FINTRAC Guideline No. 4 presents a number of scenarios to
identify possible casino-gaming related money laundering
scenarios:

e Clientis: :known”ro use mumple names. -

o Clientrequests the-transfer of winnings: to the bank account.of a

- third ‘party or-a- known drug source country.or-to a.country where
there:is no effective: anti-money- leundermg system.

38
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2. International standard-setting bodies like the Financial Action Task
Force have long been concerned about the ways in which casinos
could potentially be used to launder the proceeds of crime. The
following money laundering typologies highlight some of the
FATF's top-line concerns:

Casinos are the'site of fhe first stage in the faundering process, i.e. converting -
the funds to be Jaundered from banknotes (circulating curfency) focheques

, (bank money). In practice the method is o buy chips with cash and then request

tfi_;)y cheque drawn onhe: casmo s account The system can be made

nes Rather ihan request repayment by: eheque inthe casino where the
urchased with-cash, the,gambler.says that he will be travelling to -

_ intry in- which the casino chain has an establishment, asks for his
creditto be made available there and withdraws itin the form of acheque in-due
course:3" :

3. Similar money laundering typologies have been sited by the
Financial Crimes Enforcement Network (or FInCEN), a bureau of
the U.S. Department of the Treasury that collects and analyzes
information about financial transactions in order to combat money
laundering, terrorist financiers, and other financial ctimes. It has
stated:

'lunng-1998 1999, casinos: iocated in hve states ﬁled more than 40: casmo

- SARs which indicated that wire transfers and cashier's: checkswere being used
to:deposit funds in casino accounts as ‘frent money?, foruse by the customerfor
subseqﬂent gamnng actmtyatthe casmo Every SAR md:catedthat the

1'ﬁe~ba!a, Ce:0 m cash on the same dayor wnhm a matter of days

: Vanatlons on thls therne involved an- lnmal deposut by wire or cashier's check;
but wnth thefunds TS

2 e A subsequently wiredioan account outsmie the: casmo,
> e gloredfora: period of time ina casmo-supplied safety deposit boxand
- then‘removed by the customer-in the presence of acasino. employee i
or » e

* Financiat Action Task Force, 1997-1998 REPORT ON MONEY t AUNDERING TYPOLOGIES, (Paris: 12

February 1898), p. 11
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held by the casinoin the form ofa safekeepmg depos;t and then
: wrthdrawn

: In severa! lnstances the '

4. The typical casino-related gaming money laundering scenarios, as
identified by FINTRAC and such bodies as the FATF and FINCEN,
are unlikely to occur in British Columbia for the following reasons:

a. Casinos in B.C. neither receive funds through electronic
wire transfers, nor do they transmit funds on behalf of clients
via electronic wire transfers.

_b. Casinos inB.C. only issue cheques for verified wins. .

¢. Casinos in B.C. do not open accounts or lines of credit for
patrons.

d. Patrons of casinos in B.C. are not allowed to exchange
chips inside a casino facility with other patrons.

e. Surveillance, security and gaming personnel at B.C. casinos
are vigilant for patrons who do not engage in normal gaming
activity after purchasing chips — i.e. engaging in limited
gambling before exchanging their chips for cash at the cash
cage. Such activiies would generate a Suspicious
Transaction Report (STR) to FINTRAC.

f. BCLC policies and procedures do not allow patrons to
exchange small denomination bills for large denomlnatlon
bills, a money laundering technique known as refining.*

¥ FINCEN, "SAR Bulietin,” August 2000

% The RCMP provides the following definition: “Refining: This money lzundering method involves the
exchange of small denomination bills for larger ones and can be carried out by an individual who converis the bills
at a number of different banks in order not to raise suspicion. This serves fo decrease the bulk of large quantities
of cash.” See hitpZ/Awww.remp-gre.ge.ca/poc/launder_e.htm
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4.4 Other Relevant Factors
4.4.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following new guidance regarding risk
issues involving other relevant factors:

EE: You need to OOHSIder ina: manner that:is appropnate to you, any other
factors that are relevant to you, your businass or.sector. For:¢ xample, you-
‘may offerproducts or services that can:be used to eonvert fundstoa more
‘liquid form, such as-electronic wallet; internet payment services or mobile
- payments. Yourbusiness activities may also.be more attractwe {olaunder
money:or-fund terrorist actnwty e ;

Gu:delme 1: Backgrounder and’ Gwdellne 2: Susptczous Transactzons have
©more anformatlon about money. !aundenng and terrorist finanging that can
~ helpyou in your- Tisk assessment. You should: vpenodlcany feview :
. whether additional factors have become relevant o your situation, fike-risks
: ansing from innovative oremerging: techno!ogles

4.5.2 Observations
Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding risk issues involving other relevant factors:

1. BCLC’s AMLP is compliant with this guidance.

2. The AMLP Compliance Officer plays a significant role in assessing
new products and services for their money laundering risks.

4.6 Clients and Business Relationships
4.6.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following new guidance regarding risk
issues involving clients and business relationships:

The guidance below does not. prohibtt you:from engaglng in 1ransacttons
~ with potential clients but provides you with- informatlon fo-effectively .
: manage potentxal money Iaundenng and terrorist fmancmg risks.

a1
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- You have to consider the nature and busrness of your chents and therr
e 1onshrps with you o determme ihe level of risk of ‘money Iaundermg '

'-3p,erform a“rrsk.assessment Knowrng your clrents is no* hmrted o _
~identification or record keeping’ requirements. It is about understandmg yourg o
: chents) 1ncludrng their- actrvrhes, transactron patterns how they operate.and - -

numberof transachons rnvolved mrght also be re!evant Although you
should obtain this information through-your. dealrngs with the client, 1t does i

not necessarily meanthat you have to ask the client for additional e

information or identification-documents. You should consrder clrents you do i
- not: know as’ hrgher risk than those that’ you know

Completmg a chent nsk assessment should be approprlate where there is

'regardless of whether: the transachons are. related o each other Where
deahngs wrth a clrent are lrmrted toa srngie transaction, thrs is not

( n"adran doltars becauseitis not an ongoing relahonshrp
the transaction seems suspicious, the:money services. buskness
: ort it to-FINTRAC as explainedin Guideline. 3 Submrttrng
_‘Suspicrous Transaciron Repoﬂs to. FINTRAC ' ERR IR el

In addition: 10 assessrng risk regardfng exrstmg chenls for new clrents it s

: recommended that you perform a risk-assessment at the beglnmng ofa-
client: relatronshrp although a comprehensrve risk:profile may on[y become 2
evidentonce the client:has conducted financial transactions with you. -
“However, if you decide to-complete a risk ratrng of new clients, the client

' 1denhhcatren andinformation gathering measures at account opening - - .

sbust enough to provide the rnformahon needed to feed rnto _' '
trrsk assessment : S '

: When assessing a chent relatronshrp, consrder its duratlon the clrent 8 -
number of accounts (if-applicable), ihe products and services used and the

; cllentfs activities. You mayalso consider third parties that can be involved -
inthe clrent’s relationship for their impact on the client's risk if you are

equired to-make third party: determination. Furthermore, you also have fo.-

consider the: benefrcral owners-of-an entity for their impact on risk if you are - -

 required to.obtain this information.. See Guideline 6 for your sector for more; ae

- information about third party- determrnaﬁons and benehcral ownershrp =
rnformatron requrrements :

42

BCLCO0000005.47



77

PRIVATE AND CONFIDENTIAL

'Situatlons where-you facilitate-a transact;on for Wthh aclientis actmg ‘on
-behaif of a lhu‘d rparty but does not know anythmg about the thlrd parly, may

E deﬂnitmn of fap pohttcélly eprsed fore gh pemen m Appendlx 2

“You: shouid also cons&der unusua! c;rcumsiances cash |ntenswe
bu_snnes,_ses and-other indicators as potential high- risks.

4.6.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding risk issues involving clients and business
relationships:

1. BCLC's AMLP is compliant with this guidance.

2. Patrons involved in the generation of LCTs, STRs or engaged in
possibly inappropriate behavior are identified and carefully tracked
internally at casinos by surveillance and security, and externally by
BCLC investigative staff.

4,7 Risk Mitigation

4.7.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following new guidance regarding risk
mitigation:

Blsk m%tlgatlon o

5 Rtsk mltlgatlon is: about 1mplementmg controls to {imitthe potentlai money

 laundering and- terrorist financing nsks you have identified while conductung
' your: risk assessmentio stay w1th n.your-risk tolerance level, As:part of your

hance program, when your{is assessment determines thatrisk’is

e 10ney: ing- k"errons’( fmancmg, youhave to develop written
i _k-mnttgat:on strategies (policies and procedures: des;gnsd 1o mmgate high

nsks) -and apply them 1or-hxgh r]sks sLtuatlons

43
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; Measures to mltlgate the risks

 You: have 1oi mclude nsk-mmganon measures in your written- pohc:es and
procedures. The following summarizes different types of mitigating
- -measures-you could develop-and- apply through your: comphance pohcles
: .'and procedures : :

_Effectiue internal controls
You shouid considerinternal controls such as:

-0, :_focussmg on-your: operatlons (products semces clients' and
~-geographic | cations) that are: more vulnerable to abuse by money
- launderers and criminals;
o mformmg senior- management-of compliance initiatives, identified
~ compliance: defrcuenmes corrective action taken andsuspicious
tion reports filed;
vfor program conﬂnurty despite changes in management

: : : l"-regulatory record keeping. and reporimg
requnrements recommendations for anti- -money-faundering and
- antiderrorist financing compliance and provide 1or timely:Updates in
- response 1o changes in-requirements;
» ;-enab]’mg the fimely identification of reporiable transacnons and
- ensureaccurate filing. ofreqwred feports;- ;
e _incorporating anti-money-laundering and-anti-errorist financing .~
~ compliance into-job descriptions-and performance evaiuatlons of SE :
_appropriate personnel; and FE
~ _providing for adequate supervision-of employees that handle
- currency-fransactions, complete reports, monitor for suspicious
- transactions, or engage in any other- activity that forms part of your
anti-money !aundermg and-anti-terrorist financing program.

G,_enérifc, measures
These:may include the following:

» increase your awareness:of higher risk: suuanons within busmess
' »hnes across your entity;
-« increase the monitoring of transactions; :
e escalate the approval of the establishment of an account or
-~ relationship-even if-you are not otherwise required to:do so (see
-additional: requirements for certaln sectors in subsec’uon 6 5)
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. mcrease the fevels of ongoing contro!s and TeViews: of .
S re}anonshlps and g
- review-your own internal contro!s 10 ensure that you have
e personnelthat have clear lines of authority, responsmlhty and
accountability;
+  adequate segregation of duties (for:example, an employee opemng 2
- anaccount for a client s not authorized to also approve its opening -
- asthat authonzatlon 1s the responsibility of someone else in the

trénsactlon by someone else inthe orgamzation) and :
o internal reviews to validate the risk assessment processes RN

R}sk-focused measures 1,
You may: consnder addmonal measures such as;

~ e seeking additional information beyond the minimum requirements .
- to: substantiate the client’s: ldentlty or ihe beneﬂcnal ownershlp of an‘

nlng addmonal mformanon aboutthesintended nature ofthe
including estimates regarding the amount and typeof -

‘o dbtammg addmenal documented:information regardmg the cllent
- -source of funds and: accumulation of wealth;
® ,requestnng hlgh risk clients to provide additional, documented .~
e mformatlon regarding controls they have implemented to safeguard =
- theiroperations from abuse by money launderers and terrorists; -
. gemng independent verification of information. (ie. from a credlble ;.
- source-other than the client); s
- o stopping any transaction with a potential chent unt:l ldentmcatxon i
and aceount:opening mforma'uon has beenobtained; = - _‘
e -xmpiementmg an appropriate process to approve all retatlonships 1
- identified-as: high risk-as-part of the client acceptance process or -
~ declining'to-do business with potentlai chents because they exceed,
~ yourrisk folerance level; . =
-in ,mentlng a:process. to exit froman existmg hlgh nsk
: {elatlonsmp which’ management sees as exceedmg your nsk
~ tolerance level iy S E BT
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Y anaiysmg money 1aundenng and terrorist financing: nsk :
vulnerabxlmes for-your newacquisition processes and for product or
- senvice: devetopment processes ' Fe

4.7.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding risk mitigation:

1. BCLC's AMLP is compliant with this guidance.
2. As noted throughout this report, effective multi-layered controls

and checks and balances have generally been implemented to
limit potential money laundering and terrorist financing risks.

4.8 Client Identification

4.8.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following new guidance regarding
keeping client identification and beneficial ownership up to date:

When yeur szk assessment determmes that nsk is hlgh for money
: Iaundenng or: terron‘ i ancmg, you hav tozdevelop" nd: appty pohcxes and

; beneficaal ownéishlp mformation 'up 1o daté' :

: ”"Cllent ldentlﬁcation mformatlon

7'|denhf|cai|on formaﬁon‘-that?: et;uzred tebeupdatedgeneralty mcludes

- For an: mdiwdual the individual's name ‘address, te1ephone number and
_occupatlon or pnnmpal busmess o ,

| Fora: corporanon its name and addressand 1he names: ofthe :
: -corporatxon s drrectors :

Foran: entlty other than a corporauon rts name, address and pnncrpa o
place of business.. :

Reasonable Mmeasures: to keep Ghent ldentlflcatlon up fo: date lnclude askmg
the client:to.confirm or-update their information. In-the case-of an-individual:

I
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dlignt, reasonable measures also include confirming or updating the - :
information through the options available to identify individuals who are not A

physically present. This-can include obtaining mformat)on verba!!y to keep
_.,,cltent ldentnflcatmn mformatlon up fo.date. A e

n the case of cizents 1hat-are-entities,: reasonable measuresto- keep chent

identification-up to dateinclude consultmg a paper oran electronic. -

- document to-confirm: mformatron or obtammg the mformatlon verbally from
 the client. : R T : N

: vAIthough the frequency with whrch the chent ldentmca’uon mformatlon is to
be kept up to-date will vary depending on your. business, you should revlew
it atleast-every two years for high risk situations. When you review client .-
~|dent:f|cat|on lnformahon you should also update the records you keep for e
that client. - _ : v ey

You: may ‘want o consider- estabhshing and lmplementsng a tlmelme to :
‘update the: identification mformanon of your clients that you do not cons:der :
’hlgh nsk ; ‘ Rty

: ,Beneﬂclal ownership mformatlon

me ddress and oecupanon of ail the mdlwdua!s that
directly or-not, 25% or-more of the entity. If the entity.is'a
o\ slelf ,'beneﬂmal»ownershlp information also includes the.name:and -

: .occupatlon of-all the corporation’s directors. Guideline 6 for your sector has -
ormation about-beneficial: ownershlp requirements. Reasonable ]
measures to-keep beneficial ownership up to date are the same as the

ones explained-for client identification information above. For hxgh risk
situations, the beneficial ownership should be updated at least every two
years. When. you review beneficial ownershlp mformanon you should also &
update the records you keep for thatchent v o

4.8.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding keeping client information up to date:

1. Policies and procedures for identifying clients and maintaining up to
date identification information are consistent with FINTRAC

regulatory requirements.
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2. Compliance with these policies is monitored internally through
internal controls and oversight and externally by AMLP's
operational audits and the GPEB audits.

4.9 Ongoing Monitoring
4.9.1 Regulatory Guidance

FINTRAC Guideline 4 provides the following new guidance regarding
ongoing monitoring:

; Yeu have to take reasonable measures 1o conduct ongoing momtcnng of

_ essprocesses and bunld bnsthese

determme what klnd ef monnonng is
’ cluding how fo detect susptmous

-iimomtonng IS done (xts frequeney) Hé

,t‘f-'ls revewed and: h,pw ftwilbe
conSIStentlyapptled : TESei e :

You could constder the followmg_ easures to momtor hxgh nsk s;tuahons

e :rewew transact:ons based on an: approved scheduled that mvolves
'management SJgn off; =

e dovelop: repons or- perform more frequent rewew of reports that list
.- ‘high'risk transactions: -Fl: 'f*acnvmes or: changes in-activities from -
1yaur expectations: and elevate concems as:necessary;

o set business hmlts or: parameters fegardtng accounts or
~ fransactions: 1hat would trigger early warmng signals and requ:re
mandatory: re\new = .

e review transactions more: frequently against suspxc:ous transactlon
indicators relevant to'the relationship and escalate them should

additionalindicators be detected. See: Guideline 2:- Susptczous
Transactlons for more mformatlon anout lndlcators

‘ ot
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4.9.2 Observations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding ongoing monitoring:

1. Policies and procedures for ongoing monitoring of high-risk
situations are consistent with FINTRAC regulatory requirements.

2. Compliance with these policies is monitored internally through
internal controls and oversight and externally by AMLP’s
operational audits and the GPEB audits.

4.10 A Structured Risk Management Process

The objective of risk assessments is to ensure that significant risks are
identified and that, as required and appropriate, proportional action is
taken to minimize their potential negative consequences.

FINTRAC Guideline No. 4 provides detailed guidance on the elements of
a process for the identification and mitigation of AML-related risks.
However, it provides only limited guidance on the practicality of how such
a process should be structured.

Therefore, IPSA recommends that BCLC consider implementing a formal
risk management process that is customized for its particular needs® and
is based on internationally recognized risk management standard, like the
Canadian Standards Association's CAN/CSA-Q850-97 (Reaffirmed
2002), Risk Management Guideline for Decision-Makers, A National
Standard of Canada, or Australia/New Zealand Risk Management
Standard 4360:2000.

As Australia/New Zealand Risk Management Standard 4360:2000
concludes:

Risk: management ‘involves estabhshmg an: appropnate mfrastmcture and: cuhure
and applymg alogical and: systematic method of establishing the context, identifying,
analyzing, evaluating; treating, monitoring and communicating risks associated with

7 CAN/CSA-Q850-97 (Reaffirmed 2002). Risk Management Guideline for Decision-Makers, A National
Standard of Canada

% Because there Is no single widely accepted risk management standard, many companies adapt one or more
standard to meet their parficular needs. A Conference Board survey™ found that 50% of comporations customized
standards to establish their own risk management strategy.

“ s
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any activity, function.or process in a.way that will enable organuzatlons to minimize
losses and ‘maximize galns :

The above-referenced Canadian and Australian risk management
standards are metric-based *® Thatis, they are based on the view that
the performance of risk management processes must be measured to
determine their effectiveness and efficiency, and fo provide a basis for
continuous improvement.

As an example, a formal risk management process based on the
aforementioned Canadian and Australian/New Zealand standards would
have the following steps (see Figure 1 below on page 53):

1. Risk Communication and Consultation — The process which
incorporates into the risk management process the integral
participation of internal stakeholders through continuous
communication and consultation.

2. Establishing the Context — The process which establishes the
objectives, goals and context of the risk management strategy, the
structure of the analysis, and the criteria against which risk will be
evaluated.

3. Identifying Risks — The process which initially identifies risks,
defines their basic dimension, and prioritizes them. In this process,
the following kinds of questions are asked: What can happen?
When and Where? How and Why?

4. Risk Analysis — The process which identifies existing controls and
establishes the frequency and consequences associated with each
risk.

5. Risk Evaluation — The process by which risks are examined in
terms of costs and benefits, and evaluated in terms of acceptability
of risk considering the needs, issues, and concerns of
stakeholders.

6. Risk Mitigation — The process by which: (a) options for controlling
risk are identified and evaluated for cost-effectiveness, efficiency
and appropriateness; (b) mitigation initiatives are prepared and
implemented; and (c) residual risk is analyzed and evaluated.

* Ametricis a standard of measurement used to gauge a quantifiable component of a company's performance.

50

BCLC0000005.55



85

PRIVATE AND CONFIDENTIAL

7. Monitoring, maintenance and improvement — Based on the
principle of continuous improvement, this process monitors the
effectiveness of all steps of the risk management process and
ensures that risk management strategies reflect changing
circumstances and that there are continual efforts to make
improvements.

) il
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Figure 1 - Structured Risk Management Process

Based on CAN/CSA-Q850-97; AS/NZS 4360:2004.

52
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British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

6.0 Conclusion

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, |IPSA has reached the
following conclusions:

1. The BCLC AMLP's policies, procedures and structure are generally
consistent with the current requirements of FINTRAC Guideline No. 4.
However, improvements, primarily involving training and risk
management, are needed to bring the AMLP in line with the changes
in Bill C-25.

2. Although as indicated above in section 4.0, BCLC already has
generally effective risk management processes, these risk
management policies and procedures are not formally documented as
required in FINTRAC Guideline No. 4.

3. IPSA recommends that BCLC consider implementing a formal
customized risk management process based on such internationally
recognized standards as CAN/CSA-Q850-97 (Reaffirmed 2002),
Risk Management Guideline for Decision-Makers, A National
Standard of Canada, or Australia/New Zealand Risk Management
Standard 4360:2000.

4. Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following observation: the training program appears to be consistent
with the basic training requirements of Guideline 4. However, there
are areas for enhancement;

a. IPSA recommends that specific modules be prepared for new
employees, for supervisors upon their promotion, for refresher
courses and, as required, to reflect internal and external
regulatory changes.
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b. IPSA additionally recommends that this formal training program
be incorporated and integrated into the employee and
supervisor training programs of all casino service providers.

5. The general structure and organization of BCLC's AMLP appears to be
appropriate for managing an effective compliance program as outlined
in Guideline No. 4. Staff and supervisors generally appear to be very
experienced and of a high caliber. However, IPSA recommends:

a. Examining how to increase the effectiveness of AMLP's
personnel.

6. IPSA has been informed that staffing levels are being increased.
While it was beyond the scope of this engagement to assess staffing
levels, IPSA recommends that the BCLC consider establishing
benchmarks for determining appropriate staffing ratios of investigators
and operational auditors to the number, size, operations and locations
of its casinos.

British Columbia Lottery Corporation

Casino Gaming Anti-Money Laundering Program Review

Recommendations

3.4.4 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the
following recommendations regarding the organization of BCLC's
AMLP:

3. While it was beyond the scope of this engagement to assess
staffing levels, IPSA recommends that the BCLC consider
establishing benchmarks for determining appropriate staffing
ratios of investigators and operational auditors to the number,
size, operations and locations of its casinos. This would help to

oA
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provide a basis for determining future increases in staffing
levels.

4. Even if the number of front-line investigators and operational
auditors is increased, IPSA recommends that action be taken to
ensuring that their effectiveness is maximized. To that end,
IPSA recommends that a review be undertaken of the role of
the BCLC corporate AML function in the FINTRAC filing
process:

a. While there are many benefits to having members of the
BCLC corporate AML function review all LCT filings from
casinos before submiting them to FINTRAC, I[PSA
observed that this can be a time-consuming task.*°

b. It appears that the BCLC corporate AML function acts, to a
certain extent, as the gatekeeper of STRs*' filed to
FINTRAC. That is, the BCLC corporate AML function
receives suspicious occurrences and attempted suspicious
occurrences from the casino providers and determines
whether they meet the FINTRAC STR criteria, or are
indicators of other negative activities (for example, loan
sharking). This probably renders a useful service to
FINTRAC by having experienced former law enforcement
officers separate "the wheat from the chaff.”

3.5.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA make the following
recommendation regarding BCLC’s compliance culture:

1. Include compliance culture as one of the issues to be examined in
a formal risk assessment process (outlined in section 4.0).

3.7.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following

“° During the IPSA slte visits in February 2008, only one BCLC corporate AML function member on duty. In
addition to his BCLC corporate AML function duties, he was also the lead BCLC investigator at one of the
province's largest casinos. It appeared that this investigator devoted an [nordinate amount of time to the largely
clerical functions of LCT filings.

“11tis important to note that, curently, the requirement is for a suspicious fransaction to be reported anly when the
financial ransaction was completed. Once the changes come into effect, the requirement will also apply to
attempted transactions
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recommendations regarding the development and application of
compliance policies and procedures:

1. As indicated in section 4.0, BCLC already has effective risk
management processes. However, these risk management
policies and procedures are not formally set out in a document as
required in FINTRAC Guideline No. 4:

: Eﬁective June 23, 2008 your comphance program has 1o lnclude viritten’
~pohmes and procedures to-assess the-risks related to ‘money Iaundenng and
~temeristfinancing in the course: of your: actw:t:es

IPSA recommends, as set out in section 4.0, that BCLC's AMLP’s
risk management policies and procedures be formally set out.

2. The BCLC AMLP’s policies and procedures at the corporate level
consist of a single-page document. While it is a clear, concise
summary of its duties and activities, it does not document in writing
and in sufficient detail the policies and procedures of its FINTRAC
function.

Written, detailed policies and procedures ensure consistency.
They can be updated on a regular basis. They can be
independently evaluated and assessed. They can be enhanced to
reflect continuous improvement initiatives.

Ultimately, they are a form of institutional memory. As it stands, the
detailed knowledge is now largely in the minds of the highly trained
and experienced AMLP corporate function staff members. As
documented repositories of institutional memory, written, detailed
policies and procedures ensure smooth personnel transitions and
successions. They can also assist in the training of new
investigators and operational auditors. While detailed policies and
procedures cannot replace on the job experience and mentoring,
they do provide a sound foundation for getting new personnel
quickly “up to speed.”

IPSA recommends that the written pohmes and procedures of the
AMLP corporate function be expanded.*? One possible model are
the AML-related sections in the casino gaming surveillance manual
prepared by the Justice Institute of British Columbia for its casino
surveillance certification program. IPSA recommends that, in

“ The GPEB audit released in December 2007 stated: ‘There are no policies and procedures for Fintrac activifies
at the BCLC cormporate level. Paolices and procedures should be document to ensure consistent and
comprehensive work is performed.”
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addition to being expanded, the written policies and procedures of
the AMLP corporate function be reviewed for possible updating on,
as a minimum, an annual basis.

3.8.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendations regarding compliance training:

1. The current formal face-to-face, seminar-type training provided by
BCLC corporate security investigators is an important training tool
and should be continued, albeit on a more regular basis than
occurred in 2006-7.

2. We understand that there is a great deal of employee turnover in
the casino gaming sector.*® IPSA recommends that the formal
training program contain a module introducing new casino gaming
staff to their FINTRAC duties and responsibitities, as well as risks of
exposure to money laundering or terrorist financing that are
associated with their new job. Such a module would ensure that
new staff at all casinos province-wide are all given the same
consistent, comprehensive training.

3. As has been the practice of the BCLC corporate AML function
since 1998, anyone taking these modules will continue to have to
sign a form attesting that they understand the material presented to
them. (Sign-in sheets for every training course given since 1998
have been retained by G.W. Board, the BCLC AML Officer.) And,
as has also been the practice, the casino service provider will
continue to be responsible for documenting and demonstrating to
BCLC that all its employees had taken the appropriate training
module(s).

3.9.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
observations regarding a review of compliance policies and procedures:

1. BCLC undertake a review of its corporate AML function on an
annual basis.

* The GPEB audit released in Decemnber 2007 stated that between April 1, 2006 and March 14, 2007 there were
more than three thousand new employee registrations.
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4.1.3 Recommendations

Based on the interviews, field research and information/documents
reviewed during the course of this engagement, IPSA makes the following
recommendations regarding the risk management policies and procedures
of BCLC's AMLP:

1. Although it already embodies a risk-based approach, the AMLP’s
assessment of risks and their mitigation will need to be
documented in order to meet the new regulatory requirement. This
will necessitate the implementation of a more formal, structured risk
management approach, an approach which is further discussed
below in section 4.10. In addition to meeting the new regulatory
requirement, such a formal, structured approach would provide
these additional benefits:

a. Document and assess, in a systematic and structured
manner, the intemal and external AML risks affecting BCLC;

b. Ensure that risk management strategies are cost effective,
proportional to the risk, and consistent with regulatory
requirements and best practices;

c. Ensure that the cost-effectiveness and efficiency of the risk
management strategies and initiatives are routinely
measured and monitored on an ongoing basis; and

d. Ensure that BCLC's executive team and Board of Directors
are informed in a structured and timely manner about the
internal and external AML risks affecting BCLC so that they
can effectively discharge their duties and responsibilities.
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g British Columbia
Lottery Corporation INTEROFFICE MEMORANDUM

¥

TO Michael Graydon DATE June 3, 2008
FROM Terry Towns
SUBJECT Executive Summary

Action Plan - IPSA International - Recommendations
BCLC Anti-Money Laundering Program Review

BCLC has retained the services of IPSA International to review our Casino Gaming Anti-Money
Laundering Program as part of the new federal legislative requirement enacted by FinTrac. This
review concluded with a number of recommendations which identified some areas aimed at
strengthening BCLC’s commitment to this legislation. Since this report, as part of their ongoing
commitment IPSA have now provided a further report entitled ‘Anti-Money Laundering Risk
Management Program: Implementation Framework’ as a method for BCLC to undertake and
implement these recommendations.

There were nine (9) recommendations identified and BCLC Corporate Security has already
undertaken action on all of these recommendations with the exception of drafting a Corporate
Risk Management Policy to meet the FinTrac legislative requirements under Guideline #4.

Currently, an Implementation Framework to undertake the drafting of our corporate Risk
Management policies has been drafted and presented to BCLC for our review and concurrence.
This document provides guidance and direction to IPSA to commence their research and draft
of an appropriate corporate Risk Management and Risk Mitigation policy and assists with
structuring high level Corporate AML policies. This endeavour will ensure that BCLC's
implementation plan meets all reporting and conditional requirements imposed by FinTrac
legislation.
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Action Plan — IPSA International - Recommendations
BCLC Anti-Money Laundering Program Review

Further to our previous discussions and your request for a detailed action plan concerning
recommendations identified through review by IPSA dated 6" March 2008. As you are aware,
throughout this review entitled ‘BCLC Casino Gaming Anti-Money Laundering Program Review’
IPSA identified a number of reccmmendations to bring BCLC more inline with new amendments
to the current Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA).
Recently IPSA has further released an Implementation Framework entitled ‘Anti-Money
Laundering Management Program: Implementation Framework’ which sets out a manageable
Action Plan (AP) to move BCLC forward. While many of the recommendations put forward by
IPSA in their initial draft have already been implemented or at the very least in draft form for
implementation, this latest document allows BCLC a ‘sober second review’ of our entire FinTrac
reporting initiative.

As you're aware, BCLC Corporate Security has been responsible for overseeing, reviewing,
analyzing and reporting to FinTrac incidents that have been identified by our Service Providers
(SP) as suspicious financial transactions in relation to money laundering - only. This initiative
recently changed where it was decided that BCLC would identify and report all issues falling
within these four (4) critical areas of our gaming operation:

a) Money Laundering incidents;

b) Loan Sharking incidents;

c¢) All Chip passing, and

d) Suspicious Transactions

Thus, in order to provide you with BCLC's AP, this report will refer to IPSA’s initial engagement
and their specific number system for recommendations they identified. Ultimately, this will
assist you (the reader) with your review to understand our progress to date and areas that
require immediate review.

Recommendation 3.4.4 — Establishing appropriate Staffing Ratios for Training

ltem 3 - Since January 2008 - it was recognized by Corporate Security Management team that
BCLC needed to increase our LCT training initiative for all provincial gaming locations. It was
recognized that this training needed to commence immediately and that it would require follow-
up training on a bi-annual basis for all of these locations. To increase this training initiative,
BCLC needed to increase our training staff. Thus, in February and early March 2008 — BCLC
went from our initial 3 LCTR trainers to 14 LCTR frainers. As a result, since January 2008 to
current, BCLC has undertaken 46 training sessions in both casinos and CGC sites offering
training to over 746 gaming staff.

As a further initiative, BCLC will continue to undertake additional training for our corporate
security staff and gaming auditors to establish more LCTR trainers. As CGC increase in
numbers this will require additional trainers to ensure BCLC is meeting their FinTrac training
requirements.
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Item 4(a) and (b) — Maintaining and Maximizing Effectiveness

Effectively Managing Change

Currently, two (2) corporate security investigators review all LCT filings and Suspicious
Transaction Reports (STRs) generated by the SP and once reviewed submit these documents
electronically to FinTrac. These two investigators basically act as the gatekeepers for LCT and
STRs reporting. Thus, in order facilitate this continued increased reporting, coupled with the
additional reporting requirements, as identified, additional training will be developed and
provided to all corporate security investigators and auditors tc enable them to have the aptitude
to file these reports electronically to FinTrac. In so doing, this will enhance BCLC's ability to
provide a concise review and complete report to this federal agency. As well, it is our intent that
these same investigators/auditors will also be reviewing all suspicious occurrences and
attempted suspicious occurrences to ensure they are reporting these activities as well, as
required by FinTrac. This then, will help address legislative changes forthcoming June 23,
2008.

As part of their overall review, BCLC Operational Gaming Auditors will also conduct quarterly
audits to ensure all reporting needs demands have been fulfilled to meet FinTrac requests.

Recommendation 3.5.3 — Include Compliance Culture to the formal Risk Assessment

Currently, it is the President/CEQ’s intention to create a new position of Corporate Compliance
Officer to examine and undertake a risk assessment/ analysis and management of BCLC AML
culture. This newly created position will help develop and build a corporate culture, together
with corporate policy initiatives that will ensure compliance remains first and foremost within the
corporation. This will enhance a corporate milieu dedicated to ensuring FinTrac compliance.

Coupled, with this initiative is the fact that IPSA has heen retained to undertake a complete
review of BCLC corporate policies and procedures to ensure that they reflect the current
attitudes of the corporation and that we meet all requirements within this federal legislation.

Recommendation 3.7.3

Item 1 and 2 - Risk Management Policies and Procedures do not meet FinTrac Guideline

BCLC does have operational policies and procedures covering FinTrac reporting at the gaming
facility site levels. Thus, it is Corporate Security’s plan to have IPSA review and develop
Corporate policies that accurately reflect the status of BCLC and our role in facilitating the
gathering, reviewing and dissemination of AMLP to both FinTrac and our law enforcement
community.

Coupled with the development of enhanced policies, IPSA will also review and design
procedures that capture and reflect BCLC role within the gaming industry of B.C. These
procedures will evolve and highlight the basic foundation of the Canadian AML legislation
together with capturing the overall intent and new roles placed on gaming facilities across
Canada. In the development of current policies and procedures will help establish BCLC
commitment to this legislation province wide.
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Finally, BCLC Corporate Security has been a leader in developing AMLP written policies for
both the SP security and surveillance departments province wide. Corporate Security
recognizes that having updated and timely AML information available to these two important
facets of our gaming casino will enhance our overall effectiveness to conduct and manage
gaming. Thus, it is our intention to update and refresh these policies once developed and
implemented this on a regular, annual basis. Whether that initiative will remain with IPSA or be
maintained and reviewed by the Manager, Casino Security and Surveillance will be determined
once these policies are drafted and implemented. Ultimately, this decision can cnly be made in
a timely fashion given any legislative changes and developments originating from FinTrac.

Recommendation 3.8.3
Item 1 — Compliance Training — Seminar-type training

Currently, all training being provided to SP by our Corporate Security Investigators is through
power-point, with handouts and question and answer scenarios. As indicated earlier, since
March 2008 there has been 46 training sessions and it is our intention to undertake additional
training on a semi-annual basis for all gaming properties.

Item 2 — Training Module to illustrate roles and responsibilities to new gaming empioyee

Again, it is a Corporate Security initiative to undertake training to all gaming facilities on a semi-
annual basis. Should a need be identified from either the SP or our Corporate Security
Investigators that more frequent training is need at specific gaming locations — this training will
be undertaken at that time.

Corporate Security will endeavour to strength our LCT training program in the critical areas of
‘verified wins’ in both table games and slots. While SP’s do issue company cheques for only
‘verified wins’ — it is our corporate security's position that verified ‘slot wins' cheques should only
be issued for a ‘verified’ Jackpot (JP) wins only. These wins are easily determined from both
the individual slot machine and our CMS within the cash cage. Thus, verification can occur by
both the individual slot attendant and the cash cage supervisor. Table games verified wins
would only be issued with the evidence of a Dealer Supervisor tracking slip, verifying that the
player won. This then, would eliminate any future attempts by suspected money laundering
organizations to utilized casinos to launder their ill gotten gains.

Currently, Corporate Security believes that attempts to launder funds through buy-ins/cash-outs
at tables has been and continues to be the strength of our policy initiatives in this area. Casino
staff involved in tables games continue to be very vigilant in LCT monitoring and any money
laundering enterprise that may surface.

Item 3 — BCLC Sign-in Documentation for LCT Training
BCLC Corporate Security Investigators will continue to require that all SP employees attending

a training session to complete a sign-in document to help Corporate Security monitor and
maintain training levels and training locations.
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Recommendation 3.9.3
Item 1 — Corporate Review of its AML function on an annual basis

Following the drafting of corpcrate AML policies — these will be reviewed and monitored to
ensure consistency with ongoing FinTrac legislation. Should changes be received, all affected
policies areas will be reviewed to ensure risk mitigation and risk reporting is being met. This will
also entail that the appropriate areas in both the Surveillance Component Training program and
the Gaming Security Officer training program from the Justice Institute of British Columbia
(JIBC) receive the same due diligence as our corporate policies.

Recommendation 4.1.3 — Consistency with Regulatory Requirements and Best Practices

It is the intention of our Corporate Security to provide on a semi-annual basis to the BCLC
Board Chairman and CEO/President a report outlining critical risk areas, our risk mitigation
initiatives and risk reporting in five (5) areas.
This report will encompasses these critical areas:

- all training initiatives undertaken;

- LCT reports submitted;

- Suspicious Money laundering reports submitted,

- Loan Sharking reports submitted and;

- Chip passing reports submitted to FinTrac.

Finally, to ensure BCLC corporate policies and procedures are understood and being followed
by SP — Corporate Security will undertake to conduct ‘mystery audits’ on both slot and table
operations throughout all gaming operations in the province. Corporate Security will undertake
drafting correspondence to FinTrac executives requesting a variance be provided to BCLC so
that this proposed mystery auditing can be undertaken without requiring FinTrac reporting under
the current legislative conditions. Should FinTrac be in agreement with our proposal, this
additional level of risk mitigation and risk reporting will help strengthen BCLC commitment to our
own corporate policy and this federal legislation.

I/”‘. |

\

“Director, Corporate Security

British Columbia Lottery Corporation

Attachment: Overview of Recommendations and actions
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SBCLC'S ACTION PLAN:

IPSA International - Recommendations

BCI.C Anti-Money Laundering Program Review

to 46 in 2008. This number will substantially
increase as more training is schedule throughout
2008.

TARGET
ACTION ITEM ACTION PLAN FERSON COMPLETION
RESPONSIBLE DATE
1 | Recommendation 3.4.4 — Establishing appropriate March 2008 - Training staff increased from 3 to | Corporate Training is
Staffing Ratios for Training 14 with more trainers coming on stream. Security ongoing and
Training courses have increase from 1 in 2007 | Investigators further (rainers

are being
identified

2 | Item 4(a) and (b) - Maintaining and Maximizing
Effectivencss

Effectively Managing Change

Currently there are two investigators reviewing
all LCT filings and Suspicious Transaction
Reports (STR). In June 2008 — additional
investigators will be identified to assist in this
role of reporting. With this BCLC will now be

Currently there
are two Corporate
investigators
assigned to
review and report

Ongoing with
additional
trainers being
identified to
assisting with the

Culture to the formal Risk Assessment

being created to assess and manage corporate
risk.

IPSA being retained to undertake a review and
draft new corporate policies that adequately
reflect the attitude of the current administration
of BCLC and that capture our lcgislative
responsibilities.

CEO

IPSA
International with
project oversight
by Dircctor
Corporate Sec

reporting all Money Laundering incidents; all ~ this number will | electronic
Loan Sharking incidents; all chip passing increase to 12 by | reporting to
incidents and all Suspicious Financial the end of June FinTrac
Transaction reports. 2008

3 | Recommendation 3.5.3 — Include Compliancc New Corporate Compliance Officer position President and June 2008

Commence in
Junc and be
ongoing to
completion in
early July 2008

4 | Recommendation 3.7.3

Item 1 and 2 - Risk Management Policies and

IPSA being retained to undertake a review and
draft new corporate policies that adequately
reflect the attitude of the current administration

IPSA

Completion date
scheduled for
Mid July 2008

Page 1 of 2
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Procedures do not meet FinTrac Guideline

of BCLC and that capture our legislative
responsibilitics.

Recommendation 3.8.3

[tem 1 — Compliance Training — Scminar-type
training

Item 2 — Training Module to illustrate roles and
responsibilitics to new gaming employee
Training

Item 3 — BCLC Sign-in Documentation for LCT

Currently the deliver method utilized by our
trainers.

Currently being revised for utilization as a
PowerPoint.

Already in use and will continue for all training
sessions.

Corporate
Security Invest.
Corporate
Security Invest.

Corporate
Security Invest.

Ongoing and this
will continue
Ongoing and will
continue

Ongoing and will
continue

Recommendation 3.9.3

Item 1 — Corporate Revicw of its AML function on
an annual basis

Both the Corporate Compliance Officer,
Dircctor of Corporate Sceurity and the
Manager, Casino Sccurity and Surveillance will
continuc to revicw this function on an annual
basis for refreshing.

Corporate
Compliance
Officer, Director,
Corporate
Security and
Manager, Casino
Sccurity and
Surveillance

Ongoing
annually

Recommendation 4.1.3 — Consistency with
Regulatory Requirements and Best Practices

Increased reporting in five (5) critical areas:
-Training mitiatives; -LCT annual reports;
Suspicious Money Laundering reports; Loan
Sharking Reports and chip passing reports.
-bi-monthly auditing of SP company cheques (o
ascertain if concemns are identified;

-conduct mystery audits to ascertain that BCLC
Corporatc policics concerning ‘verified wins’
are being followed.

Corporate
Compliance
Officer and
Director,
Corporate
Security
Manager, Casino
Security and
Surveillance

Annual report

Annually at
random times all
gaming location
in the province

Page 2 of 2
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L

British Columbia Lottery Corporation
Casino Gaming AML/ATF Risk Assessment Update

1.0 Introduction

1.1 Purpose of this report

The British Columbia Lottery Corporation's (BCLC) retained IPSA International
(IPSA) in 2008 to:

e Conduct a casino gaming anti-money laundering/anti-terrorist financing
(AML/ATF) risk assessment using FINTRAC's Risk-Based Approach (RBA)

framework; and

e Help develop and implement risk management policies, procedures and
processes consistent with the Proceeds of Crime (Money Laundering) and
Terrorist Financing Act (PCMLTFA),' the RBA guidance in FINTRAC
Guideline No. 4 and recognized best practices and standards.

Risk management policies and procedures were finalized in November 2008 and a
risk assessment was completed in January 2009. Now, one year later, BCLC
retained IPSA to update the risk assessment in conjunction with an overall review of
its BCLC Casino Gaming AML/ATF Program.

1.2 BCLC RBA Implementation Strategy
FINTRAC defines a Risk-Based Approach as,
a process that allows you to identify potential high risks of money laundering

and terrorist financing and develop strategies to mitigate them. Existing
obligations, such as your client identification will be maintained as a minimum

' Effective June 23, 2008, the Proceeds of Crime (Money Laundering) and Terrorist Financing Act
(PCMLTFA) requires that all AML/ATF compliance regimes use an RBA.

| w
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baseline requirement. However, when it comes to situations where enhanced
due diligence is appropriate, a principle of risk-based approach is to focus your
resources where they are most needed to manage risks within your tolerance
level. You have to determine what is acceptable for you, taking into account the
nature of each product or service, the geographical regions where you do your
business and the relationships you have with your clients.

To implement an RBA, BCLC has adopted a structured process to achieve the
following four objectives:

1. ldentify, analyze and evaluate AML/ATF risks;
Develop, implement, monitor and assess appropriate risk control strategies;

Focus resources where they are most needed; and

> owoN

Monitor risks and risk control strategies on an ongoing basis.

The foundation of this structured process is formal program of risk reviews and
analyses intended to achieve the above four objectives. The risk reviews and
analyses are guided by FINTRAC Guideline No. 4, reflect best practices® and are
based on appropriate risk management standards.®

In conducting an RBA-focused risk review and analysis, an appropriate range of
casino gaming delivery channels, products, services and risk factors are examined.
AML/ATF risks are classified, analyzed and prioritized in one of the following three
categories:

e Qperational Risk: The risk that B.C. casinos would be used to launder
proceeds of crime or funds used to further terrorism.

e Compliance Risk: The risk that BCLC and/or one or more of its casinos might
fail to comply with one or more relevant federal and provincial laws and
regulations.

2 These include: Financial Action Task Force, Guidance on the Risk-Based Approach to Combating
Money Laundering and Terrorist Finance (June 2007);, Financial Action Task Force Forty
Recommendations and its Nine Special Recommendations on Terrorist Financing, Best practices
established by the Basel Committee on Bank Supervision; Best practices established by the Wolfsberg
Group; and Federal Financial Institutions Examination Council, Bank Secrecy Act/Anti-Money
Laundering Examination Manual, (\Washington, DC: 2006).

3 These include: the Canadian Standards Association’s CAN/CSA-Q850-97 (Reaffirmed 2002), Risk
Management Guideline for Decision-Makers, A National Standard of Canada; and Australia/New
Zealand Risk Management Standard 4360:2000.
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o Reputational Risk: The risk that the reputation of BCLC and/or one ore more
of its casinos might be negatively impacted by one or more operational and/or
compliance risks. Recent research indicates that a significant proportion of a
company’s value (potentially over 60 per cent) relates to intangible assets*
and that it has economic value.

In the course of the risk review and analysis, each identified risk is rated and
prioritized as a “Low,” “Medium” or “High” risk. The ratings refer to the inherent risk
associated with a delivery channel, product category or other casino gaming risk
factor.

Once AML risks are identified, analyzed, rated and prioritized, they are addressed on
a priority basis through one of the following three risk control strategies:

o Risk Reduction: Lowers a risk by addressing its root causes. This is
generally regarded to be the most effective risk control strategy since it seeks
to eliminate, or at the very least sharply reduce, the causes of a risk, thereby
lessening the need for risk transfer or mitigation strategies.

e Risk Transfer: Where risk reduction is not possible, or only partially effective,
this strategy seeks to lower a risk by transferring some or all the risk.

e Risk Mitigation: Where a risk remains after risk reduction and transfer
strategies have either been attempted or proven not to be sufficiently effective,
risk mitigation seeks to lower a risk through effective internal controls.

The culmination of the risk review and analysis is the Risk Register. Using a risk
matrix format, a Risk Register:

¢ Documents identified risks;

e Summarizes their evaluation and rating;

* Nick Rea and Adrian Davis, “Intangible assets: what are they worth and how should that value be
communicated?,” published in [P Value 2005, Building and enforcing intellectual property value.

° Dr. Baruch Levy of the Stern School of Business in New York defines the economic value of
reputation as follows:

e ltis a seller's guarantee or commitment of contracted performance and product/service
quality.

e Accordingly, the benefits to the owner of reputation are the premia paid by the
counterparty (customers, employees, suppliers, investors) for the guarantee.

e The value of reputation, and its share in the market value of the company is the
discounted value of the expected premia stream, net of the cost of maintaining reputation.
Reputation is the outcome of a credible guarantee/commitment.

Source: “The Art and Science of Valuing Intangibles and Managing Reputation
(or: The Confession of a Heartless Economist),” by Baruch Lev, New York University
blev@stem.nyu.edu, baruch-lev.com, September 2005

7
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e Qutlines recommendations for enhancing controls; and
e |dentifies risk control actions undertaken to address the identified risks.

A Risk Register is an “evergreen document.” Its structure, complexity and detail will
evolve to meet the BCLC Casino Gaming AML/ATF Program’s needs and

requirements.

1.3 Methodology of the Risk Review and Analysis Update

In undertaking the current risk assessment, site visits and field studies were
undertaken at the following locations:

e BCLC corporate headquarters in Richmond, B.C.; and

e Three different casinos in the Lower Mainland to allow IPSA to review facilities
operated by three Service Providers:

o River Rock Casino, operated by the Great Canadian Gaming Corp.
and located at 8811 River Road Richmond BC V6X 3P8. River Rock
generated the most casino gaming revenues in B.C. ($235.8 million),
according to the most recent BCLC annual report for the fiscal year
ended March 31, 2009. River Rock has the largest single number of
gaming tables among B.C. casinos with 107 or about 22 per cent of
the total. It has the third largest number of slot machines (869).

o Grand Villa Casino, operated by Gateway Casino Corp, and located at
4331 Dominion Street, Burnaby, BC V5G 1C7. Grand Villa generated
the third most revenues B.C. ($176.7 million), according to the 2008-09
BCLC annual report. (It posted revenues of less than $2 million below
the no. 2 revenue generator, the Boulevard Casino.) Grand Villa has
the single largest number of slot machines among B.C. casinos with
1,000, or about 11 per cent of the total. It has 54 gaming tables.

o Edgewater Casino, operated by Paragon Gaming, and located at 311-
750 Pacific Blvd. S., Vancouver, BC V6B 5E7. The Edgewater Casino
had revenues of $103 million in fiscal 2008-09, ranking it fifth in the
province. It has 493 slot machines and 65 tables.

During the site visits and field studies:

e Interviews were conducted with those handling transactions, in conjunction
with their supervisors to determine their knowledge of the legislative
requirements and your policies and procedures;

e The criteria and process for identifying and reporting suspicious transactions
were reviewed;
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e A sampling of large cash transaction reports was conducted followed by a
review of the reporting of such transactions;

o A review of the record keeping system was conducted for compliance with the
legislation; and

o A review of the client identification procedures was conducted for compliance
with the legislation.

In addition, IPSA:

e Reviewed BCLC’s AML/ATF Program policies and procedures;

¢ Reviewed the findings of recent audits and reviews by FINTRAC and the
Gaming and Policy Enforcement Branch were reviewed,

e Researched international best practices; and

e Engaged in ongoing discussions with members of the BCLC corporate AML
function.

1.4 Kim Marsh, CAMS, CFE

The project manager for this engagement is Kim Marsh, CAMS, CFE, Managing
Director for IPSA's Vancouver office, which also has geographical responsibilities for
Asia. Kim spent 25 years in the RCMP where he retired as a commander of an
organized crime unit in Vancouver. Kim, who has conducted money laundering
investigations in numerous tax havens, has lectured on covert investigations
nationally and internationally to the private and public sectors. He worked as the
RCMP liaison officer in London for five years with geographical responsibilities for the
UK, Ireland, Scandinavia and the former Soviet Union.

1.5 Mario Possamai, CAMS, CFE, CPP

The senior consultant is Mario Possamai, CAMS, CFE, CPP. Mario, who has
conducted AML audits in a number of sectors, was a guest lecturer from 1993 to
2003 in the AML program at the U.S. Government's Federal Law Enforcement
Training Center at Glynco, Georgia. Board Certified in security management by the
American Society for Industrial Security (ASIS International), Mario has instructed at
AML training sessions of the Criminal Intelligence Service Ontario, in the fraud
training program at the Ontario Police College, and in the RCMP’s Expert Witness
Program for Proceeds of Crime investigators. He is the author of “Money On The
Run: Canada and How the World’'s Dirty Profits are Laundered,” published by
Penguin Books.
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Section

2

British Columbia Lottery Corporation
Casino Gaming AML/ATF Risk Assessment Update

2.0 Implementation of the Risk-Based Approach

2.1 Overall Assessment

The BCLC Casino Gaming AML/ATF Program has made significant progress over
the past year to effectively implement a Risk-Based Approach (RBA).

To that end, the BCLC Casino Gaming AML/ATF Program has carefully focused its
resources on where they can have the most important risk management impact:

1. Operational priorities are appropriately based on the risk-based identification
of the highest risks and the risk-based development of strategies to mitigate
them.

2. There is a prudent recognition that complex risks cannot be reduced
overnight, that BCLC has many strategic and operational demands, and that
its capacity to implement major change is not unlimited.

3. There is reliance on prioritized initiatives and pilot projects.

4. There is an emphasis on continuous improvement.®

2.2. Detailed Assessment

Based on the interviews, field research and information/documents reviewed during
the course of this engagement, IPSA makes the following detailed assessment
regarding the implementation of Risk-Based Approach. These observations are
outlined in greater detail in the body of this report:

1. Based on the 2008 risk assessment and ongoing risk monitoring, the highest
priority has been on addressing BCLC casino gaming’s greatest AMU/ATF

® See 1ISO’s “Quality Management Principles” at http://www.iso.ch/iso/en/iso9000-

14000/understand/amp.htmi
10 M
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risks — those related to the use of cash — through the introduction of the
Patron Gaming Fund Account (PGFA).

. The risk assessment found that cash presented the highest AML/ATF risk
because it is the sole form of monetary exchange permitted in B.C. casinos
and no bank-like products or services were allowed. By relying so heavily on
cash, BCLC casinos are positioned on the same AML/ATF front-lines as
deposit-taking institutions — without many of the key anti-money laundering
tools, including those related to knowing your client, available to the latter in
the course of normal banking procedures.

. To help reduce the high AML/ATF risk associated with cash, BCLC is rolling
out a pilot project — consistent with best practices found in other jurisdictions —
of a Patron Gaming Fund Account. If successful, the new accounts will
provide patrons with the ability to avoid having to bring in large amounts of
cash into a casino. In the process, it would also reduce opportunities for loan
sharks.

. Based on the 2008 risk assessment and ongoing risk monitoring, the second
level of priority has been on implementing new controls or enhancing existing
controls that would have the greatest impact across a range of high and
medium risks. These initiatives include, but are not limited to, enhancing and
expanding training, increasing the deployment of front-line investigators to
casino sites and increasing ongoing monitoring.

. Following the risk assessment, policies and procedures in high-risk areas
were closely reviewed and monitored. Arising from this process, policies and
procedures for issuing cheques were enhanced to reduce AML/ATF risks.

. Having regard to the findings of the risk assessment, BCLC recognized that
training issues presented an opportunity to both increase compliance and to
reduce regulatory risks. To address this issue, the BCLC Casino Gaming
AML/ATF Program embarked on an ambitious program to significantly
enhance its training regime. This is set out above, especially in Section 3.5.

. Following the risk assessment, the BCLC Casino Gaming AML/ATF Program
recognized the need to improve its ability to develop metric measurements of
compliance activities. To address this, a specialist has been hired to enhance
the BCLC Casino Gaming AML/ATF Program’s ability to develop metrics to
gauge compliance performance and better identify and track trends. An initial
pilot project has involved analyzing on a monthly basis all cheques above a
pre-set amount.

. The risk assessment identified the importance of improving monitoring
function. To that end, the BCLC Casino Gaming AML/ATF Program rolled out
a pilot project with regards to “mystery shopping” monitors. .

11
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I

British Columbia Lottery Corporation
Casino Gaming AML/ATF Risk Assessment Update

3.0 Risk Category: Delivery Channels

3.1 Overview

This section presents the updated review and analysis of risks associated with
delivery channels. They comprise the systems, policies and procedures through
which clients buy in and cash out.

3.2 Cash

3.2.1 Overview

This section will outline the casino gaming AML/ATF risks related to cash and how
the BCLC is mitigating them.

3.2.2 Inherent Risks of Cash

Because cash is the monetary instrument of choice of criminals,” it is a high risk
delivery channel in casino gaming sectors around the world for the following reasons:

1. Casinos are cash-intensive businesses.
2. The majority of transactions at casinos are cash based.

3. “Casinos undertake high volume/speed financial activities that are similar to
financial institutions, but in an entertainment context.”®

" “Cash is the universally accepted mode of payment in the underground economy and, as a
result, criminal entrepreneurs — in particular drug traffickers — accumulate cumbersome amounts
of currency, often in small denominations. A daunting task that confronts profitable criminal
entrepreneurs is how to spend, invest, or transfer large amounts of cash, without attracting
suspicion.” Source: “Money Laundering in Canada: An Analysis of RCMP Cases,” Nathanson
Centre for the Study of Organized Crime and Corruption, (Toronto, Canada, 2004), p.4.

8 FATF, “Vulnerability of Casinos and the Gaming Sector,” (Paris: March 2009), p. 7.

” U
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Studies have further shown that:
e There is a strong correlation between cash and illicit economy activities”; and

e Criminals generally do not try and hoard cash, but try, as quickly as possible,
to launder it and shift it into the legal economy.'°

Part of cash’s high AML/ATF risk arises from the fact that it has lost its primary role in
advanced economies for conducting large and mid-range transactions. This has
occurred for reasons of safety, convenience and efficiency. Some studies suggest
that in general Canadians tend to use credit cards for large retail purposes and debit
cards for mid-range retail purchases, leaving cash for smaller payments.'’

Large amounts of cash generally raise suspicion in the licit world. As one economist
has noted:

In a country like Canada, with solid financial institutions, virtually nobody
(outside the underground economy) would hold cash for anything other than
short-term transactions.'?

This is why Canada and other nations have instituted the mandatory reporting of
large cash transactions and of movements of large amounts of cash across their
borders. It is why law enforcement and regulator look for abnormal bulges of cash
and regard them as red flags (i.e., possible indicators) of illicit activities. And it is
why money launders go to such lengths to structure,'® or disguise, cash deposits
into banking institutions.

® Peter Spiro, “Evidence of a Post-GST Increase in the Underground Economy.” The Canadian
Tax Journal, vol. 41, no. 2, pp. 247-258. © 1993

"® “wwhile income earned under the table may more likely be stuffed into the proverbial mattress
than deposited into a savings account, it is still risky and impractical to keep large amounts of
cash on hand rather than depositing it, and there are also ways to channel currency fromthe
underground economy back into the official economy. Thus it is likely that less hoarding takes
place in the underground economy than in the official economy. “ Bank of Canada Review, “The
demand for currency and the underground economy,” (Ottawa: Autumn 1994), p. 53

"' Globe and Mail, “Banking on technology,” January 9, 2005

" Peter Spiro, “Evidence of a Post-GST Increase in the Underground Economy.” The Canadian
Tax Journal, vol. 41, no. 2, pp. 247-258. © 1993

" The RCMP provides the following definition: “Structuring (“'smurfing"): Smurfing is possibly the
most commonly used money laundering method. It involves many individuals who deposit cash into

bank accounts or buy bankdrafts in amounts under $10,000 to avoid the reporting threshold.” See
http://www.rcmp-gre.gc.ca/poc/launder_e.htm

13
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Money laundering acts as a bridge between the licit and illicit worlds, shifting the
proceeds of illicit activities from the illegal, cash-intensive world to the legal,
increasingly cashless one.

It is for this reason that a great deal of AML/ATF focus has been on the first stage of
the money laundering process, known as the placement stage.'*

Consequently, the most cash intensive entry points into the legal financial system are
regarded as the front-lines of the fight against money laundering. A U.S. interagency
money laundering threat assessment has noted,

The unique role banks play makes them the first line of defense against
money laundering.'®

3.2.3 Cash-related Risks Specific to B.C. Casinos

Cash is a very high AML/ATF risk in a jurisdiction like B.C. where, until now, it has
been the sole form of monetary exchange and no bank-like products or services
have been allowed.

Unlike casinos in some other jurisdictions, BCLC casinos:

1. Neither accept funds through electronic wire transfers, nor do they transmit
funds on behalf of clients via electronic wire transfers.

2. Only issue cheques for verified wins.

3. Do not provide patrons with the option to receive a cheque when redeeming
chips where there are no verifiable wins.

4. Do not provide lines of credit for patrons.

By traditionally relying so heavily on cash, BCLC casinos were positioned on the
same AML/ATF front-lines as deposit-taking institutions — without many of the key
anti-money laundering tooals, including those related to knowing your client, typically
available to banks.

" The RCMP provides the following definition: “Placement: The launderer introduces the illegal profits
into the financial system. This may be done by breaking up large amounts of cash into less
conspicuous, smaller sums that are then deposited directly into a bank account, or by purchasing a
series of monetary instruments (like cashier's cheques and money orders) that are then collected and
deposned into accounts at other locations.” See http:/www.rcmp-grc.gc.ca/poc/launder_e.htm

Su.s. Money Laundering Threat Assessment, (Washington: December 2005). Prepared by a
multi-agency working group, including the Department of the Treasury, FINCEN, Office of Foreign
Assets Control (OFAC), Internal Revenue Office, the FBI, the DEA, the Federal Reserve and the
U.S. Postal Service.

14
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That is, unlike BCLC casinos, banks can more carefully vet customers through
account opening procedures, including determining the sources of their funds, and
can more easily monitor their activities.

We were advised during our field studies in 2008 and during the just-completed ones
that a relatively small number of high-stakes gamblers at some major B.C. casinos:

o Generate a disproportionately large number of Large Cash Transaction
reports;

e Make a disproportionately large contribution to casino revenues; and

e Arrive at casinos with large amounts of cash or chips.

We were further informed that many of these high-stakes gamblers, especially if from
overseas, find it difficult to quickly obtain large amounts of cash and would — if
possible — prefer to purchase chips through certified cheques, bank drafts and/or
electronic funds transfers.

Because of the difficulty in obtaining cash, a number of BCLC casino gaming patrons
evidently turn to the services of illicit money lenders known as “loan sharks.” These
individuals facilitate the needs of high stakes gamblers by providing them with cash
and/or chips on demand. It is suspected that the cash used by these “loan sharks”
may, in some cases, be the proceeds of criminal activity, which is being laundered by
being lent to high-stakes and other gamblers.

In this regard, concerning the possible source of the funds lent by the “loan sharks,” it
is worth noting that:

o The first stage of the money laundering process — the placement stage'® —
generally occurs close to the underlying criminal activity”; and

o Law enforcement analysis indicate that organized crime generates significant
cash proceeds of crime in British Columbia: '

® The RCMP provides the following definition: “Placement: The launderer introduces the illegal profits
into the financial system. This may be done by breaking up large amounts of cash into less
conspicuous, smaller sums that are then deposited directly into a bank account, or by purchasing a
series of monetary instruments (like cashier's cheques and money orders) that are then collected and
deposited into accounts at other locations.” See http:/mww.rcmp-gre.gc.ca/poc/launder_e.htm

v “Money laundering activity may also be concentrated geographically according to the stage the
laundered funds have reached. At the placement stage, for example, the funds are usually processed
relatively close to the under-lying activity.” Financial Action Task Force, http:/Awww fatf-

"8 “Marihuana alone appears of the same order of magnitude as tourism or the fishery as a second-
rank industry in the province, and dwarfs (by comparison) the film industry. The estimate of $6 billion
puts BC's marihuana economy at some 4% of provincial GDP.” See The Scope and Impact of

15
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Loan sharks are a presence at casinos around the world. But the focus of their
business typically involves loaning money at an interest rate above the maximum
legal rate, which is sometimes collected under blackmail or threats of violence,
and,

usually preying on individuals who are problem gamblers, struggling
financially, or, for some reason, are unwilling to seek credit from legal

sources. 19

In B.C., however, the most important part of their business evidently is not preying on
problem gamblers (although this is believed to occur), but in facilitating “convenience-
type” services that are not needed in other jurisdictions.

That is, the traditional cash-centric focus of BCLC casinos appears to have had the
unintended consequence of expanding the business opportunities of loan sharks.

In the process, it has unintentionally created the conditions where some of the
casinos’ most important customers — for the sake of convenience and possibly
cultural issues — may decide to enter into transactions involving criminal elements.

This, in turn, provided a means for the “loan sharks” to move into the second stage of
the money laundering cycle — the layering stage.®® That's when the origins of the
proceeds of crime are blurred. The “loan sharks” may do so by asking for repayment
of the loans in the form of a cheque. They can then claim that their funds were the
proceeds of a legitimate transaction with a client.

3.2.4 Mitigation of Cash-Related AML/ATF Risks

BCLC has made a significant effort to mitigate the cash-related risks at the casinos it
oversees.

Organized Crime_in_British Columbia, a report prepared for CISBC/YT Provincial Executive
Committee and British Columbia Policing Operations Council by Criminal Analysis Section,
RCMP “E” Division, June, 2005. (p. 13)

' FATF, “Vulnerability of Casinos and the Gaming Sector,” (Paris: March 2009), p. 27.

2 The RCMP provides the following definition: “Layering: The launderer engages in a series of
conversions or movements of funds to distance them from their source. The funds may be channeled
through the purchase and sale of investment products, or the launderer may simply wire the funds
through a series of accounts at a number of different banks. In some instances, the launderer may
disguise the transfers as payments for goods or services, thus giving them a legitimate appearance.”
See http://mwww.rcmp-gre.gc.ca/pocflaunder_e.htm

16
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Perhaps the most important is an initiative to reduce the demand for the services of
loan sharks through the introduction of the new Patron Gaming Fund Accounts

(PGFA).

The development of the PGFA has been carefully undertaken by the BCLC Casino
Gaming AML/ATF Program in close consultation with GPEB. Efforts have been
taken to address the major risks associated with the use of patron accounts at
casinos:

1. A significant risk associated with casino accounts is that, in some jurisdictions,
they operate under less scrutiny and customer due diligence requirements
than at financial institutions.”’

2. In the PGFA, BCLC has appropriately addressed this concern. Electronic
funds transfers will only be accepted from a Canadian banking institution.
This means that clients will have to undergo the scrutiny and due diligence
oversight of a Canadian financial institution. Otherwise, funds will only be
accepted if they are from a verified win or were previously withdrawn from a
PGFA for using in gaming.

3. A significant risk associated with casino accounts is that, in some jurisdictions,
patrons are allowed to wire transfer funds to other jurisdictions without
significant play.?

4. BCLC has addressed this concern by not permitting any electronic transfers
from PGFA’s.

5. A significant risk associated with casino accounts is that, in some jurisdictions,
patrons are allowed to withdraw funds using cheques that may have the same
appearance as cheques from verified wins.

6. BCLC has addressed this concern by requiring that PGFA cheques shall be
distinctly different and distinguishable from the cheques issued for verified
wins.

7. BCLC has instituted other significant AML/ATF controls over PGFA’s including
but not limited to:

a. Each casino site is required to maintain a separate accounting system
for PGFA's specific to that site.

21 FATF, “Vulnerability of Casinos and the Gaming Sector,” (Paris: March 2009), p. 36.
2 FATF, “Vulnerability of Casinos and the Gaming Sector,” (Paris: March 2009), p. 36.

2 FATF, “Vulnerability of Casinos and the Gaming Sector,” (Paris: March 2009), p. 36.
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b. A separate, unrelated automated accounting system is required to be
used to maintaining and tracking PGFA accounts.

8. Activity in the PGFA's will be closely monitored by the BCLC Casino Gaming

AML/ATF Program.

BCLC has taken other significant steps to mitigate the risks associated with cash:

1.

The pilot project for stationing investigators at casino sites has been
significantly expanded. This initiative was first tested at one casino in May
2006 where two investigators were stationed.  Significant resources have
been deployed to expand the on-site deployment of investigators, as set out
below.

On-Site Deployment of BCLC AMLIATF Personnel

Location BCLC Staffing
River Rock Casino 3 investigators/1 operational auditor
Edgewater Casino 2 investigators

Starlight Casino 2 investigators

Boulevard Casino 2 investigators

Grand Villa Casino 2 investigators

Cascades Casino and Langley CGC / Mission CGC/
Abbotsford CGC

2 investigators

Kamloops Casino, Kamloops CGC/Kelowna Casino and
Kelowna CGC / Vernon Casino and Penticton Casino

4 investigators

Treasure Cove Casino / Dawson Creek CGC/ Ft. St. John
CGC/ Billy Barker Casino/ Williams Lake CGC

1 investigator

View Royal Casino/ Nanaimo Casino /Campbell River CGC /
Courtney CGC / Port Albemi CGC / Cowichan CGC

1 investigator

Casino of the Rockies (Cranbrook)

1 investigator

Prince Rupert CGC / Terrace CGC

2 investigators

Hastings Park Race Course and Casino

2 investigators

Fraser Downs Race Course and Casino

2 investigators

2. Members of the BCLC Casino Gaming AML/ATF Program maintain close

information-sharing relationships with the RCMP and other law enforcement
agencies, especially those involved with proceeds of crime, organized crime
and gang activity. These relationships are governed by appropriate
memorandums of understanding, and policies and procedures. They are also
closely monitored by BCLC Casino Gaming AML/ATF Program supervisors.

18
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These information-sharing relationships provide important benefits to BCLC
and to its ability to protect the integrity of casino gaming. Among other things,
they alert the BCLC Casino Gaming AML/ATF Program in a timely manner
regarding AML/ATF risks and trends.

3. Training programs and curriculum have been significantly enhanced.

3.2.5 Recommendations

The objective of the PGFA is to create the conditions under which an important
patron segment may not longer be tempted to use loan sharks. This will not likely be
a quick process because some patrons also may have cultural/historical reasons for
mistrusting banks.

Nonetheless, IPSA recommends that BCLC view the PGFA pilot project as the first,
albeit significant, step to achieve a long-term goal. To that end, it will be important to
review the PGFA after the initial rollout to see whether there are controls that
dissuade participation by patrons without significantly reducing AML/ATF risks. It will
be important to monitor whether the accounts are structured in a manner that invites
participation by patrons, or whether their requirements are too time-consuming and
cumbersome to sufficiently attract patrons. |If it appears that controls may be too
stringent to make the accounts practical, then consideration may be give to
conducting a risk-based analysis to see whether certain controls can be appropriately
streamlined without significantly increasingly AML/ATF risks.

Once the PGFA has been rolled out and assessed — and it is appropriate to start
considering enhancements — one possible initiative to consider would to allow
patrons to electronically transfer from their PGFA’s. This would be undertaken under
certain conditions, such as permitting transactions to be transferred only from the
PGFA to a Canadian financial institution — i.e., the direct reverse of the process under
which PGFA’s receive funds. Such an approach would appear to be consistent with
FINTRAC's position:

There is a new requirement for casinos to report when they send out more
than $10,000 outside of Canada or when they receive an EFT of more than
$10,000 from outside of Canada. The requirement kicks in when the EFT is
sent directly by the casino. If you go through a financial institution to process
your EFTs, then the financial institution is responsible for reporting. However, if
the casino sends it to another casino outside of the country, then the casino is
responsible for reporting the EFT to FINTRAC.

EFT Beneficiary Information

,9 ¥
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When an EFT enters Canada, and there are more than two reporting entities
involved, the first reporting entity to touch the EFT when it arrives in Canada is
responsible for reporting it to FINTRAC. If the financial institution does not
have the information on the beneficiary of the EFT, then the casino would need
to report the name and address of the beneficiary and all necessary
information about the beneficiary to FINTRAC.?*

In addition, IPSA recommends that consideration be given to using the Mystery
Shopper program to test PGFA-related controls.

3.2.6 Risk Register
AMLJATF Risk Register
AML/ATF Risk High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk
Cash Inherent risk is high because The PGFA appears to have

of the primary use of cash in
casinos and the fact that
cash is medium of choice in
criminal activities.

BCLC has made an
important step o mitigate
this risk by infroducing, as a
pilot project, the new Patron
Gaming Fund Accounts
(PGFA).

Risks are also being
mitigated by the enhanced
training program, the
increased deployment of
investigators at casino sites
and the continued liaison
with law enforcement.

stringent contrals in place.
As the PGFA is rolled out, it
will be important to monitor
whether any streamlining
can be undertaken without
inappropriately reducing
AMLU/ATF controls.

Once the PGFA has been
rolled out and assessed -
andit is appropriate to
consider enhancements —
one possible initiative to
consider would to allow
patrons to electronically
fransfer from their PGFA's.
This would be undertaken
under certain conditions,
such as permitting
fransactions to be
transferred only from the
PGFA to a Canadian
financial institution.

Consideration may be given
to possibly using the
“mystery shopper” to test
PGFA controls.

# FINTRAC Webinar, “New obligations: Casinos,” April 22, 2008, http://www.fintrac-
canafe.gc.ca/multimedia/cas-cas-2008-04-22/1-eng.asp
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3.3 Chips

3.3.1 Current Policies and Procedures

At B.C. casinos, value chips are used for betting on all table games. They may be
purchased at any casino table and may only be redeemed at the cashier. Non-value
chips are used on Roulette only. Each player receives different coloured chips to
avoid confusion. Non-value chips must be exchanged for value chips before leaving

the table.?®
3.3.2 The AML/ATF Risks

Studies and analyses suggest that chips are vulnerable to being used for money
laundering/terrorist financing purposes.

IPSA field studies suggest that the cash-centric approach discussed above also
generates the greatest ML/TF risk related to chips. That is, we were informed that
“loan sharks” offer their customers a choice of either cash or chips. As with cash, it is
suspected that the chips used by these “loan sharks” may, in some cases, be
purchased using the proceeds of criminal activity, which is being laundered by being
lent to high-stakes and other gamblers.

3.3.3 Mitigation of Risks

IPSA concludes that the money laundering risk related to chips is “High” as a
consequence of AML/ATF risks arising from the primary use of cash.

Therefore, to the extent that BCLC moves away from the primary use of cash, it will
reduce the related money laundering risks of chips.

% http://ww.bclc.com/cm/casino/tablegames/home. htm

% “Law enforcement and media reports indicate that criminals typically launder money through casinos
by exchanging illicit cash for casino chips and then either:

Holding the chips for a period of time and later cashing them in for a casino check or having the
casino wire the money elsewhere;

Using the chips as currency to purchase narcotics, with the drug dealer later cashing in the chips;
or,

Using the chips to gamble in hopes of generating certifiable winnings.”

Source:_U. S. Money Laundering Threat Assessment, (Washington: December 2005). Prepared
by a multi-agency working group, including the Department of the Treasury, FINCEN, Office of
Foreign Assets Control (OFAC), Internal Revenue Office, the FBI, the DEA, the Federal Reserve
and the U.S. Postal Service
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Regardless of whether this vulnerability is addressed through a reduction in the use
of cash as the primary monetary instrument, the residual risk will remain related to
the use of chips.

BCLC is moving to address this non-cash-related risk of chips through a pilot project
examining the introduction of large denomination chips containing RFID technology,
which will permit the tracking of the movement in real-time of large denomination
chips.

Risks are also being mitigated by the enhanced training program, the increased
deployment of investigators at casino sites and the continued liaison with law
enforcement.

3.3.4 Recommendation

Consideration may be given to determining whether the RFID technology can be
used to develop developing AML/ATF metrics, especially for tracking trends and
identifying high-risk situations.

3.3.5 Risk Register

AML Risk Register

AML/ATF Risk High Medium | Low Risk Controls Observations Recommendations

Category Risk Risk Risk

Chips °

Inherent risk is high because | e

the primary use of cash has
heightened the money-
laundering risks associated
with chips.

This cash-related risk is
beginning to be addressed
through the introduction of
the Patron Gaming Fund
Account (PGFA).

Risks are also being
mitigated by the enhanced
training program, the
increased deployment of
investigators at casino sites
and the continued liaison
with law enforcement.

Aside from the cash-related
risk, a residual risk remains
related fo the inherent
nature of chips as an
anonymous form of

Consideration may be given
to determining whether the
RFID technology canbe
used to develop developing
AMUATF metrics, especially
for tracking trends and
identifying high-risk
situations.

BCL
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currency.

o With regards to the residual
risk associated with chips,
this being addressed in part
through the infroduction of
large denomination chips
containing RFID technology,
which will permit the tracking
of the movement in real-time
of large denomination chips.

3.4 Delivery Channel: Customer buy-in processes for table games

3.4.1 AML/ATF Risks

The money laundering/terrorist financing (ML/TF) risks related to the buy-in process
include but are not limited to:

e Failure to verify identification of customers;
e Failure to properly submit a LCT, STR or SATR in a timely fashion; and

e Failure to notice and report suspicious behavior/activities.

3.4.2 Mitigation of Risks

In general, the policies, procedures and processes under which customers deposit
funds at cages and/or purchase chips for table games appear to be appropriate and
are monitored through a layered system of checks and balances.

A number of initiatives have been undertaken to help mitigate the AML/ATF risks
associated with the buy-in processes for table games:

e Significant efforts have been made to increase the level of employment-
related detail that casino staff obtains from patrons.

e The enhancement of the iTrak system has made compliance easier by
eliminating the need of casino staff to follow the 24-hour clock for patron buy-
in's. The 24-hour requirement is now automatically calculated by the iTrak
software.

e The enhanced training program will ensure that all casino personnel, including
those at the lowest level, understand their role and duties in AMU/ATF
compliance.

o
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3.4.3 Recommendation

IPSA recommends that consideration be given to using “mystery shoppers” to test
compliance of buy-in policies, procedures and processes.

3.4.4 Risk Register
AML Risk Register
AML/ATF Risk High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk
Buy in process e Appropriate palicies and e  Consider expanding
for table games procedures “mystery shopper” program

o [fforts to increase level of b testcompliance

employment-related detail from
patrons.

e Changes to iTrak system make
it easier to comply with 24-hour
recuirement.

e Enhanced fraining.

3.5 Delivery Channel: Customer cash-out process for table games

3.5.1 The AML/ATF Risks

The AML/ATF risks related to the cashing out process at table games include but are
not limited to:

e Issuing cheques where there is no verified win.

e Failure to track the 24-hour rule.

e Failure to properly submit a LCT, STR or SATR in a timely fashion.
e Failure to verify identification of customers.

e Failure to notice and report suspicious behavior/activities.

e Allowing individuals who may have brought in large amounts of small bills to
cash out and receive larger bills (i.e. refining).
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3.5.2 Mitigation of Risks

In general, the policies and procedures for the cashing out process at table games
appear to be appropriate and are monitored through a layered system of checks and
balances.

A number of initiatives have been undertaken to help mitigate the AML/ATF risks
associated with the buy-in processes for table games:

BCLC has clarified the issuance of cheques policy by redefining “a verified
win” as the cash out minus the buy in. In addition, surveillance footage of
patron’s play for which a cheque is issued for $25,000 or more is now to be
saved in case a review is necessary, and monthly reviews are undertaken of
all cheques issued by service providers to analyze trends and multiple wins.

The enhancement of the iTrak system has made compliance easier by
eliminating the need of casino staff to follow the 24-hour clock for patron buy-
in's. The 24-hour requirement is now automatically calculated by the iTrak
software.

The enhanced training program will ensure that all casino personnel, including
those at the lowest level, understand their role and duties in AML/ATF
compliance, including noticing and reporting suspicious behavior/activities, the
complete identification of patrons and spotting attempts at refining.

3.5.3 Recommendation

IPSA recommends that consideration be given to using “mystery shoppers” to test
compliance of cashing-out policies, procedures and processes.

3.5.4 Risk Register

AML Risk Register
AMUATF Risk | High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk
Cash-out process e  Appropriate policies and e  Consider expanding
for table games procedures “mystery shopper” program

e Intemal controls have extensive hiesteonplince

checks and balances.

e BCLC has clarified the issuance
of cheques policy by redefining “a
verified win” as the cash out
minus the buy in.

e  Surveillance footage of patron’s
play for which a cheque is issued

25
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for $25,000 or more is now to be
saved incase a review is
necessary, and monthly reviews
are undertaken of all cheques
issued by service providers to
analyze frends and mutiple wins.

e  The enhancement of the iTrak
system has made compliance
easier by efiminating the need of
casino staff to follow the 24-hour
clock for patron buy-in's. The 24-
hour requirement is now
automatically calculated by the
iTrak software.

e  Enhanced fraining.

3.6 Delivery Channel: Customer cash-out process for slots

3.6.1 AML/ATF Risks

All B.C. Casinos offer coinless slot machines. Bill acceptors accept $5, $10, $20,
$50, or $100 bills in Canadian funds. When the customer is ready to cash out, he or
she can press the Cash Out button and receive a ticket. It can be redeemed at the
cashier or at Ticket Express machines located throughout the casino. To continue
playing, the ticket also can be inserted into another coinless slot machine. Tickets are
valid for 30 days at the casino of issue.”’

The primary slot-related money laundering risk involves the possibility that Network
Redemption Terminals (NRT) may be used in refining® schemes. In such schemes,
individuals would load small denomination bills from illicit activities into the bill
acceptors at coinless slot machines.

2T hitp:/Mmww.bclc.com/cmvhowtoplay/Casino/Slots.htm

% The RCMP provides the following definition: “Refining: This money laundering method involves the
exchange of small denomination bills for larger ones and can be camied out by an individual who
converts the bills at a number of different banks in order not to raise suspicion. This serves to decrease
the bulk of large quantities of cash.” See http:/mwww.rcmp-grc.gc.ca/poc/launder_e.htm

BCLC0001545.27



129

PRIVATE AND CONFIDENTIAL
DRAFT FOR DISCUSSION PURPOSES ONLY

3.6.2 Mitigation of Risks

In the first risk assessment, IPSA gave this a “Medium” risk rating for the following
reasons:

Interviews with casino staff indicated that they had limited knowledge of new
AML regulations and their level of AML training had not been consistent,
ongoing or current. While a new training program is being developed, it will
take time for it to be implemented and for its impact to be fully felt; and

The “mystery shopper” program was in the process of being introduced.

IPSA now believes it is appropriate to reduce this risk to a “Low” rating for the
following reasons:

BCLC has clarified the issuance of cheques policy by redefining “a verified
win” as the cash out minus the buy in. Monthly reviews are undertaken of all
cheques issued by service providers to analyze trends and multiple wins.

The enhanced training program includes front-line slot attendants as well as
SUPErVisors.

The mystery shopper program focused on this vulnerability and did not
identify any instances of non-compliance.

Surveillance has been sensitized to more closely monitor slot payouts.

3.6.3 Recommendation

IPSA recommends that consideration be given to continuing using “mystery
shoppers” to test compliance of the cash-out process for slots.

3.6.4 Risk Register

AML Risk Register
AMUATF Risk | High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk
Cash-out ‘ s  HilL has paried Ine EsuEncs e  Continue the structured
process for of ohequeg oy by receiiing " “mystery shopper” program
sl verified win" as the cash out '

minus the buy in.  Monthly
reviews are undertaken of all
cheques issued by service
providers to analyze frends and
multiple wins.

e The enhanced ftraining program
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includes frontline slot attendants
as well as supervisors.

e The mystery shopper program
focused on this vulnerability and
did not identify any instances of
non-compliance.

o  Surveilance has been sensitized
to more closely monitor slot

payouts.

BCLC0001545.29



131

PRIVATE AND CONFIDENTIAL
DRAFT FOR DISCUSSION PURPOSES ONLY

Section

4

British Columbia Lottery Corporation
Casino Gaming AML/ATF Risk Assessment Update

4.0 Risk Category: Products

4.1 Introduction

This chapter will examine the money laundering risks associated with each
category of gaming products offered at BCLC casinos.

4.2 Products: High stakes table games

4.2.1 AML/ATF Risks

Because of their significant impact on overall profitability, high-stakes games receive
augmented oversight. In high-stakes rooms, there is one table supervisor to each
table. In low-stakes rooms, one supervisor oversees four tables. Surveillance also

pays special attention to gaming in high-stakes rooms. This provides for a high-level
of checks and balances.

Money laundering risks related to high-stakes table games include, but are not
limited to,

e Attempts to evade FINTRAC reporting requirements;
e Minimal gaming activities without reasonable explanation;
e Issuing cheques where there is no verified win;

e Allowing individuals who may have brought in large amounts of small bills to
cash out and receive larger bills (i.e. refining);

e Failure to track the 24-hour rule;
¢ Failure to verify identification of customers; and

e Failure to notice and report suspicious behavior/activities.

29
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4.2.3 Mitigation of Risks

When it conducted its initial risk assessment, IPSA found the following three internal
control issues:

e Interviews with casino staff at high stakes tables indicated that they had
limited knowledge of new AML regulations and their level of AML training had
not been consistent, ongoing or current. While a new training program is
being developed, it will take time for it to be implemented and for its impact to
be fully felt.

e Employees and supervisors at high-stakes tables did not appear to see AML
as part of their core responsibilities. They did not appear to see themselves
as being as accountable for AML issues as they would be regarding their
gaming-related responsibilities. This, despite the fact that failure to comply
with AML laws and regulations has serious criminal and administrative
penalties. While efforts are under way to increase accountability by casino
employees and supervisors, it will take time for this cultural shift to be fully
implemented and for its impact to be fully felt.

e The “mystery shopper” program is in the process of being introduced and, we
understand, has not reached full operational capability; and

To address the above three internal control issues, as well as the risks related to high
stakes table games, the following initiatives have been undertaken:

e The training program has been enhanced and is being rolled out to all
employees.

e The BCLC Casino Gaming AML/ATF Program is committed to improving the
culture of compliance at BCLC casinos.

e The pilot project of the mystery shopper program has been completed and the
process is under way to make a permanent part of BCLC internal controls.

e BCLC has clarified the issuance of cheques policy by redefining “a verified
win” as the cash out minus the buy in. In addition, surveillance footage of
patron’s play for which a cheque is issued for $25,000 or more is now to be
saved in case a review is necessary, and monthly reviews are undertaken of
all cheques issued by service providers to analyze trends and multiple wins.

e The enhancement of the iTrak system has made compliance easier by
eliminating the need of casino staff to follow the 24-hour clock for patron buy-
in's and cash-out’s. The 24-hour requirement is now automatically calculated
by the iTrak software.

!
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4.2.4 Risk Register
AML Risk Register
AML/ATF Risk High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk
Product Risk - * Thetraining programhas been | | py o105 meties and
High stakes SrihepEsd 810 19 g, llen bemhorsarks for identiyi
g4 out to all employees. ulying

table games trends and vulnerabilities.

e The BCLC Casino Gaming | ¢ Continue to promote a
AML/ATF Program is culture of compliance.
committed to improving the
culture of compliance at BCLC
casinos.

e BCLC has claified the
issuance of cheques policy.

e  The enhancement of the iTrak
system has made compliance
easier by eliminating the need
of casino staff to manually
track follow the 24-hour clock.

4.3 Products: Low stakes table games

4.3.1 AML/ATF Risks

Because of their lesser impact on overall profitability, low-stakes table games receive
less oversight. In high-stakes rooms, there is one table supervisor to each table. In
low-stakes rooms, one supervisor oversees four tables. In general, surveillance does
not pay the same kind of special attention to gaming in low-stakes areas of the
casino as it does in high-stakes rooms.

Money laundering risks related to low stakes areas of casinos are similar to those in
high-stakes table games, though the magnitude is generally more commensurate to
the smaller amounts gambled. They include, but are not limited to,

o Attempts to evade FINTRAC reporting requirements;

e Minimal gaming activities without reasonable explanation;

e Issuing cheques where there is no verified win;

e Allowing individuals who may have brought in large amounts of small bills to
cash out and receive larger bills (i.e. refining);
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e Failure to verify identification of customers; and

e Failure to notice and report suspicious behavior/activities.
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In general, the policies, procedures and processes governing the oversight of low
stakes table games appear to be appropriate and reasonable. And they are

monitored through a layered system of checks and balances.

4.3.2 Risk Register

AML Risk Register

AML/ATF Risk High
Category Risk

Medium
Risk

Low
Risk

Risk Controls Observations

Recommendations

Product Risk -
Low stakes
table games

The training program has been
enhanced and is being rolled
out to all employees.

The BCLC Casino Gaming
AMUATF Program is
committed to improving the
culture of compliance at BCLC
casinos.

BCLC has clarified the
issuance of cheques policy.

The enhancement of the iTrak
system has made compliance
easier by eliminating the need
of casino staff to manually
track follow the 24-hour clock.

Develop metrics and
benchmarks for identifying
trends and vulnerabilities.

Continue to promote a
culture of compliance.

4.4 Products: Slots

4.4.1 AML/ATF Risks

All B.C. Casinos offer coinless slot machines. Bill acceptors accept $5, $10, $20,
$50, or $100 bills in Canadian funds. When the customer is ready to cash out, he or
she can press the Cash Out button and receive a ticket. It can be redeemed at the
cashier or at Ticket Express machines located throughout the casino. To continue
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playing, the ticket also can be inserted into another coinless slot machine. Tickets are
valid for 30 days at the casino of issue.”

The primary slot-related money laundering risk involves the possibility that Network
Redemption Terminals (NRT) may be used in refining® schemes. In such schemes,
individuals would load small denomination bills from illicit activities into the bill
acceptors at coinless slot machines.

4.4.2 Mitigation of Risks

In the first risk assessment, IPSA gave this a “Medium” risk rating for the following
reasons:

o Interviews with casino staff indicated that they had limited knowledge of new
AML regulations and their level of AML training had not been consistent,
ongoing or current. While a new training program is being developed, it will
take time for it to be implemented and for its impact to be fully felt; and

e The “mystery shopper” program was in the process of being introduced.

IPSA now believes it is appropriate to reduce this risk to a “Low” rating for the
following reasons:

e BCLC has clarified the issuance of cheques policy by redefining “a verified
win” as the cash out minus the buy in. Monthly reviews are undertaken of all
cheques issued by service providers to analyze trends and multiple wins.

e The enhanced training program includes front-line slot attendants as well as
supervisors.

e The mystery shopper program focused on this vulnerability and did not
identify any instances of non-compliance.

e Surveillance has been sensitized to more closely monitor slot payouts.

* http:/mmw.bclc.com/cm/howtoplay/Casino/Slots.htm

% The RCMP provides the following definition: “Refining: This money laundering method involves the
exchange of small denomination bills for larger ones and can be carried out by an individual who
converts the bills at a number of different banks in order not to raise suspicion. This serves to decrease
the bulk of large quantities of cash.” See http:/Mmww.rcmp-grc.gc.ca/poc/launder_e.htm
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IPSA recommends that consideration be given to continuing using "mystery
shoppers” to test compliance of the cash-out process for slots.

4.4.4 Risk Register
AML Risk Register
AML/ATF Risk | High | Medium | Low Risk Controls Observations Recommendations
Category Risk Risk Risk

Product Risk - ~ FEELO hae clarrﬁe d e issganse Continue the structured

Slots of cheques policy by redefining “a “rmystery shopper* program
verified win" as the cash out ’
minus the buy in.  Monthly Develop metrics and

reviews are underiaken of all
cheques issued by service
providers to analyze frends and
multiple wins.

o The enhanced training program
includes front-ine slot attendants
as well as supervisors.

e The mystery shopper program
focused on this vulnerability and
did not identify any instances of
non-compliance.

e  Surveilance has been sensitized
to more closely monitor slot

payouts.

benchmarks for identifying
trends and vulnerabilities.

Continue to promote a
culture of compliance.
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British Columbia Lottery Corporation
Casino Gaming AML/ATF Risk Assessment Update

5.1 Introduction

This chapter will focus on client-specific risks

5.2 Regulatory Guidance

FINTRAC Guideline 4 provides the following guidance regarding keeping client
identification and beneficial ownership up to date:

When your risk assessment determines that risk is high for money
laundering or terrorist financing, you have to develop and apply policies
and procedures to keep client identification information up to date. If you
are a financial entity, a securities dealer, a life insurance company, broker
or agent, or a money services business, this also applies for keeping
beneficial ownership information up to date.

Client identification information

Client identification information depends on the information you have to
confirm or obtain from your clients and the records you have to keep.
Client identification information that is required to be updated generally
includes:

For an individual, the individual’s name, address, telephone number and
occupation or principal business.

For a corporation, its name and address and the names of the
corporation’s directors.

For an entity other than a corporation, its name, address and principal
place of business.

” o
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Reasonable measures to keep client identification up to date include
asking the client to confirm or update their information. In the case of an
individual client, reasonable measures also include confirming or updating
the information through the options available to identify individuals who are
not physically present. This can include obtaining information verbally to
keep client identification information up to date.

In the case of clients that are entities, reasonable measures to keep client
identification up to date include consulting a paper or an electronic
document to confirm information or obtaining the information verbally from
the client.

Although the frequency with which the client identification information is to
be kept up to date will vary depending on your business, you should
review it at least every two years for high risk situations. When you review
client identification information, you should also update the records you
keep for that client.

You may want to consider establishing and implementing a timeline to
update the identification information of your clients that you do not
consider high risk.

Beneficial ownership information

If you are a financial entity, a securities dealer, a life insurance company,
broker or independent agent, or a money services business, you have to
take reasonable measures to obtain beneficial ownership information
about entities in certain circumstances. Beneficial ownership information of
an entity means the name, address and occupation of all the individuals
that own or control, directly or not, 25% or more of the entity. If the entity is
a corporation, beneficial ownership information also includes the name
and occupation of all the corporation’s directors. Guideline 6 for your
sector has more information about beneficial ownership requirements.
Reasonable measures to keep beneficial ownership up to date are the
same as the ones explained for client identification information above. For
high risk situations, the beneficial ownership should be updated at least
every two years. When you review beneficial ownership information, you
should also update the records you keep for that client.

5.3 Mitigation of Risks

138

Based on the interviews, field research and information/documents reviewed
during the course of this engagement, IPSA makes the following observations

regarding the mitigation of client-related risks:

o
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1. Policies and procedures for identifying clients and maintaining up to date
identification information appear to be consistent with FINTRAC regulatory

requirements.

2. BCLC conducts monthly reviews of all cheques issued by service
providers to analyze trends and multiple wins.

3. High-risk individuals and their associates, who may be offering loan-
sharking services, are identified and monitored closely. Where possible,
action is taken to ban them from casino properties.

4. Members of the BCLC Casino Gaming AML/ATF Program seek
intelligence on high-risk clients by maintaining close information-sharing
relationships with the RCMP and other law enforcement agencies,
especially those involved with proceeds of crime, organized crime and
gang activity.  These relationships are governed by appropriate
memorandums of understanding, and policies and procedures and help
alert BCLC to emerging criminal threats.

5. Anincrease in BCLC corporate security presence at casinos has created
the ability to gather intelligence on high-risk customers and monitor their
activities.

6. Significant efforts have been made to improve the quality of employment
identification information.

7. Compliance with these policies is monitored internally through internal
controls and oversight and extermnally by three levels of review: by BCLC’s
corporate AML function; by BCLC's operational audits; and by GPEB
audits.

8. The names of clients are scrubbed twice a year through the terrorist and
sanctions lists maintained by the Office of the Superintendent of Financial
Institutions (OSFI).

9. Surveillance footage of patron’s play for which a cheque is issued for
$25,000 or more is now to be saved in case a review is necessary.

5.4 Recommendations

Based on the interviews, field research and information/documents reviewed
during the course of this engagement, IPSA makes the following
recommendations regarding the mitigation of risk-related risks:

1. Develop metrics and benchmarks to more closely monitor the activities of
the relatively small number of clients are 