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1. Whatis money laundering and what is terrorist financing?

2. What does the law require:
- Recording
- Repotting
- Identifying

And what is the law focussed on;
- Large cash transactions

- Suspicious transactions

- Dealing with the wrong people

- Identifying persons who are dealing for third parties

3. Why casinos have been selected as a reporting entity
What is FINTRAC concerned about that is specific to casinos
- The conversion of dollars into casino cheque
- The conversion of cash into casino issued goods
- The conversion of foreign dollars to Canadian dollars
- The conversion of cash to casino chips

- The conversion of cash to casino with the reconversion to cash
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4. What is unique about casinos - what are the inherent risks and needed controls:
- The ability to deal with large volumes of cash on a basis that readily appears legitimate
- High drug related invoivement
- Confirmed winnings as against stoppage of play to cash out

- Refining: small denomination currency converted to large denomination currency

5. Board Responsibilities
- Setting Policy
- Understanding Risks
- Determining and directing management strategies
- Receiving reporting
- Monitoring effectiveness

- Assuring appropriate independent oversight

6. Current Hot Buttons at FlNTRAC |
- Move to morelrisk based compliance programs
- Enhanced corporate governance and changing relationships to the CAMLO
. - Enhanced responsibility and training requirements for CAMLOs
- Increased training and updating training for front liné employees
- Auditor effectiveness tesfing

- Regular efficiency testing

7. The Risks of Failure

- Fines - administrative monetary fines can now be imposed and are increasingly being
used by FINTRAC

- Deliberate failure to comply leads to criminal offences
- Reputational risk

- Regulator intervention
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BACKGROUNDER — WHAT IS ANTI-MONEY
LAUNDERING
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1. INTRODUCTION
A, The Origins and Status of Canada’s Anti-Money Laundering Efforts

Law enforcement agencies, around the world, have focussed in recent years on money
laundering as a tool in crime prevention seeking greater sanctions and increased reporting by
non-police entities in an attempt to discourage other criminal activity by depriving the

perpetrators of the profits of the criminal activity.

The G-7 countries’ established the Financial Action Task Force on Money Laundering
(the “Task Force”) in 1989 as a result of proposals put forward by the United States of America
that were based on the idea that stopping the ability to benefit from the profit of crime wbuld
reduce criminal activity. The Task Force was an inter-governmental body consisting of 29
countries and two international organizations’ whose purpose was to develop and promote
policies to generate a global attack on money laundering. In 1990, the Task Force released a
report with forty recommendations (the “Task Force Recommendations”) which has formed the
basis of anti-money laundering legislation in most countries which are members of the World

Trade Organization.>

The Task Force Recommendations, among other things, recommended the adoption of
local measures to enable law enforcement and other authorities to more readily confiscate
laundered property by: (a) identifying, tracing and evaluating property which could be traced to

criminal activity and therefore subject to confiscation; (b) carrying out provisional measures such

! The G-7 countries are: Canada, France, Germany, Italy, Japan, the United Kingdom and the United States.

Financial Action Task Force, "The Forty Recommendations®, released 1990, Task Force Recommendation, p. 1.
Y Ibid. '

Admin*326782.1
AMANZER
Chantar 4

BCLC0015239.005




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia
pursuant to s. 29 of the Public Inquiry Act, SBC 2007, c. 9

-0.

as freezing and seizing property which is reasonably identified as relating to criminal activity to
prevent any dealing, transfer or disposal of such property; and (c) taking investigative measures
to improve the identification and reporting, of financial activity which utilizes proceeds of
criminal activity.® Other of the Task Force Recommendations recommended passing legislation
requiring ﬁnaﬁcial institutions to: (a) take reasonable measures to obtain information about the
true identity of the persons on whose behalf a banking or securities account is opened or
financial transactions are conducted, and to determine whether the clients, or customers, are
acting on their own beha;lf or for another;’ (b) repoﬂ financial transactions to competent
authorities whére there is suspicion that the funds may stem from a criminal activity;® and (c)
develop programs to assist in counteting money laundering, including (i) the development of
internal policies, proc;dures .and controls requiring the obtaining of customer information, .
identifying the source of funds and reporting suspicious transactions, (ii) the implementation of
ongoing employee training programs to educate employees as to these requirements, and (iii) an

audit process to test the effectiveness of the procedures developed.”

Canada was a signatory to the Task Force Recommendations and agreed to implement
legislation effectively encompassing these recommendations. Canada first enacted legislation to
respond to the Task Force money laundering recommendations on October 10, 1991, when The
Proceeds of Crime (Money Laundering) Act (the “1991 Act”), was proclaimed in force. The

1991 Act operated together with the Canadian Criminal Code® provisions related to money

Ibid., p. 2.
Ibid.,p. 3
bid., p. 4.
bid., p. 5.

R.8.C. 1985, ¢. C-46,Section462.31 creates an offence to use, transfer, possess eic. any proceeds or properly with intent to conceal or
convert that property knowing or believing it is a result of enterprise crime or designated substance offence.

@ u e v b
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laundering, which made it a crimé to further activity which was related to money laundering.
Voluntary measures largely in keeping with the Task Force Recommendations were adopted by
the Canadian chartered banks at that time. The 1991 Act and those additional measures
remained in effect until June 19, 2000, when the 1991 Act was replaced by new legislation9

having the same name but with significantly expanded scope (the “2000 Act™).

The 1991 Act was réplaced by the 2000 Act for several reasons. The 1991 Act applied to
only a limited number of the types of persons who it was perceived might be ina position‘ to
identify and report money laundering activity (for example, it applied to banks and securities
dealers, but not accountants). It was believed that expansion of the types of persons required to
report would enhance effectiveness. The lack of mandatory reporting requirements was also
identified as a matter of concern. A further short coming was ﬂle lack of a central agency to
collect informatién from reporting requirements and to coordinate anti-money laundering
activities outside of law enforcement. Under 'the 2000 Act, Canada’s legislative requirements are '
now generally consistent with those in place in the rest of the G-7 countries, and particularly
tﬁose in the United States, and includes measures to eliminate those perceived short cdmings of

the 1991 Act.

The stated objects of the 2000 Act are to: (a) implcment specific measures to detect and
deter money laundering and to facilitate the investigation and prosecution of money laundering
offences; (b) respond to the threat posed by organized crime by providing law enforcement
officials with the information they need to deprive criminals of the proceeds of their eriminal

activities, while ensuring that appropriate safeguards are put in place to protect the privacy of

9

The Proceeds of Crime (Money Laundering} Act, $.C. 2000, ¢. 17,
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persons regarding personal information about themselves; and (c) assist in fulfilling Canada's
international conm)itments'to participate in the fight against trans-national crime, particularly
money laundering. The objectives have been e;(panded by amendments enacted under the Anti-
terrorism Act, in December, 2001, discussed later, which has added provisions intended to deter

terrorist activity by cutting off the sources of funding to terrorist linked groups.

To supplement the legislative and regulatory requirements, FINTRAC issues guidelines
as to expected standards for compliance. The guidelines do not have the force of law, and are
not equivalent to regulations; they are designed to assist reporting entities to better understand

and fulfili their obligations under the 2000 Act.

Bill C-7 of the Third Session, 37" Parliament, 52-53 Elizabeth 11, 2004, An Act to Amend
Certain Acts of Canada and- to Enact Measures for Implementing the Biological and Toxin
Weapons Convention, in order to enhance public safety, being originally Bill C-17 of the Second
Session of the_37th Parliament, was adopted by the House of Commons at Third Reading on
October 7, 2003, The Public Safety Act, 2002. At Part 19, Bill C-7,.The Public Safety Act, 2002,
amends the Proceeds of Crime (Money Laundering) and Terrorism Financing Act by extending
the types of government databases from which the Financial Transactions and Report Analysis
Centre of Canada may collect information which is considered relevant to money laundering or
terrorist financing, this expansion allows FINTRAC access to national security databases. The
amendments also authorized FINTRAC to exchange information related to compliance with Part
Iof thé 2000 Act with regulators and supefvisors of persons and entities that are subject to the
2000 Act. It is stated that this expansion of access to information, including the expanded

requirement to provide information has been enacted in order to facilitate FINTRAC's
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compliance responsibilities under the 2000 Act. The relevant sections of The Public Safety Act

were proclaimed in force effective on June 1, 2004.
B. - Whatis Money Laundering?

The 2000 Act does not define “money laundering”, but rather defines “money laundering
offences” by referencing definitions of offences under the Criminal Code and other statutes. "’
Money laundering ihcludes offences under Section 462.31(1) of the Criminal Code, Section 9(2)
of the Controlled Drugs and Substances Act,"! Section 126.2(2) of the Excise Act,"* Section
163.2(2) of the Customs Act™ and Section 5(2) of the Corruption of Public Officials Act !
Money laundering is generally defined as “the process whereby ‘dirty money’, produced through
criminal activity, is transformed into ‘clean money’ whose criminal ofigin is difficult to trace.” '°

Criminals do this by disguising sources, changing the form, or moving funds to a place or places

where they are less likely to attract attention,

Section 7 of the 2000 Act requires reporting of any financial transaction which, in
addition to appeariﬁg suspicious, is related to a money laundering offence. The definition of a
money laundering offence is relatively narrow and inclﬁdes only those offences which fall under
the specific listing of criminal activities. If the suspected éctivity appears to be illegal but is not

on the specific list of criminal activities it is not a money laundering offence.

1 Section 2 of the 2000 Act. Section 462.31(1) of the Criminal Code says that: every one commits an offence who uses, transfers the

possession of, sends or delivers to any person or place, transports, fransmits, alters, disposes of or otherwise deals with, in any manner and
by any means, any properly or any proceeds of any properly with intent to conceal or convert that property or those proceeds, knowing or
believing that all or a part of that property or of those proceeds was obtained or derived directly or indireetly as a result oft {a) the
commission in Canada of an enterprise crime offence or a designated substance offence; or (b) an act or omission anywhere that, if it had
oceurred in Canada, would have constituted an enterprisc erfmic offence or a designated substance offence.

" 8.C.1996,¢. 19,
2 RS$.C.1985,¢.E-14,
B RS.C. 1985 ¢ 1 (2 Supp.).
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A money laundering offence specifically means any of the following offences:

a) Section 462.31(1) of the Criminal Code. This is a section which provides that it is
an offence for a person to deal with property with the intent to conceal or convert
that property, knowing or believing that it was obtained or derived as a result of
(i) an enterprise crime offence, which covers numerous listed offences associated

with organized crime, or, (ii) a drug related offence.

b) Section 9 of the Controlled Drugs and Substances Act which is similar to the
Criminal Code provision noted, and which includes various activities relating to
dealing in drugs, and includes being an accessory after the fact in counselling

certain activities in relation to the offence.

c) Section 126.2 of the Excise Act, which involves fraudulently marking tobacco or
cigars to indicate that excise tax or customs duty have been paid, or selling
unstamped manufactured tobacco products and cigars, effectively smuggling

tobacco.

d) Section 163.2 of the Customs Act, which relates to the evasion of customs duties

- on, or the smuggling of, spirits and tobacco products.

e).  Section 5 of the Corruption of Foreign Public Officials Act, which relates to the
bribing of foreign public officials, other than payments to expedite acts of a

rouiine nature,

B 8.0, 1998, ¢ 34,
¥ See FINTRAC discussion at Guideline 1. www.fintrac.gc.ca\en\static\fag.him
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Bill C-7 The Public Safety Act, 2002 has made amendments to the Criminal Code, at
Section 183, expanding the definition of ‘an "Offence", to include Section 462.31 Laundering
Proceeds of Crime, and includes any other offence where there are reasonable grounds to believe

there is a criminal organization offence or any other of “Terrorism Offence.”

There are three stages which are generally involve.d in the money laundering process.
First, there is placement, whereby the proceeds of crime are placed in the ﬁt;ancial system. This
might be done by breaking up large amounts of cash into less conspicuous sums that are then
deposited in various bank accounts or other depositories. Alternatively, a series of monetary
instruments such as cheques and money orders may be purchased and then deposited into
accounts at other locations. The concept is that monetary instruments must be of a nature where
the source and the holder of those instruments is not generally traceable. This requires that they
be instruments of a money like quality, that is those which can be tendered and cash received or
a monetary exchange 'compieted by any.p_erson who tenders the instrument without identification
and proof of entitlemgnt. The monetary instrument must effectively be a direct substitute for the

bills and coins which constitute cash,

Second, there is layering, whereby the proceeds of ctime are converted into another form,
This usually occurs through a series of complex layers of financial transactions that are created
to disguise the source and ownership' of funds and make it difficult to trace by any audit trail. For
exami:]e, funds might be wired through a series of different accounts throughout the world. The
use of a sequence of wire transfers of funds has been one of the most prevalent methods of
carrying out money laundering. The‘ability to rapidly complete back-to-back transfers is perfect
for the purpose of money laundering, which is to disguise the source, and ultimately the
destination, of the funds which have been gained from criminal activity. Electronic transfers of
AVARzZER o1

Chapter 1
BCLC0015239.011




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia
pursuant to s. 29 of the Public Inquiry Act, SBC 2007, ¢. 9

-8-

funds can result in cross-border transfers several times in a day, effectively, By the speed of
transfer disguising the original source of the funds as it becomes increasingly difficult to trace

the funds back to the origin.

Third, there is integration, which occurs when the laundered proceeds are placed back in
the economy to create the perception of 1eéiiimacy. Typically, the funds are invested into real
estate, luxury assets, or business ventures.'® Initially, money laundering must involve investment
into assets which can be rapidly reconverted to cash or will generate large cash returns. The
essence of money laundering is the rapid turnover of the original cash, such that its source,
arising from criminal activities, is disguised. Ultimately, when the source has Been effectively
blurred or disguised, the funds can be invested int§ assets which, generally, will be subsequently,
resold. The essence of money laundering is not the use of the assets by the criminals benefiting,
but the transfer of the assets in a manner which will hide them as having been proceeds .of
criminal activity and re-conversion to cash. The provisions of Section 462.31 of the Criminal
Code, “Laundering Proceeds of Crime”, clearly establishes this by making the essence of the
offence the intent to conceal or convert the proceeds or property arising from the named criminal

acts.

Money launderers will use either a knowing participant (i.e. an active accomplice) or an
unknowing participant to assist in furthering the money laundering scheme. Generally, the
money launderer must make arrangements to convert cash wllic;h has been received from crime
into an asset, generally a monetary instrument or a similar non-traceable asset or info an asset

which will not attract attention as arising from proceeds of crime.

Admin*326782.1
AMANZER
Chapter 1
BCLC0015239.012




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia
pursuant to s. 29 of the Public Inquiry Act, SBC 2007, c. 9

-9-

Money laundering requires that the end result of the series of activities is that the origin
of the money, both as to the person and as to the activity, is effectively disguised. The money
must appear, at the end of the money laundering chain, to be legitimate funds in the hands of the
persons then using them for business or personal purposes, It is the rapid turnover, moving of
the funds through a number of hands, which best disguises the original source of the monies as
criminal. Those who have initiated the money laundering process did not wish to be associated
with funds which in any manner can be fraced baék to the criminal activity. Although the funds
may ultimately end up back in the hands of those involved in the criminal activity, at that point

in time it is apparently legitimate funds which they are receiving.
C. Overview of the 2000 Act

The 2000 Act is divided into five parts. Part 1 establishes mandatory reporting and record
keeping measures to detect and deter money laundering, and to facilitate the investigation and
prosecution of money laundering offences. Part 2 requires all persons or entities importing into
or exporting from Canada currency and monetary instruments in excess of the prescribed amount
to file a report with the “officers” in the named circumstances. “Officers” are customs officers
and the Royal Canadian Mounted Police. Failure to report will result in seizure ‘and forfeiture of
the amount impotted or exported, and various criminal sanctions. Part 3 establishes the new
agency responsible to carry out the objects of Part 1 of the 2000 Act, the “Financial Transactions
and Reports Analysis Centre of Canada” (“FINTRAC?®). Part 4 authorizes the Governor in
Council to make regulations for carrying out the purposes and provisions of the 2000 Act. Part 5

creates offences for failing to report suspicious financial transactions and for the inappropriate

% Pinancial Aclion Task Force, Policy Brief (July 1999), p. 2.

Admin*326762.1

AMANZER

Chapter 1 .
BCLC0015239.013




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia
pursuant to s. 29 of the Public Inquiry Act, SBC 2007, c. 9

-10 -

disclosure or use of information under the control of FINTRAC, and the sanctions for these

offences.

The reporting and record keeping provisions of the 2000 Act apply to a wide variety of
persons, Théy are listed in Section 5 of the 2000 Act, including domestic and foreign banks, co-
operative credit societies, savings and credit unions, casinos, government departments and
agencies, foreign exchange dealers, life insurance companies, life insurance brokers and agents
and sceurities dealers. In addition, Section 5 provides that persons engaged in any “busiﬁess,
profession or activity” may be added to the list by designation by virtue of the power to make
regulations under Section 73(1)(a) and (b) of the 2000 Act. The expansion of the list of reporting
entities from financial institutions who traditionally deal Vin the transfer of funds, is designed to
add persons who primarily, or as part of other services, engage in financial intermediation. This
expanded list includes the life insurance industry, securities indusiry, accountants, and similar

persons.

Only financial transactions are the subject matter of the recording and reporting |
requirements under the 2000 Act, howevér, “financial transaction” is not a defined term in the
2000 Act. It is expected that a financial transaction should be deﬁne& considering the basic
scheme. of the 2000 Act which deals with the receipt and transfer of cash and monetaryr
instruments in specific circumstances. A financial transaction should in the ordinary sense
involve the transfer of cash or monetary instruments. It is difficult to offer a precise definition of
a concept which is not generally used in business or considered in law. No legal definition of
“financial transaction” wés found in the commonly used legal dictionaries, however, a “financial
intermediary” was defined, generally as an entity that “advances the transfer of funds”. This
arises both as a consequence of the context in which the expression is used, and as a consequence
ANz oo
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of its use with the requirement that the financial transaction relate to a money laundering offence,
The exchange of monies, or money equivalent, is necessarily required for an activity to amount

to “money laundering”.

This definition is somewhat expanded by the Anti-terrorism Act amendments, which add
to the offences which are subject to the 2000 Act transactions relating to the financing of terrorist
activity. The Anti-terrorism Act amends the 2000 Act; renaming the 2000 Act to “The Proceeds
of Crime (Money Laundering) and Terrorist Activity Financing Act” and including, along with
money laundering offences, under effectively every section of the 2000 Act, a terrorist activity
financing offence as if it was money laundering. A terrorist activity financing offence is an
offence under Section 83.02 and 83.03 or 83.04 of the Criminal Code, or an offence under
Section 83.12 of the Criminal Code, and includes threats to the security of Canada. The Anii-
terrorism Act adds to all sections of the 2000 Act where reference is made to money laundering,

by addition, the financing of terrorist activities,

“Terrorist activities financing offences” are defined in the new Section 83.01 of the
Criminal Code, where it is given a fairly vague definition, and a significant number of offences
are incorporated from other Canadian and international statutes. The general definition of
terrorist activity is in section 83.01(b) which defines it as activity being undertaken for political,
religious or ideoiogi'cal purposes with the purpose or intention of the activit& to intimidate the
public or a segment of the public. Comment has been made by several commentators that the
definition of a “terrorist activity” is exiremely végue and therefore the offence of “terforist

activity financing offence” is so broad as to be incapable of any reasonable definition.
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There are provisions in criminal law under the Criminal Code, which create other
compliance requirements for money laundering activity. ‘The Criminal Code provides that a
person cannot knowingly assist in the conduct of a criminal offence, including where related to

money laundering activities.'” .

The destination of funds which are transferred or transformed in a financial transaction
should also now be considered. The need to review the use and recipient of the funds relates to
both money laundering and anti-terrorism reporting. If funds are designated to be transferred in
bearer form or to be transferred to a third party where there is no apparent business relationship,
then this may give rise to susp;cion there is money laundering activity. If funds are coming from
any source (even if openly disclosed and legitimate) and is directed to any one of a named list of
terrorist linked organizations or countries, then anti-terrorism reporting requirements may be

applicable.

Because the definitions of both “terrorist activity” and of “terrorist activity ﬁnancing
offences” are extremely vague, persons dealing with receipt and disbursement of funds will need
to be aware of the prescribed list of suspected organizations. The only practical way of
identifying terrorist financing activity, given the broad definition, is to usle the list of suspected
terrorist organizations which will be issued by authority of the Anti-terrorism Act. The
organisations are updated periodically and are listed on the FINTRAC website, among other
sites. Although reference to this list will not be definitive as to whether terrorist ﬁnaﬁcing is
involved, in general, a person receiving and disbursing funds will be in a poor position to

determine whether they are being used for political, religious or ideologic activities, and will not

Y Criminal Codes, Section 462.31 (as to dealing with proceeds of certain times), Section 21 (as to aiding and abetting).
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be in a position to directly be aware of whether they are intended to be used for intimidation. It

would appear that the only practical way of identifying terrorist activity financing is to use the

list of suspected organizations.

The 2000 Act has been designed to rely extensively on regulatioﬁ; the statute is very
brief, broadlly drafted and includes frequent reference to regulation. In addition, FINTRAC has
issued guidelines which do not have the legal authority of statue or regulation but have been
drafted to act as policy commentary to assist reporting entities in understanding the basics of the
reporting requirements and of establishing and administering a compliance regime. FINTRAC
has expressly stated that the guidelines are not intended to form law, however, as a practice_il
matter, it will be necessary to ensure that there is compliance with the basic outline of the
suggested compliance regime and reporting forms and to ensure there is recognition in any
compliance program of the listed indicators set out in the guidelines as comprising elemeﬁts of

suspicious transactions.

The compliance recommendations of the guidelines are likely to constitute the base level
of performance that will be expected under the 2000 Act. It would appear that the closest parallel
to the nature and effect of the FINTRAC Guidelines would be the issuance of “Interpretation
Bulletins™ by the Canada Customs and Revenue Agency. Any court looking to determine
whether someons has appropriately complied with the legislative requirements of the 2000 Act is
likely to look to the guidelines, and would generally find that the guidelines represent not the
entire scope of responsibility but at least the minimum écope of vesponsibility. In general,
compliance will require at least the recognition of, and the education of employees as to,.the
contents of the guidelines. The guidelines will necessarily form a basic part of any compliance
program, and recognition of the key indicators as to what constitutes a suspicious transaction and
AAANzER o
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terrorist financing activity, will need to be taken into account in any education and compliance

program,

The money laundering legislation has a focus on individual responsibility for
identification and reporting of ﬁoney laundering. Effectively individuals, regardless of how they
may be associated with the reporting entit‘y, which have a connecﬁon with a reporting entity, are
individually responsible for the recording and reporting as required under the legislation, Further,
there is a very high level of reéponsibiiily placed upon persons who do not directly have the
ability to control this recording and reporting, being senior officers and directors. Although due
diligence is a defence, it will be necessary to meet very high‘ standards as to education of
employees, and as to the enunciation of corporate policy and the provision of effective means for
recording. The difficulty of establishing personal responsibility for reporting, while maintaining
obligation and liability at the employer level was addressed in the November 2003 amendments,
However, Se.ction 6, relating to employees or agents, was considerably expanded from the initial
version and clarifies that it is the employer rather than the employee wﬁo is responsible for

meeting requirements in the vast majority of cases.
D. An Overview of the Regulations

Three regulations, on a consolidated basis, have now been enacted pursuant to the 2000
Act. The most general is the “Regulation” which is the Proceeds of Crime (Money Laundering)
and Terrorist Financing Regulations - November 6, 2003, consolidated as SOR/2002-184,
SOR/2002-413, SOR/2003-102 and SOR/2003-358, generally deals with large cash traﬁsactions,
prbviding the necessary definitions and reporting requirements, and provides certain general

provisions which supplement the terms of the 2000 Act. The regulation, the regulation provides
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for some of the basic intefpretative terms required to supplement the definitions and application
of the 2000 Act. It also generally outlines the requirements for reporting of large cash
transactions, including transfers made by electronic wire transfer, Amendments made
subsequent to initial enactment of the regulation provides a useful illustration of the intentions of

the regulation, specific issues which were identified subsequent to initial enactment,

The general provisions of the Regulation include basic provisions for currency
conversion for fhe purposes of providing currency equivalents to Canadian ‘funds, the definition
of a “single transaction” for the purpose of providing for reporting of large cash transactions, a
requirement that reporting be done in electronic format, and outlining the specific responsibilities
of employees. The Regulation also enhances the requirements for delivery of information as to

whether a transaction is being carried out for a third party.

The Regulation in general provides the detail of the reporting requirements for large cash
transactions, including the electronic transfer of large amounts of cash. “Large amounts of cash”
are defined as $10,000, Canadian, in a “single fransaction” (a single transaction is any
transaction occurring over a twenty-four hour period). The contents and transactions triggering
reporting requirements are specific by industry, with different types of reporting entities being
required to repo?t to different transactions and in somewhat different ways. Exceptions to

reporting requirements are also included in the Regulation.

A number of the sections of the Regulation are provisions setting out when it is necessary
to ascertain the identity of a person in relation to a financial transaction, again this is segregated

and differentiated by industry type, and sets the basic standards and identification to be reviewed
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in ascertaining identity. The Regulation also sets out the basic requirements for the retention of

records,

The Regulation establishes the need to establish a comp]iaﬁce regime, which is discussed
in considerably more detail clsewhere in these materials. The most significant portion of the
Regulation is a specific outline of the required format of the reports to be provided r.elating to
large cash transactions, including electronic transfers of funds. Schedules 1 to 6 of the

Regulation provide for the specific contents of the reports required to be submitted.

The Proceeds of Crime (Money Laundering) and Terrorist Financing Suspicious
Transaction Reporting Regulation - November 6, 2003 consolidated SOR/2001-317, SOR/2002-
185, SOR/2003-102 and SOR/2003-358, the “Suspicious Transaction Reporting Regulation”,
establishes the requirements for suspicious transactions identification and reporting, which is
outlined in signiﬁqant detail elsewhere in these materials, The Suspicious Transaction Reporting
Regulation outlines the activities which would give rise to the need to consider a transaction is
suspicious and a report is required to be made. This regulation also establishes the basic nature
of the reporting requirements for this type of transactién. The guidelines, as is discussed
elsewhere, give more detail as to the expected details and contents of the required report and the

judgements needed to be made in connection with suspicious transactions reporting.

The Suspicious Transaction Repoﬂing Regulation provides the regulatory requiremeht as
to how to send reports of suspicious transactions to FINTRAC, essentially by electronic
reporting requirements. It also outlines the required information to be included in the reports.
Schedule 1 to the Suspicious Transaction Repdrting Regulation provides for the details of a

suspicious transaction report and Schedule 2 the details of a terrorist group property report.
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The Cross Border Currency and Moneté:y Instruments Reporting Regulations under the
2000 Act, November 6, 2003, consolidating SOR/2002-412 and SOR/2003-358, the “Cross
Border Reporting Regulation”, provides the definitions clarifying the nature of monetary
instruments that will require reporting on a cross border transfer. “Monetary instruments” for the
purposes of this regulation mean instruments in bearer form or in such form as title to them
passes on delivery, includes éecurities, including stocks, bonds, debentures and treasury bills,
and negotiable instruments. The definition does not however apply to seéuritie\s ot negotiable
instruments that bear restrictive endorsements, stamped for the purpose of clearing or made
payable to a named person that have not been endorsed into bearer form, The definitions also
include “conveyance”, “commercial passenger conveyance” and “non-commercial passenger
conveyance” to identify the manner of transportatién which may be subject to the Cross Border

Reporting Regulation requirements.

The Cross Border Currency and Monetary Instruments Reporting Regulations establishes
the basis for the report_ing of importations and exportations of currency, at present invo'lving
transfers of $10,000, Canadian, or more to and from Canada. vExceptions to the reportihg
requirements are then outlined, including specifically importation and exportation by the Bank of
Cénada, and if relating to shares excluding those with identifiable ownership. Retention of
records requirements and penalties are also outlined. Schedules 1 to 3 of the Cross Border
Reporting Regulations outlines the information required to be given by a person engaging in the

import or export of currency from Canada.
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BRITISH COLUMBIA LOTTERY CORPORATION
BOARD MEETING JULY 23, 2010
PRESENTATION REGARDING ANTI-MONEY LAUNDERING AND FINTRAC

FAFT’S VIEW OF CASINOS AND AML/ATF

THE TACTICS THEY ARE SEEKING TO CONTROL
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CHAPTER 2: MONEY LAUNDERING METHODOLOGIES AND INDICATORS

85. This chapter will identify and examine money laundering methods from known cases and
draw out related indicators to support the detection of money laundering activity.

Broad risks in casinos

86. Casinos are by definition non-financial institutions. As part of their operation casinos offer
gambling for entertainment, but also undertake various financial activities that are similar to financial
institutions, which put them at risk of money laundering. Most, if not all, casinos conduct financial
activities akin to financial institutions including: accepting funds on account; conducting money
exchange; conducting money transfers; foreign currency exchange; stored value services; debit card
cashing facilities, cheque cashing; safety deposit boxes; etc. In many cases these financial services are
available 24 hours a day. '

87. It is the variety, frequency and volume of transactions that makes the casino sector
particularly vulnerable to money laundering. Casinos are by nature a cash intensive business and the
majority of fransactions are cash based. During a single visit to a casino a customer may undertake one
or many cash or electronic transactions, at either the ‘buy in® stage, during play, or at the ‘cash out’
stage.” It is this routine exchange of cash for casino chips or plaques™, TITO tickets”, and certified
cheques, as well as the ‘provision of electronic transactions to and from casino deposit accounts,
casinos in other jurisdictions and the movement of funds in and out of the financial sector, which
makes casinos an atractive target for those attempting to launder money.

88. As this research is solely focused on casinos, the data collected is not wide enough to carry
out statistical trend analysis. Chapter 3, however, does provide specific sector vulnerabilities and
emerging issues as a start to this broader study. It is also recognised that methods and indicators are
immediately useful to private sector organisations seeking to develop effective AML/CFT processes.

The ‘buy in’ stage is when a customer enters a casino and purchases casino chips, tickets, or gaming
machine credits in order to commence gambling, The ‘cash out’ stage is when a customer converts
casino chips, tickets or gaming machine credits for cash, casino cheque, credits an account or transfers
funds to another casino.

The term ‘casino chip’ also refers to plaques and other wagering instruments provided by the casino.

Ticket In/Ticket Qut (TITO) is a gaming machine system that allows a gaming machine to accept
cither banknotes or tickets with a credit value printed on them (Ticket In) to commence play, TITO
also prints tickets with a credit value when a player wishes to ‘cash out’ of the gaming machine
(Ticket Out). The player can them redeem his/her ticket for cash at a cashier’s desk, ticket redemption
kiosk, or insert the ticket into another TITO machine and continue playing. A ticket redemption kiosk
machine is a multifunctional device, connected to a gateway or kiosk server, that can perform a
variety of financial transactions for customers, such as redeeming slot machine/video lottery tickets
for currency, exchanging currency for currency (i.e., breaking bills or paper money), redeeming player
slot club points, purchasing slot machine vouchers (i.e., tickets), and initiating electronic transfers of
money to or from a wagering account including currency withdrawals from a casino ATM.

FaRTE v G- 25
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surveillance and security systems. This ensures public confidence in the gaming product, minimises
opportunities for criminal activity and provides certainty of government revenue stveams,

96. Criminal influence and exploitation of casinos appears to be both for possible money
laundering, but also for recreation and in some cases enhancing their criminal endeavours outside the
casino. Casinos have been noted as a place where criminals and organised crime figures like to
-socialise and particularly like to spend and launder their criminal proceeds.

97. Feedback from police also indicates that large casinos with sophisticated securily and
surveillance systems may be viewed by criminals as providing a safe haven to meet and associate in
without fear for their personal safety.

98. Gaming venues attract ancillary criminal activities including loan sharking, vice and other
crimes.

Money laundering methods and techniques in Casinos

99. The money laundering methods outlined in this chapter are:

o Use of Casino Value Instruments (cash / casino chips / TITO / gaming machine credits /
cashier’s orders / casino cheques / gift certificates / chip purchase vouchers / casino reward
cards).

®  Structuring / Refining.

o  Use of Casino Accounts (credit accounts, markers'’, foreign holding accounts) / facilities.

o Intentional losses.

e  Winnings / intentional fosses.

Casino markers act as a credit line through a personal checking account, no transaction occurs, but are
issued once a patron submits their checking account number and a cheque to the casino. The casino
has the right to deposit the marker at any time but usually waits a few months to allow for customers
to pay back the credit if the losses are high, Money launderers will pay back the debt with the
proceeds of crime.

T DD e TG - 27
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Currency Exchange.

[

Employee Complicity.
Credit Cards / Debit Cards.

-]

False Documents.

-]

100.  Each method is illustrated by representative cases' and followed up with related indicators
that can be used to detect suspicious or unusual transactions by casino owners and ogerators. The
methods, cases and indicators have been generated from the following research material:'

e Sanitised case material from regulatory, law enforcement and security organisations.
o International case study and typology reports including FATF, APG and the Egmont Group.
o Open source research.

Casino value instroments

Cash / Casino Chips / TITO / Gaming Muachine Credits / Cashler’s Orders / Casing Cheques / Gift

Certificates / Chip Purchase Vouchers / Casino Reward Cards

101. Casinos utilise various value instruments to facilitate gambling by their customers. The type
and use of the value instruments listed above differs between casinos and is influenced by local
regulation and casino operating structures, Casino value instruments are most often used for money
laundering by converting illicit funds from one form to another.

102. Casino chips are the most common casino value instruments. Casino chips are issued by
casinos and used in lien of cash in gaming transactions between the house and players. Chips are
round and marked with the denomination and name of the casino and are negotiable within the casino,
or, in some cases, within casinos in the same group. Casinos may issue ‘credit chips’ which are
different in colour and only used by patrons playing on credit. Casinos may issue ‘dcad chips’ which
are only used by junket patrons (see section below on junkets).

103. Buying chips for cash or on account, then redeeming value by way of a casino cheque,
bank draft of money transfer. Launderers typically buy chips with cash or through their casino
account, Chips bought on account may use a Chip Purchase Voucher (CPV) or similar value
instrument. Repayment is then requested by a cheque, draft or transfer drawn on the casino’s account.
This method can be made more opaque by using a chain of casinos where the chips that were
purchased with illicit cash are converted to credit, and transferred to another jurisdiction in which the
casino chain has an establishment; the credit is then converted into in the form of a casino cheque at
the second casino.

The cases outlined are provided from jurisdictions contributing to the pfoject research, and while
some countries may appear to be over/under-represented in the cases, this is not an indicator of high or
low levels of money laundering within that country, but merely a reflection of that government’s
willingness to share money laundering information to support global AML awareness.

*It is important to note that this chapter does not provide a description of all methods used to facilitate -
money laundering. It is limited to those methods that have been reported to FATF or APG and from
cases that have been approved for use in the public forum. :
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104, Money launderers may hold the chips for a period of time, either using the chips to gamble
in hopes of generating certifiable winnings or later redecming the chips for cash/ cheque / fransfer.

10S. Purchase of chips from ‘clean’ players at a higher price — Moncy launderers may purchase
chips from other money launderers or un-associated casino patrons with ‘clean’ backgrounds. This is
done at a price greater than the chips’ face value. This is referred to as value tampering.

106. Casino cheques payable to cash ~ in some jurisdictions, casinos allow winning cheques to
be made payable to ‘cash’. High-value casino cheques payable to cash have been observed in
secondary circulation as bearer negotiable instruments and used as payment for goods or for
reinvestment in criminal ventures, such as purchasing drugs. High-value casino cheques may originate
from VIP rooms, which may provide alternative remittance services between player’s home
jurisdictions and the casino VIP room.

107, Combining winnings and cash into casino chequies — although few jurisdictions allow this,
money launderers seek to add cash to casino winnings and then exchange the combined cash and
wmnmgs for a single cheque.

108. . Use of clips as currency in illegal transactions - money launderers may retain casino chips
to be used as currency to purchase drugs or other illegal goods. Carrying chips from a drug fransaction
may also contribute to an alibi for the predicate offence. The recipient of the chips will later cash them
at the casino,

109. Casino chips to be used as currency may be taken across borders and exchanged for payment
of an illegal enterprise then returned by the third parties and cashed at the issuing or honouring casino
in amounts below a reporting threshold. Most jurisdictions do not list casino chips as money value
instruments and therefore do not require Customs declaration,

110. In some jurisdictions, casino chips from one casino can be utilised in another associated
casino, Cases showed that the money launderers will take advantage of this arrangement to avoid
attracting attention to their activities at the one casino. This may take in another jurisdiction, To
prevent this some jurisdictions require casinos to have casino-specific chips and do not allow inter-
casino chip cashing.

111, Purchase of large numbers of ‘casino gift certificates’ — Cases have been detected of
money launderers purchasing high value or numerous low value casino gift certificates which can be
redeemed by 3 parties, The certificates are then sold or given to other persons distancing the money
launderer from the illicit funds.

112, Purchase of casino reward cards — Money launderers use illicit funds to purchase casino
reward cards from legitimate customers paying them a premium above the value of the reward.
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o
‘with different people and fower:

Indicators of ML using casine value instruments

o

Inserting funds into gaming machines and immediately claiming those funds as credits.

o  Customiers claiming gaming machine credits/payouts with no jackpot.

e  Customers claiming a h.igh level of gaming machine payouts.

e  Noticeable spending/betting pattern changes.

e Customers frequently inserting substantial amounts of banknotes in gaming machines that
have high payout percentages and do not play "max bet" to limit chances of significant losses

or wins, thereby accumulating gaming credits with minimal play.

o Trequent even-money wagering when conducted by a pair of betters covering both sides of
an even bet (e.g., in roulette, baccarat/mini-baccarat, or craps).

o Customer’s intention to win is absent or secondary.
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o Two or more customers frequently wagering against one another on even-money games.
o  Customer in possession of large amounts of coinage or bills.

e  Customer befriending/attempting to befriend casino employees.

e Purchasing and cashing out casino chips with little or no gaming activity.

o - Customer requests to add cash to casino winnings and then exchanging the combined cash
and winnings for a single cheque.

o  Multiple cheques being requested or drawn on account.

e  High volume of transactions within a short period.

e  Multiple chip cash outs on the same day.

o Structuring of chip/cheque transactions.

e  Chip cash out is same/similar to chip purchase.

e  Requests for credit transfers to other casinos.

o  Use of multiple names to conduct similaf activity.

¢  Use of third parties to purchase casino chips.

¢  Use of credit cards to purchase casino chips.

e  Use of personal cheques, bank cheques and traveller’s cheques to purchase casino chips.

e Customer due diligence challenges, e.g. refusals, false documents, one-offs, tourists passing
trade.

e  Customer purchases chips and leaves casino shortly after.

o CPV, TITO, ticket or voucher dated prior to date of redemption.

o  Large chip purchases.

o  Frequent purchase of casino gift certificates.

o  Unexplained income inconsistent with financial situation/customer profile.

o  Supposed winnings do not correspond with recorded winnings.

o  Dramatic or rapid increase in size and frequency of transactions for regular account holder.

e  Detection of chips brought into the casino.
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Structuring

113. Structuring or ‘smurfing’ involves the distribution of a large amount of cash into a number of
smaller {ransactions in order to minimise suspicion and evade threshold reporting requirements.
Common methods of structuring include:

o  Regularly depositing or fransacting similar amounts of cash, which are below a country’s
reporting disclosure limit.

o  The use of third parties to undertake transactions usfng single or multiple accounts.

o  Using cheques from multiple financial institutions or branches of a financial institution to
‘buy in’ while the amount of each cheque is below the reporting threshold.

o  Utilising shift changes to systematically ‘cash in’ chips or other value instruments to avoid
threshold reporting,

o  Regularly switching gaming tables, gaming rooms, junkets or casinos within a chain when
the wagering amounts are approaching the reporting threshold.

e  Requesting the division of winnings or prize money, which exceeds the reporting threshold,
to be broken down into cash and chips below the reporting threshold in order to exchange it
at the cashier’s desk.

114, While money launderers will often structure their transactions to avoid financial institutions
filing reports to authorities, it has been found that some money launderers using casinos have the
opposite strategy and seek to trigger a cash transaction report to further authenticate a transaction.

- Jurisdiction

Refining
foxchanging low denamination for high denomination currency

115, Individual launderers or organised groups use casino services to refine large amounts of low
denomination bank notes into more manageable high denomination notes. Some countries note this as
being associated with drug dealers who accumulate Jarge amounts of small denomination bills from
drug sales. In cases of groups, they may seek to refine money by dividing it amongst the group before
entering the casino, The group enter the casino, individually refine their portion of the money and
meet again outside the casino fo assemble the total amount. The refining techniques most commonly
identified are listed below:
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116. Refining using the cashier’s desk — money launders exchange coins or small denomination
bills for larger denomination bills at the cashier’s desk. '

117. Refining using ‘note acceptors’ or gaming machines that uccept cash — Most casinos with
gaming machines have ‘note acceptors’. Money launderers will feed currency notes into the machine
to accumulate credit with little or no play before redeeming the credits. As the amount can be quite
large, it requires a ‘ticket’ or similar document provided by the slot attendant as proof to enable the
exchange for cash or cheque at the casino cashier’s desk. Gaming machines, Video Lottery Terminals
(VLTs) and Ticket In/ Ticket Out (TITO) machines are used to refine currency. Gaming machines,
TITO machines and VLTs are fed large sums of low denomination cash. Launderers redeem credits
with minimal play. The ticket is then cashed at the cashier’s desk, ticket redemption kiosk, for high
denomination bills.

118. Use of casino account for refining — launderers pay low denomination cash into their casino
accounts and withdrawn funds with cash of higher denominations,

Indicators of ML using structuring/refining methods

e Activity was inconsistent with the customer’s profile.
o  Associations with multiple accounts under multiple names.
o  Use of multiple names to conduct similar activity.
o  Depositing multiple amounts of cash and receiving multiple cheques drawn on that account.
o Multiple individuals sending funds to the one beneficiary.

o Cheque issued to a family member of the person,
34 LT e g
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o  Third party presents for all transactions but does not participate in the actual transaction.
e  Transferring funds into third party accounts,

o Transactions on casino accounts conducted by persons other than the account holder.

o Use of third parties to undertake structuring of deposits and wire transfers.

o Use of a remittance dealer / junket operators to deposit or withdraw cash.

o  Use of third parties to purchase gaming chips.

o . Use of third party-to conduct wagering.

s  Cash handed to third party after cash out.

o  High volume of transactions within a shbrt period.

o Purchasing and cashing out casino chips with no gaming activity.

e  Exchanging large quantities of quarters from non-gaming proceeds for paper currency.
o  Frequent betting transactions just under thresholds,

e  Frequent ‘buy in’ and ‘cash out’ transactions just under thresholds.

o  Cash deposits / withdrawals just under thresholds.

o Wire transfers / currency exchanges just under thresholds.

° Requests for winnings in separate cash or chip amounts under reporting threshold.

o  Cashing in winnings in a multiple combination of chips, cheque and cash.

o Customer conducts several fransactions under reporting thresholds over several shift
changes.

o  Customer moving from table to table or room to room before the wagering amounts reach
the reporting threshold.

e  Qpening a casino account or purchasing casino rchips with small denominations bills.

o  Customer gambling with large amounts of small denomination bills.

o  Currency exchange from small denomination bills to larger denomination bills.

o  Frequent ‘cash out’ transactions without corresponding ‘buy in’ transactions or vice versa.

o  Customer due diligence challenges, e.g. refusal, false documents, one-off/tourist or passing
trade. :

e  Dramatic or rapid increase in frequency of currency transactions for regular account holders.

o  Noticeable spending/betting pattern changes.
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o Insert banknotes in electronic gaming devices with no gaming activity, press the “cash out”
button which generates a TITO ticket, and redeem ticket at cashier’s desk or ticket
redemption kiosk machine.

Casino accounts & faeilities
Credit accounts / Markers / Forelgn holding accounts / safe deposit boxes

119, Casino accounts provide criminals further opportunities to attempt to laundering crime
proceeds. Many casinos offer deposit accounts and lines of credit with less scrutiny and CDD
requirements than financial institutions. The frequent movement of funds between financial
institutions and casinos, or between casino accounts held in different casinos may be vulnerable for
money laundering. Many casinos offer private safe deposit boxes, particularly to VIP/high roller’
customers. :

120. Cashing cheques into casino accounts — Some casinos allow customers to cash various
types of cheques and use the proceeds for gambling. Cheques could be signed over to the bearer by the
cheque recipient. In the cases studied, proceeds from illegal activity were initially used to draw these
cheques with the aim of avoiding the casino’s suspicion.

121. " Deposits into casino accounts by wire transfers or bank cashier’s cheque — funds are
deposited by wire transfer of bank cheque, then cashed out or moved to other accounts with minimal
or no gambling activity.

122, Cashed out funds are stored in casino safety deposit boxes or held in the form of safekeeping
markers and then cashed out,

123. Foreign Holding Accounts (FHAs) - Accounts that are held in one jurisdiction by the
casino, but the funds can be used to gamble in another jurisdiction under the same casino group. For
example, funds held in a FHA account in Macao, China can be used to gamble at a casino in Las
Vegas. The money held in the account does not physically leave the country and is not subject to cash
declarations. Large casinos may operate marketing offices in jurisdictions other than where the casino
is located. Patrons are able to pay in funds to their casino account to be played when they travel to the
casino without sending a cross-border wire transfer. See the Junkes section for further details.

124. Wire transfers from Casas de Cambio to casino accounts ~ Casas de Cambio in another
jurisdiction may wire transfer funds to casinos. As an example, in the United States Casas de Cambio
businesses are concentrated along the southwest border, with over 1 000 located along the border from
California to Texas. These businesses are generally unregistered and do not comply with AML
reporting requirements, and are suspected of being a significant money laundering risk. These Casas
de Cambio have corresponding bank accounts which allow them wire transfer of large amounts of
cash to casinos and other institutions throughout the world,

125, Safety deposit boxes — A number of casinos offer safety deposit boxes to patrons, in
particular to ‘high roller’ patrons in VIP rooms, These present a risk due to the lack of transparency
with the use of such boxes and the possibility for 3" parties to be given access to safety deposit boxes
via a password or key, to facilitate financial transactions, Very few jurisdictions regulate the safety
deposit boxes in casinos,
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Indicators of ML using casino accounts:

o Frequent deposits of cash, cheques, bank cheques, wire transfers into casino account.
o  Funds withdrawn from account shortly after being deposited.

e Signiﬁcant account activity within a short perfod of time,

o  Account activity with little or no gambling activity.

s Casino account transactions conducted by persons other than the account holder.
s TFunds credited into account from country of concern. |

e  Large amounts of cash deposited from unexplained sources.

o  Associations with multiple accounts under multiple names.

o  Transfer of funds from/to a foreign casino/bank account.

o  Transfer of funds into third party accounts.

e  Funds transferred from casino account to a charity fund.

o  Multiple individuals transferring funds to a single beneficiary.

o  Structuring of deposits / withdrawals or wire transfers.

o Using third parties to undertake wire transfers and structuring of deposits.

o  Use of an intermediary to make large cash deposits.
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o  Use of gatekeepers, ¢.g. accountants and lawyers to undertake transactions.
o  Use of multiple names to conduct similar activity.

o  Use of casino account as a savings account.

o Activity is inconsistent with the ctistomer’s profile.

o Unexplained income inconsistent with financial situation.

o Transfers with no apparent business or lawful purpose.

o Transfer of company accounts to casino accounts.

e  Use of false and stolen identities to open and operate casino accounts,

o  Customer name and name of account do not match.

e U-tumn transactions occurring with funds being transferred out of country and then portions
of those funds being returned.

o Customer due diligence challenges, e.g. refusal, false documents, one-off/tourist or passing
trade.

o Requests for casino accounts from Politically Exposed Persons (PEPs).
Winitings

126. Use of illicit funds to gamble — this is the simplest method of gambling illicit funds in the
home hopes of generating certifiable winnings. One way to do this is to play gaming machines or other
games with low payout higher win/loss ratios. The money launderer will then receive a casino cheque
for the total amount of credits remaining on the machine plus the jackpot.

127. Some jurisdictions require casinos to endorse the casino cheques from jackpots as ‘winnings’

in order to differentiate it from a cheque generated as a result of cashing out large amounts of machine
credits.
128. Buying winnings from legitimate customers - is another method used across the gaming

sector, Money launderers will approach customers and offer them cash at a premium above their
winnings. This was evident with customers who had won gaming machine jackpots, or accumulated a
large amount in casino chips from winnings on table games, or customers that had won in other forms
of betting offered by some casinos, such as clectronic lotteries, horse racing and sports betting.

129. Parallel Even money betting — In cases where gambling is undertaken to launder funds, it is
usually on low odds, low risk games such as the even money options on roulette. This would involve
two or more persons placing opposite equivalent bets on even money wagers in the same game. As an
example Person A places USD 1 400 on red, while Person B places USD 1 400 on black in a game of
roulette. The bet is ‘double or nothing’. In this case the winning party would win just under
USD 3 000 which could be paid out with a ‘winnings’ cheque and the size of the win would not trigger
CDD requirements at the roulette table, ’
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130. Betting against assoclates / intentional losses — This is also the case in games where which
provide money launderers the option to bet against an associate so that in most cases one party will
win. These ‘intentional losses’ where money launderers are intentionally losing to one of the party,
who is able to receive a casino issued cheque or wire transfer of ‘legitimate’ winnings.

Indicators of ML using winnings:'

e  Frequent claims for winning jackpots.

o  TFrequent deposits of winning gambling cheques followed by immediate withdrawal of funds
in cash,

o  Customers watching/hanging around jackpots sites but not participating in gambling. '
e  Multiple chip cash outs on the same day.,

e  Customers claiming gaming machine credits/payouts with no jackpot.

o  Customers claiming a high level of gaming machine payouts.

o  Purchasing and cashing out casino chips with no gaming activity.

o  Requests for winnings in separate cash or chip amounts under reporting threshold.

o  Frequent ‘cash out’ transactions without corresponding ‘buy in’ transactions.

o  Cashing in winnings in a multiple combination of chips, cheque and cash.
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Currency exchange

131. Given the popularity of casino-based tourism and the willingness of customers to travel to
legal casino sectors, most casinos offer currency exchange services.

132. Conversion of large sums of foreign currency — launderers may use large, one-off, or
frequent foreign currency exchanges or deposits of a foreign currency. This may not appear suspicious
in jurisdictions with high numbers of foreign players.

133. Reported cases indicate that criminals involved in the distribution and supply illegal drugs
are using casino currency exchange services to convert their criminal proceeds from one currency to
another, in order fo alter its origina! form.

134, Individuals and groups will also employ structuring methods to undertake currency
exchanges without triggering threshold reports. They will use multiple casino locations and once the
currencies are exchanged, will meet again to assemble the total amount,

135. Casino play is undertaken in foreign currency — in some poorly regulated jurisdiction,
customers are able to purchase chips directly in a foreign currency (for example in Nepal with USD
and Indian Rupees). '

Iudicators of ML using currency exchange:

o  Bank drafis/cheques cashed in for foreign currency, e.g. Euros, USD.
o Multiple currency exchanges.

o Dramatic or rapid increases in size and frequency of currency exchange transactions for
regular account holders. '

e  Currency exchange for no reasonable purpose.

o  Currency exchanges with low denomination bills for high denomination bills.

o  Currency exchanges carried out by third parties.

o . Large, one-off, or frequent currency exchanges for customers not known to the casino.
e Requests for casino cheques from foreign currency.

e Currency exchanges with little or no gambling activity.
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o  Structured currency exchanges.
Employee complicity

136. Employee complicity is another method in which third parties are used to facilitate money
Jaundering. Individual employees or organised groups comprising of staff from different depatrtments
conspire with customers to enable money laundering transactions to go undetected. Methods include:

o  Failing to file suspicious transaction reports or threshold transaction reports.

o Destroying documents/transactions reports related to due diligence or reporting processes.

o Falsifying player ratings and other gambling records to justify the accumulation of casino
chips/gaming machine credits.

137. Some jurisdictions have raised vulnerabilities from providers of gaming equipment and
machines as well as contractors that supply goods with a potential to impact on the integrity of the
operation. Major contracts can be an avenue for criminal exploitation of the operation (e.g. through
corrupt purchasing and under supply of contract goods). Criminals will try to exploit gaming
equipment and associated computer systems to achieve theft and money laundering in the casino.

Indicators of cinployee complicity:

e  Contact between patrons and casino staff outside of the casino.

o  Supposed winnings do not correspond with recorded winnings.

42
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Dramatic or rapid increases in size and frequency of currency lransactions for regular
account holders,

Large sums of cash from unexplained sources.
Large sums credited into accounts from other jurisdictions or countries of concern.?

Associations with multiple accounts under multiple names.

" Transactions on casino accounts conducted by persons other than the account holder.

Deposits into casino account using multiple methods.

Cheques issued to a family member of the person.

Multiple individuals sending funds to a single beneficiary.

Third party presents for all transactiorns but does not participate in the actual transaction.
Transferring funds into third party accounts.

Uscr or third parties to undertake wire transfers.

Use of an intermediary to make large cash deposits.

Use of gatekeepers, e.g. accountants and lawyers to undertake transactions

U-turn transactions occurring with funds being transferred out of a country and then portions
of those funds being returned.

Use 6f remittance agents to move funds across borders.

Use of third parties to purchaéé gaming chips.

Use of third party to conduct wagering,

Wire transfers from third parties in tax haven countries,

Junket tours where funds can be concealed amongst the pool for the group.

Cash handed to third party after cash out.

© Credit cards / debit cards

138.

Laundering proceeds from stolen credit cards — Casinos in some jurisdictions allow

customers to purchase casino chips using credit cards. In cases where the cards are not stolen or
fraudulently obtained, the outstanding credit card balances are paid by the card holder at the bank
using the illicit funds.

20.

TBD,
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139. Credit cards — criminals use of credit cards provides an opportunity for authorities to follow
the money trail more readily.

140. Debit cards — are another value instrument used to conduct fraud and money laundering
crimes. Jn the case below, criminals would join a casino and use their debit card to draw up to the =
casino’s maximum standard daily limit and purchase casino chips. The subjects either do not put any
funds at risk or there would be minimal play. The subjects would then typically cash out. In similar
cases, plaques would be passed to an associate for play. Sometimes all the funds would be put at risk.
The major operators quickly identified this trend and put risk control mechanisms in place to limit the
initial debit card transaction to a much lower limit for first time transactions in high risk situations.

Jndicators of ML using credit/debit cards:

o Purchasing casino chips using credit card,

e  Purchasing casino chips using debit card.

e Purchasing and cashing out casino chips/plaques with no gaming activity.
o  Customer purchases chips and leaves casino shorily after.

s  Use of stolen or fraudulently obtained credit card,
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Use of multiple credit/debit cards ‘to purchase casino chips.
Use of third parties to purchase chips using credit/debit card.
Structuring of credit card transactions.

Conducting debit card transactions up to the maximum limit,
Chip cash out is same/similar fo chip purchase,

Customer due diligence challenges, é.g. refusals, false documents, one-offs, tourists passing
trade,

False dacuments

141.

As with financial institutions, money launderers use false documentation to disguise the

origin of criminal proceeds and to protect the identity of those laundering the proceeds.

142,

Fulse identification documents — often used to conduct financial transactions at the casino,

open casino accounts, underfake gambling transactions and redeem winnings.

pnder dru

Indicators of ML using false documents and counterfeit currency:

Associations with multiple accounts under multiple names.

Purchasing chips or undertaking cash transaction and immediately leaves casino.
Transferring funds into third party accounts. '

Use of multiple names to conduct similar activity.

Use of altered/fraudulent or stolen identification to conceal identity.

Customer due diligence challenges, e.g. refusal, false documents, one-off/tourist or passing

trade,
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e  Inconsistent identity information presented.
¢  Refusal to provide identification / false identification or Social Security numbers.
o  Using false or multiple Social Security numbers,

o  Refusing to provide required identification,
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Terrorist Financing

191. Throughout this report, the term money laundering has also referred to terrorist financing. It
should be pointed out that the research undertaken failed to find any reported cases of terrorist
financing in the casino sector. This may be due to the characteristics of terrorist financing that make it
difficult to detect, characteristics such as the relatively low value of transactions involved in terrorist
financing, or the fact that funds can be derived from legitimate as well as illicit sources.

192, It would be a mistake, however, to assume that terrorist financing has not and could not
occur in the casino sector. Where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money Jaundering may also be appropriate for terrorist financing
and includes the methods and indicators described in Chapter 2, though these indicators would only
support suspicious activity, and may not be identified as or connected to ferrorist financing once
further investigation is undertaken, '

193. It should be noted that transactions associated with the financing of terrorism may be
conducted in very small amounts, which may not be the type of fransactions that are reflected in the
indicators for money laundering. Where funds are from legal sources, it is even more difficult to
determine if they could be used for terrorist purpeses. Therefore, while terrorist funds may be derived
from criminal activity as well as from legitimate sources, transactions related to terrorist financing
may not exhibit the same traits as conventional money Iaundering.

194. The ability of casinos to detect and identify potential terrorist financing transactions without
guidance on terrorist financing typologies or unless acting on specific intelligence provided by the
authorities is significantly more challenging than is the case for potential money laundering and other
suspicious activity. '

195. Detection efforts, absent specific national guidance and typologies, are likely to be based on
monitoring that focuses on transactions with countries or geographic arcas where terrorists are known
to operate or on the other limited typologies available (many of which are indicative of the same
techniques as are used for money laundering), Particular individuals, organisations or countries may |
be the subject of terrorist financing sanctions, in a particular country. In such cases a listing of
individuals, organisations or countries to which sanctions apply and the obligations on casinos fo
comply with those sanctions are decided by individual countries.
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This is no game

The game has changed a1

Report suspicious transactions wher the -Report susp:ctous iransa,

s when the transactions are
transactions are completed compteted of attempted L S
Retain 2 foreign currency'éx'chang_e ira_ns_a_c_ii_oh ' Retam a. forelgn currency tran ctlon ticket for ariy foreign currency '
ticket for sums of $3,000 or more - exchange iransaction of any amuunt

Date of birth of individual clients: not required - Date of birth of Individual dients:requiréd

1

Changes to the. campliand fegime

Developand keep up: to date written comphance policies and procedure.

*

Document risk related to money laundering and terrorist acttwty fmanclng

*

Develop an ongomg compilance traimng pmgram

+ Complete antl—money laundering/antl -terrorist funding (AMLU/ATF). pohcy _
and procedures com pliance review every two years by either an mternat
of external auditor

These are only the highlights. There is much more.
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This is no game

The mandate

The legislation requires that every anti-money laundering (AML) s Can you stress-test your capabilities to detect risk?
compliance program include a money laundering and terrorist » Have you completed an anti-money laundering/anti-tetrorist
financing risk assessment. You are also required to identify high- funding (AML/ATF) policy and a procedure compliance review?
risk areas and monitor them on an ongoing basis. These can be s Do you have policies, procedures and controls to monitor and
complex and resource draining activities. report suspicious transactions attempted and completed?
« Do you know how combining data and manual techniques can

Where do you stand? expose potential money laundering, fraud, and suspicious or
* Do you know what risk factors should be included in your risk unusual transactions?

assessment program?
» How are you conducting on-going monitoring of transactions What's your next move?

that pose high risk? There are significant changes that you will have to comply with right
o Have you defined attempted suspicious transactions and trained  now. And there may be additional legislative changes on the

employees on detecting these transactions? way. To play by the new rules, you need the right information.

» Have you built in continuous improvement programs o reflect Consider getting help from people who've been there before.
changing legislation?

In 2007, Canada’s Financial Ttansactlons and Reports
Analysis Centre (FINTRAC) mvestxgated 193 cases mvolvmg
close to $10 billion in financial transactions.

The Globe and Mauil, April 17, 2008
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This Is no game

W hat cards are you holding?

[ ] Have you developed a comprehensive program to combat [] What independent party will you use to perform an AMUATF
money laundering and lerrorist financing? policy and procedures compliance review? Do they have
sufficient expertise?
D Are you paying enaugh attention to customer identification
including non face-to-face relationships and transactions? D Have you maintained continuity of data systems and records?
Can you retrieve and use data a5 old as the oldest transaction
[:I Are you equipped to detect and report unusuat or suspicious when requested by your're_f_g'ma‘to‘ir

transactions?

I:] Have you completed a money laurdering and terrorist
financing risk assessment appropriate to each of your business
relationships, products, delivery channels and geographic .
areas of operation? ' '

If you don’t like what you see, you need a plan.
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When a series of money laundering schemes appear to be constructed In a slmilar fashion or using the
same methods, the similar schemes are generally dlassifled as a typology. A method refers to the
particular procedure or series of actions used to carry out money laundering actlvity and normally involves
a number of different techniques. A technique Is the particular action or way that the money laundering

actlvity is carried out.z

The following table identifles the most common money laundering methods observed in case disclosures

involving transactions at Canadian casinos.® Many, if not all, of the methods described are well known to
casino operators and regulators, and have been employed by money launderers for some time. However,
these methods continue to be employed In Canadian casinos, as demonstrated by FINTRAC's case review.
Brief descriptions of the money laundering methods follow, in order of the frequency in which they were
observed. Techniques observed in FINTRAC's 2008-2009 case disclosures, suspected of being related to
the money laundering method, are also described. '

Monay Laundering Method % of Cases in Which Methad Used i
Use of Casino Value Instrument ;oo 88%
Refining . e e 2O
Currency Exchange e 2R {
Struckuring . 4% ]
Front Money Account e o B ,«ﬁ,i
Use of Credit Cards S

e i R i € e a e B AT o T BT T

Use of casino value instrument

Caslnos use a varlety of value Instruments to facilitate gaming on the part of thelr customers. The most
common casino value instruments are casino chips, Issued In various denominations and used, in lieu of

cash, for gaming transactions.2

Casino value instruments are used In the placement and layering phases of money faundering activity.
Typically, illicit funds are placed when they are used to purchase casino chips, and then layered when
after minimal play, the casino chips are redeemed for a casino cheque. This resuits in providing an air of
legitimacy as to the source of the funds, especially If casino operators do not confirm that the casino
cheque represents gaming winnings.

ML techniques observed

The following highiights the techniques observed by FINTRAC in 2008-2009, which suggest the use of
casino value Instruments for money laundering activity*®:

e Customers made casino chip purchases, using Iliicit cashi! (in some Instances small denomination
hank notes) or a bank draft, purchased with lllicit funds and made payable to the casine-the
customers engaged in minimal or no game play and then redeemed the chips for a casino cheque;

o The amount and/or frequency of casino chip purchases made by a customer did not correspond with
the stated income/occupatlon of the customer {or the Income/occupation details provided by the
customer were vague and/or insufficient)-for example, a customer claimed full time employment,
but was observed attending the casino on a daily basis, during working hours;

o Customers made casino chip purchases, engaged in minimal or no gaming, and left the casino in
possession of chips-casino chips may be used as an alternate currency in lliegal transactions such as

drug sales,**
Refining

Refining refers to the conversion of small denomination bank notes to large denomination bank notes, The
methad is commonly assoclated with drug trafficking, as drug dealers accumulate a large amount of
smaller denominatton bahk notes through the course of their activities. Large quantities of cash, especially
in smaller denomination bank notes, can be difficult to transport. In addition, farge amounts of small

http://www.fintrac. ge.ca/publications/typologies/2009-1 1-01-eng.asp ' 1/15/2010
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denomination bank notes may raise greater susplcion as criminals attempt to place these funds into the
financial system. Money launderers will therefore seek to convert, or "refine", small denomination bank
notes, such as $5, $10, $20 and even $50 dollar bank notes, Into $100 dollar bank notes.

ML techniques observed

The following highlights the techniques observed by FINTRAC in 2008-2009 which suggest the use refining
as part of money laundering activity:

o A customer attended a cashier window to exchange small denomination bills for larger denomination
bills. In some instances, the bills exchanged had a strange odour;

e A third party attended a cashier window to exchange small denomination biils for larger
denomination bills on behalf of another casino customer;

o A customer exchanged a large amount of sinall denomination bills for TITO* tickets, and later
exchanged the TITO tickets at the cashier window for large denomination bills.

At least one provincial gaming authority in Canada has prohibited the direct exchange of small

. denomination bills to targe denomination bills through Its cashier windows. Refining through the use of
TITO tickets is, however, less obvious, The use of TITO tickets in money laundering activity is addressed
in the fourth section of the report, which discusses the risks assoclated with this casino service.

Currency exchange

Casinos in Canada play host to thousands of forelgn tourlsts every year, and as such, most casinos offer
currency exchange services. Such services are attractive to criminals, who may seek to convert currency
obtalned, for example, in cross-border drug transactions, In an effort to make the funds available for
further use or to disguise their true source.

ML techniques observed

The following highlights the techniques observed by FINTRAC In 2008-2009 which suggest the use
currency exchange(s) as part of money laundering activity:

o A customer frequently (over time) and/or repeatedly (over the course of one casino visit) attended
a cashier window and exchanged a large amount of foreign currency (most often USD) for Canadian
currency, with minimal or no gaming activity observed;*

o A customer attended a cashier window and exchanged a large amount of forelgn currency, which
had a strange odour, for Canhadian currency. '

Refining activity occurring in conjunction with currency exchanges has also been observed by FINTRAC:

o A customer attended a cashier window and exchanged a large amount of low denomination foreign
currency bank notes for high denomination Canadian currency bank notes, .

Automated currency exchange machines are avatlable in certaln casinos In Canada, and allow customers
to exchange currency up to $3,000, which is the cllent identification threshold. It is therefore possible for
a money launderer, or a group of money launderers, to refine and/or exchange currencies without
interacting with casino staff. The automated currency exchange machine itself has no mechanism to
identify, monitor and/or controt this type of money laundering activity, and casinos must therefore rely on
alternate surveillance and security measures to identify this technique,

Structuring
“Structuring" Is a money laundering methed that Involves the division of cash or casino value Instrument

(s) to conduct a series of smaller value transactions In order to minimise susplcion and, In the case of

cash, avoid threshold reporting requirements. A Structuring can also be combined with refining (structured
refining) and currency exchanges (structured currency exchanges). When undertaken by a group of

http:/fwww.fintrac.gc.ca/publications/typologies/2009-11-01-eng.asp 7/15/2010
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indlviduals, the method [s also known as "smurfing.”
ML techniques observed

The following highlights the techniques observed by FINTRAC in 2008-2009 which suggest the use
structuring and/or smurfing as part of money laundering activity:

e Customers who appeared to be assoclated made cash purchases of casino chips in amounts below
the reporting threshold;
s Customers who appeared to be associated exchanged small denomination bilils for large
denomination bills, again in amounts below the reporting threshold;
o A customer used multiple cashiers to cash out casino chips In amounts below the reporting
threshold;
s A customer passed cash, chips or other casino value instrument to another customer, or multiple
customers:
o Prior to entering the casino;
o On the casino floor;
o At the gaming table; or

o Prior to cashing out.®
Front money accounts

Some of the larger commercial casinos in Canada allow customers to establish accounts with them. There
are generally two types of accounts that are offered: credit accounts and front money accounts.

A credit account allows the customer to borrow funds from the casino, which are to be repaid within an
agreed upon period of time. Very few casinos In Canada offer this service, and only a small fraction of
their customers have active credit accounts. Accounts are only made available to ¢ustomers following a

successful background check.* The possibllity exists, however, for a customer to launder funds by
establishing a credit account with a casino, and later repay the credit with the proceeds of crime, Credlt
accounts can also be used in conjunction with front money accounts to faunder criminal proceeds.

Front money accounts are more widely avallable In Canadian casinos, and allow a customer to deposit
money with the casino, which they can draw upon for gaming purposes. This service not only provides a
measure of convenience for the customer, but provides increased security, as customers do not have to
arrive at or depart the casino carrying large amounts of cash with them,

Despite the relative novelty of front money accounts, and the fact that the service is not avallable in afl
casinos across Canada, the use of front money accounts featured significantly in FINTRAC cases disclosed
in 2008-2009. Their use in suspected money laundering activity In Canadian casinos was almost.on par
with the use of structuring.

One reason for the Importance of front money accounts in FINTRAC case disclosures Is that they offer
simllar services to those offered by more traditional financlal institutlons, at least with regard to the
storagé of funds. Money launderers and other criminals may belleve that, despite these similarities, front
money accounts are subject to less scrutiny than accounts at financial Institutions used for the same
purposes. Front money accounts can also be used in conjunction with many of the money laundering
methods previously described.

ML techniques observed

As previously mentloned, front money accounts were featured in a number of FINTRAC cases disclosed in
2008-2009, The following highlights the techniques observed by FINTRAC In these cases which suggest
the use of front money accounts as part of money laundering activity:

o A customer deposited cash, a cheque or bank draft (made payable to the casino or to the customer)
to a front money account and shortly after, purchased casino chips-the customer later redeemed
the chips for a casino cheque, with minimal or no gaming observed.

http:/fwww.fintrac.ge.ca/publications/typologies/2009-11-01-eng.asp 7/15/2010
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o A customer deposited cash, a cheque or bank draft (made payable to the casino or to the customer)
to a front money account, and later withdrew all or part of the funds, with minimal or no gaming
observed.

o A customer requested casino credit, which was deposited to a front money account-the funds were
later withdrawn and redeemed for a casino cheque (in some Instances, the funds withdrawn were
combined with casino chips, and the total was redeemed for a casino cheque),

o A customer deposited small denomination bills to a front money account, and later withdrew the
funds In higher denominatlon bilis;

o A third party made cash deposits to a customer's front money account-in some instances, the cash
deposits were frequent and below the reporting threshold.

Credit cards

Most, if not all, casinos in Canada allow credit card purchases of casino value instruments, such as casino
chips. The increase in identity theft and the rise of fraudulent and stolen credit cards makes caslnos, like
many other Canadian businesses, susceptible to fraudulent credit card transactions. In instances where
the credit card has been stolen or fraudulently obtalned, the customer may attempt to redeem the casino
chips for cash, avolding other types of payment to conceal the audit trall,

In cases where the credit card has not been stolen or fraudulently obtained, a money launderer may seek
to purchase casino value Instruments using a credit card, obtaln a casino cheque for the majority of the
vaiue of the chips purchased, and use Hiicit funds to pay down the credit card balance.

ML techniques observed

The following highlights the techniques observed by FINTRAC In 2008-2009 which suggest the use of
credit cards as part of money laundering activity:

o A customer made cash deposits of illicit cash to a business or personal bank account which were
followed by transfers to a personal credlt card account, then by credit card purchases of casino
chips.

o A customer made credit card purchases of casino chips which were foliowed by minimal or no
gaming and then by cash out in the form of a casino cheque-the cheque was deposited to the
customer’s bank account, while _iElic:it cash was used to pay the credit card balance.

The description of the use of credit cards in castnos as part of money laundering activity highlights

. another feature common to many FINTRAC case disclosures involving Canadian caslnos. Often, the overatll
money laundering process includes transactions in more than one financlal sector, and transactions at
casinos represent only a part of the overall faundering scheme, Although casinos may not be privy to the
trransactions occurring through other sectors, knowledge of how certain casino transactions may be part of
a money laundering scheme, or how certain casino transactions may be indicative of money laundering
activity, will heip casino staff identify susplcious transactions that should be reported to FINTRAC.

Sanitized Cases

In an effort to provide additlonal insight, the following are actual cases that were disclosed to law
enforcement in 2008-2009, The cases have been sanitized; all identifying information has been removed,
and they were chosen for Inclusion as they involved transactions incorporating many of the maney
laundering methods previousty described. The "red flags" associated with each case assisted FINTRAC in
reaching the threshold for reasonable grounds to suspect that the information would be relevant to a
money laundering Investigation, and thus disclose the case,

Sanitized Case 1 - Money laundering related to drug trafficking

The following chart illustrates the suspected money laundeting scheme:
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This case was Instigated following the recelpt of a suspicious transaction report from a financial institution
identifying an individual that was the subject of a law enforcement investigation related to drug
trafficking.

FINTRAC determined that this individual was linked to the subject of a previous case related to drug
importation/exportation, resldenttal marijuana grow operations, the exportation of stolen vehicles and
fraud. Canadian law enforcement was working with a foreign partner on the international dimenslons of,
this investigation,

Analysls of reports submitted to FINTRAC by financial institutions and casinos gave FINTRAC reasonable
grounds to suspect that the individual was Involved in money laundering activity using t:.vo methods.

First, it appeared that the individual deposited the proceeds of criminal activity to a bank account. The
individual then layered the funds through casino transactions, making automated banking machine
withdrawals at casinos and using the funds to purchase casino chips. Chips were later redeemed for
casino chegues, which were deposited to the individual’s bank account.

In addition, the individual obtained credit card cash advances at casinos and used the funds to purchase
casino chips. The chips were later redeemed for casino cheques, which were deposited to the individual's
bank account. Proceeds of criminal activity were used to pay the credit card account balance resuiting
from the cash advances.

Reporting from the casino sector also assisted FINTRAC in identifying two additional subjects, who were
linked to the indlvidual through financial transactions. One casino reported that a third party purchased
casino chips on behalf of the main Individual, and also reported that the main Individual purchased casino
chips for the benefit of another party. The relevant designated Information related to these third parties,
as well as the maln Individual, were disclosed to two different faw enforcement agencles.
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s Multiple reporting from financial Institutions and casinos, as well as provinclal records, indicated that
the individual had provided different information regarding his/her employment. It varied from
being unemployed, being an employee of a beauty salon, a homemaker or the owner of a
restaurant, Casino staff also reported that the amount of casino chip purchases, which totalled over
$1.1 million, was not in line with the individual's reported employment.

o Financial institutions reported that the individual's account activity was unusual, and did not reflect
payroll deposits, purchases or bill payments. Rather, large cash deposiis were often followed by
farge cash withdrawals at casinos. Financial Institutions also Indicated that the individual conducted
credit card cash advances at casinos, and later made cash deposits to the credit card account,

o Financia! institutions also reported the deposit of cheques from casinos. FINTRAC determined that
the value of the casino cheques were within 10% of the value of the casino chip purchases made a

few days prior.

This case highlights the use of casino value Instruments and credit cards as methods of money laundering
in casinos. Illicit funds were placed in the financial system, having been deposlted to the individual's bank
account and used to pay the individual's credit card account balance, The Indlvidual also layered

transactions by obtaining funds from the bank account or credit card to purchase casino chips, and later .
converting the chips to a casino cheque which was deposited in the individual's bank account.

Sanitized Case 2 - Money laundering related to organized crime

The following chart illustrates the suspected money laundering scheme:
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This case was generated following the

recetpt of a suspicious transactlon report from a financlal

institution. According to the reporting entity, the individual In questlon was an associate of a high level
organized crime figure involved In drug trafficking and illegal gaming. Analysis of reports submitted by
financial institutions and casinos led FINTRAC to suspect that the financial activity of the individual was

related to money laundering assodlated to organized crime activity.

Various individuals and entities deposited cheques in the individual's line of credit account. FINTRAC
suspected that these individuals and entities were related to organized crime and/or drug trafficking
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activity. The main Individual Issued cheques from the line of credit account to the benefit of casinos, which
were negotiated for the purchase of casino chips.

It appears that a portion of the chips were redeemed for casino cheques, which were mostly deposited to
the line of credit account. Some of them were deposited to a personal account held by the individual. No
other activity was observed in this account except for the deposit of casino cheques, and FINTRAC
suspects that thesé cheques were payments to the individual for money laundering services,

During at least one casino visit, the individual was observed passing chips to the organized crime figure
on a number of occaslons throughout the same visit, for a total of approximately $100,000. The organized
crime figure subsequently passed chips to a third party, who engaged in gaming activity. Winnings and
unused chips were later passed back to the organized crime figure, who redeemed the chips for a casino
cheque, or cash. Given that the total value of casino chip purchases appeared to be higher than the
redemptions, it is suspected that a portion of the chips might have left the casino with the individual.
These chips may have been provided to the organized crime figure, who attended the casino in possession
of the chips, and In the company of the individual, -

Red flags associated with this case:

s Casinos reported cash transactions on the part of the subject totalling approximately $1.5 rillton
over the course of a few years.

o A casino reported that the individual attended the casino accompanied by the aforementioned
organized crime figure. The casino reported that the organized crime figure arrived at the casino in
possession of over $130,000 in casino chips. The casino indicated that the source of the chips was
unknown, since casino records show no activity on the part of the organized crime figure for several
months.

o The individual ordered an electronic funds transfer (EFT) to the benefit of a casino in the United
States. A few days following this EFT, the subject deposlted a cheque drawn on the account of the
U.S. casino, In the same amount as the outgoing EFT,

This case also highiights the use of casino value instruments as a method of money laundering, although
in this example, different techniques are used. Iflicit funds are placed In the individual's line of credit
account through the deposit of cheques. The individual fayered transactions by purchasing casino chips,
and redeeming the chips for- casino cheques, which are deposited to the individual’s line of credit account
and a personal account, The Individual also possibly engaged [n layering activity by leaving the casino with
chips, and passing the chips to an organlized crime figure, who continued the layering process by
redeeming the chips for a casino cheque.

Sanitized Case 3 - Money |aundering related to fraud, using front money account

Thé following chart Hlustrates the suspected money laundering scheme:
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This case was generated following the receipt of a suspicious transaction report from a casino. The
individual mentioned In the report was the subject of a previous FINTRAC case disclosure to law
enforcement. The subject was allegedly involved in advance fee and telemarketing scams, and had

defrauded victims by advising them that they had won miillons of dollars, but had to pay "taxes" before
the winnings could be collected.

The principal subject made cash deposits to a business bank account, which was aiso credited with cash
deposits made by third parties. FINTRAC suspected that these deposits were related to fraud schemes.
The funds were withdrawn and used to purchase casino chips, The subject engaged In minimal gaming,
and redeemed the chips in cash, depositing the payout to the front money account. Once the front money
account had accumulated sufficient funds, the subject made a withdrawal by requesting a caslno cheqgue.
The casino cheque was negotiated at a financlal institution, and the funds were used to purchase a bank

draft payable to the subject. FINTRAC suspected that the bank draft was deposited to an account held by
the subject at another financial institution.

An associate of the subject engaged In similar activity. An account held by this tndividual at a financial
institution was credited primarily with electronic fund transfers ordered by various individuals. FINTRAC
suspected that the credits were related to fraudulent activity with an international dimension, a feature of
many advance fee fraud schemes. These funds were used to purchase bank drafts payable to a casino,
which were deposited to the individual's front money account. The indlvidual engaged in minimal gaming
activity. FINTRAC suspected that this individual also withdrew the funds held In the front money account
once sufficlent funds had accumulated, requesting cash or a casino cheque as deslred.

Red flags associated with this case:

o Financial institutions reported that financial transactions related to the subject’s business accounts
were not consistent with the reported business activity. The transactions included a number of large
cash deposits, which were followed by large cash withdrawals.

o One of the subject's business accounts recelved third party cash deposits, purportedly from
employees depositing funds into thelr employer's business account. However, a number of these
deposits took place after the company had been dissolved.

o Caslnos reported that the subject had conducted a number of large cash purchases of casino chips.
One casino reported that the subject made a large cash deposit to a front money account, using
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$20 hills. On two other occaslons, the subject reportediy used the casino to exchange over $20,000
in American currency to Canadian currency.

¢ A financlal institution reported that the subject deposited a cheque drawn on the account of a
casino, The proceeds from this deposit were used to purchase a bank draft made payable to the
subject. The amount of the casino cheque was within 10% of the casino chip purchases the subject
had made in the previous 10 months.

This case highlights the use of a casino value instrument, front money account and currency exchange as
methods of money laundering. Iilicit funds were placed into the financial system by way of cash deposits,
in some cases by third parties, and electronic funds transfers to the business and personal accounts of the
individuals, Both individuals undertook a series of layered transactions using a combination of money
taundering methods and techniques, including cash withdrawals, bank draft purchases, casino chip
purchases, casino chip redemptions, cash deposits to a front money account, cheque deposits to a front
money account, and the withdrawal of front money account funds in the form of a casino cheque.

Money Laundering Risk Associated with Ticket In Ticket Out Service

The compliance regimes of the casino sector are required to assess and document money laundering and
terrorist financing risks associated with thelr business, as well as Introduce measures to mitigate the risks
identified. The following section identifies the money laundermg risk associated with the Ticket In Ticket

Out (TITO) service. '8

As briefly mentioned in the section discussing the refining method, TITO Is a relatively new system for slot
machines and Video Lottery Terminals (VLTs) that is desligned to replace colns or tokens. Traditionally,
slot machine jackpots were paid by coins or tokens falling into the slot tray, which the customer would
then collect In buckets, TITO replaces the colns with a slip of paper, or “ticket," that contains a unique bar
code, The ticket can be fed into other slot machines to continue play, scanned at cashler stations for a
cheque or cash, or redeemed at an automated redemption machine.

There are two factors related to the risk presented by the TITO service, The first factor is related to the
difficulty of monitoring the behaviour of customers using the TITO sérvice. The second factor relates to
the Inability of casino operators to identify customers using the service in combination with an automated
redemption machine,

Monitoring customer behaviour

TITO tickets may be used as currency in lllegal transactions, offering the same advantages as casino
chips, or may be used to directly launder the proceeds of crtme In both schemes, an individual inserts
hundreds of dollars into a slot machine, engages In minimal play (or no play at ail), and cashes out,
receiving a TITO ticket. The ticket, which Is usually valid for 30 days, can be used In lllegal transactions,
for example, the purchase of drugs. In this case, the drug dealer will redeem the ticket, or a number of

tickets collected, for a casino cheque. The ticket can also be redeemed directly for a casino cheque.t?

In some Canadian casinos, the ticket dispensed by the TITO machines Indicates whether the ticket was
issued as the result of a jackpot, or whether it was issued as a result of the customer cashing out, Caslino
staff benefit from TITO machines which Include this feature, as It provides an additional indicator as to
whether the customer's activity Is suspect and should be reported to FINTRAC. However, the majority of
TITO machines in Canada do not include this feature, and in these cases, casino staff must rely on other
security and survelllance mechanisms In place to identify this type of activity.

All of the transactions observed in FINTRAC's 2008-2009 case disclosures that Involved the suspected use
of casino value instruments for money laundering, related to casino chips. Prior to May 2008, FINTRAC
received a limited number of suspicious transaction reports (STRs) specifically referencing the redemption
of TITO tickets. Since media reporting in May 2008, FINTRAC has received a number of STRs specifically
referencing the redemption of TITO tickets, indicating a greater awareness amongst caslno staff of the
need to provide more detalls In STRs submitted to FINTRAC. In addition, the Introduction of Casino
Disbursement Reports [n September 2009, which requires the automatic reporting of casino
disbursements over $10,000, will provide another mechanism for FINTRAC and Canadian casinos to
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monitor possible money laundering activity through the use of TITO-enabled slot machines.

Al

TITO machines may also be used to refine currency. As previously mentioned, reflning refers to the
conversion of small denomination bilis to large denomination bills. An individual may Insert a large
number of small denomination bills into a TITO-enabled slot machine, cash out following minimal or no
gaming, and recelve @ TITO ticket. The Individual may attend a cashier window to redeem the ticket for
cash, requesting large denomination bills. As previously mentioned, FINTRAC has observed increasing
specificity in STRs from the casino sector refated to TITO activity, suggesting increased awareness
amongst casino staff of the use of TITO machines in this refining technique. )

Identifying customers

In most casinos, the TITO system has been supplemented with automated redemption machines, through
which casino custorners can cash out their TITO tickets automatically, without the need to visit a cashiler.
Although the majority of these machines include a limit in the amount of funds that will be dispensed,
they often dispense $100 bank notes, It Is possible for a single money launderer, or a group of
launderers, to feed small denomination bills into TITO-enabled slot machines and cash out when reaching
or approaching the automated redemption machine's limit, The resulting dcket may be exchanged for
large denomination bank notes at an automated redemption machine without ever interacting with casino
staff, The prevalence of TITO systems and automated redemption machines in Canadian casinos may lead
to an Increase in the use of TITO for refining. The automated redemption machine itself is unable to
identify, monitor and/or control customers engaging in this type of dctivity, and casinos must rely on
alternate surveillance and security measures to ldentify this technique.

Conclusion

Many of the money laundering methods and techniques described in this report are known to casino
requlators and operators. Criminals will continue to employ these methods and technlques as long as they
are successful.

Although this report has focused on money faundering actlvity in Canadian casinos, often the overall
money laundering process Includes transactions in more than one sector. Casinos may not be privy to
these transactions, and s0 this report has described how certain casino transactions may be part of larger
money laundering schemes, in an effort to help casinc staff identlfy suspicious transactions that should be
reported to FINTRAC,

The Centre continues to value the work and efforts of the Canadian casino sector and other reporting
entities in the fight against money laundering and terrorist financing, and looks forward to continued
collahoration with the casino sector in order to detect and deter money laundering and terrorist financing
activities.

1 Annual case reviews provide a compléte picture of the trends and activities related to MIL/TF within that year. Every case review
better positions FINTRAC to be able to identify Canadian trends in MU/TF and ultimately share this information with reporting
entlties. Back

2 ¢or FINTRAC's purposes, a vpredicate offence™ is an offence under the Criminal Code or any other faw under Parliament’s
jurisdiction from which proceeds of crime may be derived {with the exception of offences under certain acts, Including the Income
Tax Act and the Excise Tax Act.) that have been prescribed by vegulation, Back

3 The lower volume of reports provided by these sectors or about these services may have contributed to the tower number of ML
cases involving thelr use. Consequently, these statistlcs are not necessarily an indication that they are less yulnerable to money
laundering than financial institutions. Back

4 ynternet payments systems (IPS) include varlous payment services offered oniine which Include: 1).payment processing providers
altowing merchants to authorize, settle and manage transactions from websites; 2) debit-account providers allowing users to accept
electronic payments and make person-to-person funds transfers; as well as 3) digital precious metals operators offer a debit-
account type 1PS issuing digital currencies that are backed by precious metals. Back
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‘appo.int another individual to help you implement a compllance regime.

In the case of a large business, the compillance officer should be from a senior jevel and have direct access
to senlor management and the board of directors. Further, as a good governance practice, the appointed
compliance officer in a jarge business should not be directly involved in the receipt, transfer or payment of
funds.

For consistency and ongoing attention to the compliance reglme, your appolnted compliance officer may
choose to delegate certain duties to other employees. For example, the officer may delegate an individual
in a local office or branch to ensure that compliance procedures are property implemented at that location,
However, where such a delegation is made, the compllance officer retains responsibility for the
implementation of the compliance regime.

5. Compliance Policies and Procedures

An effective compliance regime.includes policles and procedures and shows your commitment to prevent,
detect and address non-compliance. Effective June 23, 2008, your compliance program has to include
written policies and procedures to assess the risks related to money laundering and terrorist financing in
the course of your activities,

The level of detail of these policies and procedures depends on your needs and the complexity of your
business. It will also depend on your risk of exposure to money laundering or terrorist financing. See
section 6 for more information on risk-based approach, :

For example, the compliance policies and procedures of a small business may be less detailed and simpler
than those of a-large bank. However, effective June 23, 2008, your policies and procedures have fo be in
writing and be kept up to date, whether you are a small business, an individual or an entity. Several
factors could trigger the need to update, as often as necessary, your policies and procedures, such as
changes In legislation, non-compitance Issues, Or new services or products.

In addition, if you are an entity, your policies and procedures also have to be approved by a senior officer.
A senior officer of an entity includes its director, chief executive officer, chief operating officer, president,
secretary, treasurer, controller, chlef financial officer, chief accountant, chief auditor or chief actuary, as
well as any person who performs any of those functions. It also includes any other officer who reports
directly to the entity's board of directors, chief executive officer or chief operating officer,

It is important that your compliance policies and procedures are communicated, understood and adhered to
by all within your business who deal with clients or any property owned or controlled on behalf of clients.
This Includes those who work in the areas relating to client identification, record keeping, and any of the
types of transactions that have to be reported to FINTRAC. They need enough information to process and
complete a transaction properly as well to identify clients and keep records as required.

They also need to know when an enhanced level of caution is required in dealing with transactions, such as
those involving countries or territories that have not yet established adequate anti-money laundering or
anti-terrorist financing regimes consistent with international standards. See additional information about
this in subsection 6.1.2 and Appendix 1.

Your compliance policles and procedures should Incorporate, at a minimum, the repotting, record keeping,
client identification, risk assessment and risk-mitigation requirements applicable to you. For example, in
the case of your reporting obligations relating to terrorist property or suspicions!'of terrorist financing, your
policies and procedures should inciude the verification of related lists published in Canada. These are
available on the Office of the Superintendent of Financial Institutions’ Web site at hitp:/ //www.osfi-
bsif.gc.ca, by referring to the “Terrorism Financing” link.

Although directors and senior officers may not be involved in day-to-day compitance, they need to
understand the statutory duties placed upon them, their staff and the entity jtself,

6. Risk-Based Approach

hitp:/fwww fintrac. ge.ca/publications/ puide/Guided/4-eng.asp ' 7/20/2010
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78. If a person or an entity commits an offence
uynder this Act, any officer, director or agent of
the person or entity who directed, authorized,
assented to, acquiesced in Or participated in its
commission is a party to and guilty of the offence
and liable on conviction to the punishment
provided for the offence, whether or noft the
person or entity has been prosecuted or B
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9. No officer, director, agent or other
representative of a corporation shall
knowingly do anything that causes,
assists or promotes, oris intended ig
cause, assist or promote, the omission of
any act or thing required to be done
under sections 7 and 8.
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“senior officer’ means a representative who plays
an important role in the establishment of an
organization’s policies or is responsible for
managing an important aspect of the
organization’s activities and, in the case of a
body corporate, includes a director, its chief
oxecutive officer and its chief financial officer
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22.1 In respect of an offence that requires the prosecution to prove negligence, an
organization is a party to the offence if

(a) acting within the scope of their authority
(i) one of its representatives is a party to the offence, or

(i) two or more of its representatives engage in conduct, whether by act or omission,
such that, if it had been the conduct of onfy one representative, that representative
would have been a party fo the offence; and

(b) the senior officer who is responsible for the aspect of the organization’s activities that
is relevant to the offence departs — or the senior officers, collectively, depart —
markedly from the standard of care that, in the circurnstances, could reasonably be
expected to prevent a representative of the organization from being a party to the
offence. :
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22.2 In respect of an offence that requires the prosecution to prove fault —

other than negligence — an organization is a party to the offence if, with
the intent at least in part to benefit the organization, one of its senior
officers :

‘(a) acting within the scope of their authority, is a party fo the offence;

(b) having the mental state required to be a party to the offence and acting

within the scope of their authority, directs the work of other
‘representatives of the organization so that they do the act or make the

omission specified in the offence; or

(c) knowing that a representative of the organization is or is about to be a
party to the offence, does not take all reasonable measures to stop them
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L FINTRAC’s interpretation of PCMLTFA &
PCMLTFR

o Guideline 4
5 Implementation of a compliance regime

s Compliance Officer, Policies & Procedures, RBA,
Training, Review

) 0 € 4
maea
- O 6
o 5 e

BCLC0015239.068




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia pursuant to s. 29 of the Public Inquiry Act, SBC
2007,c.9

suidance

o Guideline B-8 (revised)
r1 Builds on FINTRAC guidance

s CAMLO (specific requirement beyond a compliance
officer) -‘

s Oversight and accountability
n Corporate Governance Guideline -
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Key Considerations for L/E
Compliance

=1 Board of Director Responsibilities

g Significant Organizational Risks Related to
AML/ES

o Frequency and Nature of Involvement

o Lines of Reporting and Responsibility

n Reporting Content and Frequency

n Red Flags the Board Should | ook Out For
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ent

lanager

Board and Senior N
Oversight

Board ' |Senior Management
Documented Approving policies and procedures Managing the AML/ATF program o
Accountability ~ and monitoring the effectiveness of ensure that it is adequate to mitigate
the AML/ATF program on a regular ML/TF risk, complies with PCMLTFA,
basis implemented effectively in business -
areas
Reporting From Senior Management to Board Using Information Obtained from
CAMLO/Auditor:
Sufficient pertinent information {o ensure the adequacy and effectiveness of
AML/ATF program

- Enterprise wide assessment of inherent risks (patterns and trends in ML/TF)
_ Self-assessment controls and material changes '
- Remedial action plans
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~ The Role of the Board in Risk Management

= General understanding of risks and techniques used to measure and manage
those risks |

o Review and approve the overall risk philosophy and risk tolerance of the
institution |

‘r Review and approve significant policies or changes in policies for accepting,
monitoring, managing and reporting on the significant risks to which the institution

is exposed.

m Regquire of management timely and accurate reporting on risks faced by the
institution, the procedures and controls in place to manage these risks, and the
overall effectiveness of risk management processes.

o Support of independent oversight functions (review mandates, be involved in
- selection, require independence in fact and appearance, unrestricted access,
remuneration and budget adequate, discuss key findings of reports). -4+
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Board Obligations —

o Is there an - g Did the board have
enterprisé wide a role in reyie‘wing
AML/CTF policy? and approving this

o - policy?

o Is there a process In
place for the board
to review and
approve updates tozz:
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OSFI Guideline B

0 Section 4 - Board and Senior Management

Oversight

o Role of the Board

a FRFIs should ensure that the Board has oversight
accountability for approving policies and procedures and
monitoring the effectiveness of the AML/ATF program on a
regular basis. The Board’s oversight practices in respect of the
AML/ATF program should align with OSFI’s Corporate |
Governance Guideline, in particular the section “The Role of
the Board in Risk Management.” wosm
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OSFI Guideline B-8

o Section 12 — Training

o Training programs for the Board and Senior Management should
provide sufficient briefing with respect {o inherent risks and
controls to enable them to assess information reported by the

CAMLO and Auditor, and exercise effective oversight over the
AML/ATF program. -

o An effective way of providing training for new members of the
Board is to include an AML/ATF program overview-information
session in new director orientation.
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o Training: n Signing off on
@ Periodically, Policies:
generally interpreted = As necessary for

as annually |  major changes and
at the time of review

(bi-annually)
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Board Obligations - Tim!

Receiving CAMLO n Receiving

reporting effectiveness review
1 As events occur or audif findings:
(within 30 days of Within 30 days of
the relevant event) . the report
or at least annually o Effectiveness
(where there are no reviews occur at |
events). least bi-annually gz
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Board Obligations — Testing and
Monitoring

o Is there regular o Are the results
testing and - reported to the

monitoring in place? board? .
o What about action
plans to correct any
gaps?
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Review and

Board Obligations —
Audit

- Are there regular o Are the results reported

: : to the board?
its and reviews? |
aue | o What about action plans

to correct any gaps?

o Can you tell the
difference between the
CAMLO’s report and the

auditor's?
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sample AML Program/R

2007,¢c.9

CAMLO Role

Budget

CAML.O Reporting

Regulator Involvemenit

Risk Assessment &
Mitigation

Policies and Procedures

Reporting

No training beyond front-line staff training
Little direct knowledge of reporting and screening activities
CAMLO has significant operational duties

CAMLO does not certify the sufficiency of the budget allocation annually
Rule of 7

‘Does not contain sufficient detail (specifically with regards reporting)

More than 2 years since last regulator involvement (correspondence efc.)
Regulator deficiency letters conflict with self-assessment and external evaluation

results

No risk assessment/mitigation document has been produced for approval by the

board
No mention of the risk of known agreements with third party providers/new products

Policies revisions have not been approved by the Board in the past two years.

Policies do not reference money laundering risk

No (or few) suspicious transaction reports filed in the past year waa®
Significant variations in large cash transaction or electronic funds transfers i
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BRITISH COLUMBIA LOTTERY CORPORATION
BOARD MEETING JULY 23, 2010
PRESENTATION REGARDING ANTI-MONEY LAUNDERING AND FINTRAC

BACKGROUNDER - WHAT IS NEEDED FOR
COMPLIANCE

Legal'5281113.1
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2. AN EFFECTIVE COMPLIANCE REGIME

The requirement to establish a compliance regime under the 2000 Act is set out at Section
71 of the Regulation, which provides that, for the purpose of paragraph 3(a) of the 2000 Act, and
to assist FINTRAC in carrying out its mandate under paragraph 40(e) of the 2000 Act, every
person or entity to which any of paragraphs 5(a) to (1) of the 2000 Act applies shall implement a
regime for complying with the 2000 Act and any regulations made under the 2000 Act.” The
Regulation goes on to provide that the compliance regime sﬁall include, as far as practicable, the
appointment of a person who is to be responsible for implementation of the regime, the
development and application of compliance policies and procedures, a periodic review of the
policies and procedures and an ongoing compliance training program. These requirements have
been enhanced by the requirements of FINTRAC Guideline 4, which provides guidance as to

FINTRAC's expectation as to what will be included in an effective compliance regime.
A compliance program would appear to require the following;

1. The reporting entity must ensure that they can properly file the electronic filing
which is required by the 2000 Act and regulations, This will require review of the
systems and software available to the reporting entity, and a review of the security
requirements, including specifically the browser requirements necessary for
reporting. These can be reviewed by way of reviewing the reporting requirements
as outlined on the; FINTRAC website. If electronicl; reporting is not possible as a
consequence of the inability of the computer system and software of the'entity to
communicate with FINTRAC, paper reporting is permitted. If paper reporting

must be used, then the appropriate forms for reporting must be prepared based

Admin*326784.1
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upon the reporting requirements. These are set out at the schedules to the

regulations and clarified in the Guidelines.

2. Information appropriate to the needs of the reporting entity outlining the
requirements of the 2000 Act and the regulations must be prepared, and
circulated, to all employees. This should include circulation to all officers,
directors, management, supervisory personnel and to all persons who would have
a client interface in a manner which would put them in a position to see, and
potentially identify, a suspicious or large cash transaction. It is suggested that this
information and notification of the requirements to report must be in writing, and
must have been adequately circulated so as to bring the requirements for reporting
to the attention of all employees who would berin a position to identify a

transaction which is required to be reported.

3. The reporting entity must prepare, they can use the guidelines as a basic outline,
‘an outline of the applicable reporting reqﬁirements including the information
which must be gathefed and retained as to the customer and as to the transaction.
It is suggested that all client contact forms must include the information required
for a report as to the customer, any third parties they may be acting for, and the
basis of the fransaction. Employees should not be permitied to initiate a
transactio.n unless they have obtained the compulsory information regarding the
client and any third party involved and can record the details of the transaction.
Electronic or paper based forms must be prepared and circulated, such that
individuals have an appropriate format in which to record and forward the
information. Restrictions on the commencement of a new client relationship, or a
AANZER o
Chapter 2
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specific transaction relationship, unless the information is obtained should be

imposed.

4. Persons dealing with customers need to be provided with a specific, as clear as
possible, handbook on the identification of a trgnsaction which must be reported.
This must include the general criteria for a suspicious, large cash or cross border
transaction reporting reqﬁirement. The outline should specifically and clearly state
the nature of the transactions which are required to be reported, and for suspicious
transactions 'the criteria for those transactions which should be considered a

suspicious transaction,

5. Employees should be provided with a brief training manual which indicates the
basis for identification of a reportable transaction, the general criteria or indicators
which should give rise to a concern that a financial fransaction may be a
suspicious transaction, and listing the industry specific indicators for the reporting

entity.

6. A compliance officer needs to bé appointed and the specific instructions as {o how
the fransaction is to be reported, preferably through a central office or individual,
must be established, Employees must know fo whom, how, and when they make
the report. The employees must have an appropriate form to complete with the

information required for the report. |

7. The reporting system must provide a means for the reporting information to be

provided to the individual responsible for reporting within the time frames for

Admin*326784.1
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reporting, and that individual must have the means of providing the report to

FINTRAC.

FINTRAC Guideline 4, in Part II, initially outlines who has to implement a compliance
regime, This is done on the basis of outlining types of reporting entities, and listing tfle basic
requirements for compliance. The entitics which are listed are financial entities, life insurance
‘companies, brokers and independent agents, securities dealers, portfolio managers and
investment counseilors, casinos, real estate brokers or sales representatives, agents of the Crown
that sell or redeem money orders, foreign exchange dealers, money services businesses and
accountants and accounting firms, Each of these outlines indicate the activitieé in relation to
which the compliance regime needs to be established, and the respective roles for employees and
employers. The discussion of what is a compliance regime, notes that the compliance regime
needs to be tailored to fit the individual needs of the reporting entity. The compliance regime

needs to specifically reflect the nature, size and complexity of the operations.

The basics of a compliance regime, outlined at Part IV, start with the requirement for the
appointment of a compliance officer, Specific note is made that the cﬁmpliance officer must
have the authority and the resources necessary to discharge responsibilities effectively. The
compliance officer, on a regular basis, heeds to report to a senior level such as the board of
directors, senior management or the owner or chief operator. An appropriate compliance regime
must include pélicies and procedures, and clearly stat‘e the commitment to prevent, detect and
address non-compliance. Again note is' made that the degree of detail, specificity and formality

will vary according to the issues and transactions involved.
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An essential part of an effective compliance policy is communication, and assurance that
the policies are understood by and will be adhered to on the part of anyone who will deal with
clients and property owned or controliéd by clients, A compliance regime now must also include
education and the requirement to be alert to transactions which might involve countries or .
territories who are the list of non-cooperative countries, or persons identified by regulation as
being identified for tenoﬁst financing purposes. At the very least, reporting obligations relating
to terrorist property or suspicions of terrorist financing policies and procedures must reﬂéct the
need to check a new customer against the suspected terrorist organization lists published in

Canada,

Periodic reviews of the policies and compliance program will need to be undertaken, and
specific review can be triggered by factors such as chaﬁges in legislation, identification of a non-
compliance issue or the introduction of new services or products. Review of the compliance
regime must be conducted on an audit ba'sis, and should inclhude interviews with those employees

actually handling transactions on an interface with the public.

The standards for the frequency and method of corﬁpliance training needs to be regularly
reviewed. New employees must be trained before they begin to deal with customers and ail
employees should be periodically informed of changes. Employee training must include
sensitization to ihe requirements for reporting and identification, and the policies and procedures
required -to be followed for obtaining customer information, reporting and recording of

reportable transactions.
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FINTRAC has a specific responsibility to monitor and ensure compliance with the
legislative requirements under the 2000 Act. FINTRAC at any time can examine compliance

regime and records, and can provide feedback about the adequacy of the program,

The appendices to Guideline 4 include reporting, record keeping, client identification,
third party determination requirements by the reporting person or reporting entity sector. The
appendices present summaries of these requirements which can be used to assist in formulating

the compliance regime.
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4. REPORTING AND RECORD KEEPING REQUIREMENTS

The reporting requirements imposed on the reporting entities are the central provisions of
the 2000 Act. It is important for reporting entities to familiarize themselves with these
requirements because they may significantly affect the way they obtain and record information in
their business. There are three different types of transactions that must be reported to FINTRAC:
(a) suspicious transactions (Sectioni 7 of the 2000 Act); (b) prescribed transactions (currently
large cash and electronic funds transfers transactions of $10,000 or more, Section 9 of the 2000
.Act, as a prescribed transaction in the regﬁlations); and (¢) cross-border movements of currency

and monetary instruments in excess of a prescribed amount (Section 12 of the 2000 Act).!
A, Suspicious Transactions

Reporting entities are required to inform FINTRAC whenever they encounter, in the
course of their business aétivities, a transaction that they suspect may be related to money
laundering or the financing of terrorist activity. Section 7 of the 2000 Act requires a report if
there are reasonable grounds to suspect that the ﬁnancial transaction is related to the commission

of a money laundering offence.

There is no threshold, as to dollar amount, with regard to the requirement to report a
suspicioué transaction. There is often confusion between the large cash transactions reporting
and the suspicious transactions reporting. Large cash transactions reporting requires reporting of

the movement of cash where the amount is, under current regulation, $10,000 or more. 1t is

Section 1(1) of the Regulations defines “monetary instruments” as (a) securities, including stocks, bonds, debentures and treasury bills, in
bearer form or in such other form as title lo thern passes upon delivery; and (b) negotiable instruraents in bearer form, including bankers
drafls, cheques, travellers cheques and money orders, other than (i) warehouse receipts or bills of lading, and (ii) negotiable instruments that
bear restrictive endorsements or a stamp for the purposes of clearing or are made payable (o a named person and have not been endorsed.

Admin*326786,1
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‘necessary fo report a financial transaction as suspicious where there are reasonable grounds to
suspect the transaction is related to money laundering regardless of the dollar amount of the

transaction,

The 2000 Act and the regulations, particularly the Suspicious Transaction Reporting
Regulation places significant emphasis on identifying Qhether the transaction is being

- undertaken for or on behalf of a third party. The requirement to identify transactions undertaken
on behalf of a third parly, and the details of third party information required to be gathered are
extensively set out. The concept of reasonable measures to determine whether the account or
transaction is being undertaken for a third party have been maintained, but a more extensive
regime for requesting or requiring information, and the gathering and maintaining of information

regarding third parties has been included.

Suspicious transactions must be looked at as to the transaction and the persons involved
as a whole. Note is made at Section 3.1 of Guideline 2 that a suspicious transaction may involve
several factors that seem individually insignificant but together may raise suspicion that the
transaction is related to the commission of a money laundering offence. The most significant
factor is to consider the context in which the transaction occurs. The reporting entity will need to
be able to identify that the transaction is outside of the ordinary course of business, such that it
does not appear to be in keeping with normal industry practices. Assessment of the suspicion
should be based on a reasonable evaluation of relevant factors. Knowledge of the customer, the

customer's business and financial circumstances will also be relevant.

A suspicious transaction is, by the definition in Section 7 of the 2000 Act, a financial

transaction that the reporting entity has reasonable grounds to suspect is related to the
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commission of a money laundering offence.. Initially, the transaction must be a financial
transaction, that is it must involve the transfer of monéy, or the exchange of money for an asset.
Other transactions which are not financial in nature do not fall under the requirements. This is
not necessarily the case with the transactions required to be réported under the amendments
made by the Anti-terrorism Act. The Proceeds of Crime (Money Laundering) and Terrorist
Financing Suspicious Transaction Reporting Regulations, consolidated November 6, 2003,
provide the details as to the persons, activitics and basic nature of reporting of suspicious
transactions, As is the case throughout the 2000 Act and the regulations, the reporting

requirements extend to and include suspicion that there is financing of terrorist activity.

Reporting under Section ‘7 of the 2000 Act is only required for “financial transactions”.
The 2000 Act, the regulation and the guidelines do not define a "financial transaction”. The
statute and the regulations were drafted to be as broad and vague as possible to capture a concept
and not a narrow list of transactions. It would however seem that a financial transaction |
necessarily involves the transfer of money, otherwise the concepts necessary for the transaction
to be related to money laundering don't exist, If the transaction trades money for an asset, that
probably is a financial tranéaction. If you are trading two assets, but it is clear that these assets
are of a monetary nature, for example bearer bonds, that is likely a financial transaction because
the 2000 Act includes monetary instruments as an equivalent to cash fo; many purposes. The
regulation defines monetary instruments as those that are effectively used in the same manner as,
or are equivalent to, cash. If the transaction is a trade of assets that are not equivalent to money,
it is probably not a financial {ransaction. It is necessary' initially to determine if the transaction is
a financial transaction because only financial transactions are included in the 2000 Act for

reporting of suspicious transactions.
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The Suspicious Transaction Reporting Regulation establishes the required report form
and contents, but the requirement to report is under Section 7 of the 2000 Act. There is a series
of considerations and judgements that must be made to determine if a report is required. The
first consideration is the application of the provision to determine if there is reasonable grounds
to “suspect”. The overall starting point to considering if there is "suspicion” for the purpose of
the 2000 Act should be suspicion as to the source of the funds, because reporting refates only to
financial transactions relating to money laundering offences which requires the funds to have
arisen from a spéciﬁc list of criminal activities. The anti-terrorism amendments add the
responsibility of considering the identity of the recipient of the funds. The Anti-terrorism Act
adds as the activities which require reporting, the activity of financing of terrorist activities to

that of money laundering.

Where there are any grounds to have concern about the source of the funds, the purpose
of the movement of funds through a sequence of entities should be reviewed. Money laundering
schemes will involve the movement of funds through a number of entities, ultimately intended to
disguise the original source of the funds. If there is an appropriate explanation, and particularly
where the_transfer of funds is through a closed loop of identified related entities, it is unlikely
that this should give rise to "suspicion”. The typical tax structured arrangement moves monies
through different types of entities, but all if which have a common ownership or confrol or
identified business relationships. Money laundering efforts would need to move monies through
unrelated or disguiséd entities to effectively disguise the source of the funds. The entire concept
behind money laundering is that the original source, arising from criminal activity, is disguised.
If the monies are moved in a manner which permits the clear identification of the sou-rce of those

monies then the purpose of money laundering is not achieved.
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The next concept in the definition is that the fransaction is one that occurs “in the course
of their activities”. There is some lack of clarity to that portion of the section, and it is difficult to
determine whether in the course of their activities means the usual and ordinary course of
business, so if' you have a highly unusual request before you that that is not included. It would
seem it is more likely that this phrase means anything that you might be doing that relates to the
financial transaction or that relates to doing business iﬁ general that is in the course of business
or employmen-t duties, This is another example of the vague drafting of this statute, It is clear
that the financial transaction must occur in the course of the general undertaking of the business

of the reporting entity, but what it is intended to exclude is far from clear.

If a transaction request is made that you chose not to do the request does not give rise to a
reporting requirement. Reporting is only required where the transaction is completed; if a
transaction is not completed you do not need to report it.” Therefo;‘e in the course of their
activities probably means that anything that generally has a business guise, and that is part of the
business of the reporting entity is likely in the course of your activities. Inclusion of a concept
limiting requirements to report to activities in the course of their activities is unusual and there is
no directly applicable legislation to give guidance as to its meaning, It should be anticipated
however that it will require that the necessity of recording and reporting extend to any activities
actually done in the course of employment or business and not be limited to those in the usual

course of employment or business.

“The wording of Section 7 of the 2000 Act next requires that the reporting entity have

“reasonable grounds” for suspicion, before the obligation to report arises. What does reasonable
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grounds mean? Reasonable grounds is a difficult concept to deal with in law. Attempts to define
the reasonable man, reasonable judgment, reasonable anything have been going on for hundreds
of years, the best the courts have developed is the concept that a reasonable man is someone who
is reasonable.’ The answer in law is that there is no clear objective meaning to the word
“reasonable”. The expression “grounds” has the legal meaning *reasons”, while “reasonable
grounds” has been defined as “probable cause™ which means “a reasonable ground to suspect”
that person has committed a crime. This is generally more than bare suspicion but less than
evidence that would justify a conviction (this is the general standard for issuing a search

warrant).*

The issue is that an entity is only required to report a transaction if there are reasonable
groﬁnds, but the law dbes not clearly define what reasonable grounds are. Does reasonable mean.
that something is apparent beyond a reasonable doubt, or is something reasonable when there is
only a vague concern. The legal definition as to what are reasonable grounds will evolve as the
courts decide when a report s_hould or shouldn't have been made. The exercise of judgment
which will need to be made in the meantime are whether the indicators are sufficient that you
réasonably should have identified the relation to money laundering, This is a statutory drafting
attempt to avoid wilful blindness; to ensure that there is something less than an absolute certainty

that a transaction is a suspicious transaction before reporting is required.

When asked the question of what are reasonable grounds FINTRAC representatives, in

public speaking forums, have stated "when in doubt report". That does not properly address the

2
3
4

Sce section 2.4 of Guideline 2.

A reasonable person is one who acts sensibly, does things without serious delay and takes proper but not excessive precautions.
Biack’s Law Dictionary, Seventh Edition, these definitions are United States derived.
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requirements of reporting entities who are balancing the rights of their clients to confidentiality
and the need to report. The statute is stated to be for the purpose of assisting in law enforcement
but is not a part of the Criminal Code,” therefore one must assume that the accusation inherent in
a report does not require the criminal test of beyond a reasoﬁable doubt, which assumption is
supported by the more common definition of “reasonable grounds” as having “probable cause”.
Therefore, a best guess as to reasonable grounds is that there are enough surrounding indications
that something is outside of the ordinary course in the transaction, that doesn't amount to an
absolute certainty but is more than a vague inkling. NQ't a great legal definition, but that is the

one that we have to cope with for the present,

Reference must be made to the Suspicious Transactions Reporting Regﬁlation to
determine the extent and nature of the reporting requirements pursuant to the 2000 Act. A
suggestion is made that while the 2000 Act and regulations do not require an automated system
for detecting suspicious transactions, such a-system may be beneficial to the business. The reason
for the “beneficial” nature of an automated system, arises mosf specifically from the concept that
the indicators may not be seen all at the same instance, for example at the presentation of an
instrument at a counter or desk, An automated system would permit individual indicators to be
easily aggregated with regard to a specific client. An automated system would record, and would
highlight toa compliance officer, repeated, smaller iransactions‘ which would indicate an unusual

- pattern of commercial activity.

¥ See objects of the 2000 Act at Section 3.
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Bffective November 8, 2001 all persons required to report under the 2000 Act were
required to have implemented suspicious transactions reporting as required under the Suspicious
Transactions Reporting Regulation, now consolidated as of November 6, 2003, as consolidation

of SOR/2001-317, SOR/2002-185, SOR/2003-102 and SOR/2003-358.

The Suspicious Transactions Repbrting Regulation imposes both individual and
institutional responsibility. The regulation specifically states that an individual undertaking
activities in the course of their employment will be deemed to be acting on behalf of their
employer, except in very limited circumstances, Which imposes responsibility on the entity for
the activities of the employee. The legislation imposes responsibility on individuals, while
requiring an institutional compliance regime, with responsibility laying with the reporting entity
under the supervision of its directors and officers, to implement the compliance regime. This has
been the pattern for compliance orientated legislation, such as the oversight of conflict of interest .
and investment policy for federal financial regulations, for some time. In this case, the .
legislation applies to each individual involved with a reporting entity, such that each individual
who may encounter a transaction which is prescribed under the legislation 'to require reporting,
including large cash transactions and suspicious fransactions, is personally responsible for the
recording and reporting, and personally liable for the sanctions under the 2000 Act. Employees
can effectively discharge their duties and responsibilities by internal reporting to a superior
within the organization. Persons who are not employees cannot comply, as to legal

responsibility, using internal reporting.
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A number of new reporting entities have been included under the 2000 Act as being
required to record and report, although in some instances only for specified activitics, under the
concept that it is only financial transactions which are the subject matter of the requirement to
report under the 2000 Act. As a consequence, reporting entitics who would deal with other types
of traﬁsactions on a routine basis have generally been required to undertake reporting only in
relation to that part of their activities which would constitute financial intermediation, and in.
felation to financial transactions. In each instance, the listing of activities which has been
included are those-where the entity was considered by the legislative draftsman to be cngaged in
financial intermediation. Each of the rép‘orting entities is required to ensure there is compliance
as to répoﬁing under Part I of the 2000 Act only as to that portion of their business which is

directly described as being a listed activity for that reporting entity in the regulation.

The reporting of suspicions of terrorist financing, as well as any holding or control of
terrorist property, forms part of the reporting regulations. The time period for reporting is
included in at sections 9 and 10, and the form and manner at sections 9, 10 and Ié. In addition to
the other reporting requirements under the Suspicious Transaction Reporting Regulation, reports
must be submitted to FINTRAC thirty (30) days after the entity first detects reasonable grounds
to suspect that the transaction is related to terrorist financing. There has been no change as to the
identity of réporting entities, as a consequence of the Anti-Terrorism Act amendments, and the

related amended regulations.

The United Nations Act, R.S. 1985, ¢, U-2, gives the Govemnor in Council the power to
enact regulations to give effect to measures passed by the Security Council of the United
Nations, The United Nations Suppression of Terrorism Regulations, SOR/2001-260 was passed
by the authority of that Act to create a list of persons where there is a reasonable ground to
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believe that the person is engaged in a number of activities relating to terrorist activity, The
Suspicious Transaction Reporting Regulation at Section 3 prohibits a persdn in Canada or a
Canadian outside of Canada from knowingly providing or collecting by any means funds with
the intention that the funds will be used, or having the knowledge that the funds will be used, by
a listed person. In addition no person in Canada and no Canadian outside of Canada is permitted

to deal directly or indirectly with any property of a listed person.

There is a requirement under Section 7 of the Suspicious Transactions Reporting
Regulation for a Canadian financial institution within the meaning of Section 2 of the Bank Act
to determine whether it is possession or conirol of property owned or controlled by or on behalf
of a listed person, Under Section 8 every person in Canada and every Canadian outside of
Canada is required to disclose to the Royal Canadian Mounted Police and to the Canadian
Security Intelligence Servichthe existence of any property which is owned or controlled by or on
behalf of a listed person. These provisions supplement the requirement to report under the 2000
Act, and related regulations, any dealing in funds which are reasonably believe to relate to a
terrorist financing activity offense. The listing of persons, for the purposes of the regulations, are
posted on the web site maintained by the Department of Foreign Affairs and International Trade,

and those of FINTRAC and OSFL

Section 9 of the Suspicious Transactions Reporting Regulation requires that where there
are reasonable grounds to suspect that the transaction is related to the commission of a money |
laundering offence that a report must be made which will contain the information set out in the
schedules to that regulation, The reporting information required to be included is divided into
two sections, that marked with an asterisk and that Which is not. That which is not marked with
an asterisk must be obtained and reported. That whiéh is marked with an asterisk requires that
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the person or entity only take reasonable measures to obtain the information under Section 51 of
the regulation.® It should be noted that the asterisk code was reversed between the initial draft

and the issued regulation.

All sections of the 2000 Act which involve a “money laundering offence”, now also
include the “financing of terrorist activities” as an offence. As an example, the requirement
under section 7 to report where there are reasonable grounds to suspect a transaction relating to a
money laundering offence now includes reporting of the activity of a “terrorist activity financing
offence”. Similar changes are made to effectively every section of the 2000 Act which involves a
money laundering offence. Therefore, in considering whether there has been a transaction which
gives rise to the need to make a report under section 7 of the 2000 Act, in addition to consideriﬁg
funds which appear to be related to a money laundering offence, it is also necessary to consider
whether, on reasonable grounds, the transaction may involve the financing of terrorist activity,

which falls under the definition of a terrorist activity financing offence.

Under Secction 10 of the Suspicious Transactions Reporting Regulation suspicious
transactions reports must be sent to FINTRAC within thirty days (30) after the person first
detects a fact respecting the transaction that constitutes reasonable grounds to suspect the

transaction is related to the commission of the money laundering offence.

FINTRAC has set up an electronic reporting system, and other than if the person or entity
does not have the technical capability to send the report electronically, it must send reports to

FINTRAC electronically. If the person or entity does not have the technical capability, then they

¢ The form appended 1o the Suspicious Transactions Reporting Regulations is mandatory, and reporting will only satisfy the regulatory

requirements if filed in that form and fully completed.
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may use a paper reporting format. The teclinical capability for reporting requires only that
computer hardware and software meet the minimuﬁ standard which will support the privacy
protocols which have been established by .FINTRAC. If this type of hardware and software
support is available, then the entity must use electronic reporting. The legislation does not
however require that entities that do not have coxﬁputer hardware and software which is capable
of communicating with the FINTRAC computer, and of maintaining the confidentiality
protocols, be required fo obtain the hardware or sof.iware, rather they will be able to use paper
reporting. The standards and levels of computer hardware and software support are relatively
common, and it is anticipated that most reporting entities will have the appropriate support for
electronic reporting. The FINTRAC website has made available proérams necessary to ensure
tﬁat confidentiality of the reports is maintained, and tﬁese can be downloaded from the

FINTRAC website as required.

Prescribe(_i information must be included in providing a report of a suspicious transaction.
This requires two sets of information, one describing the client or any third party that the client is
acting for in the transaction, and the other describing the financial transaction. Section 12 of the
Suspicious Transactions Reporting Regulation sets out the information to be recorded and the
schedule to the regulation, at Section 9, sets out the details of the form of report that must be
used. The asterisk items must be included in the report while the non-asterisk items merely

require reasonable due diligence be exercised to obtain and include that information.

The Suspicious I‘ransaction Reporting Regulation and FINTRAC Guideline 2 outline of
the standards to be followed with regard to obtaining the identification information which must
be provided with thg filing of a report. The standards which have been cnunciated only give
guidance as to the nature of the identification which must be reviewed. The difficulty for the
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majority of 'repoﬁing entities will be determining the level and extent of inquiry which they must
make behind apparently official identification. The majority of employees of a reporting entity
will have no experience in identifying falsiﬁed identification. It would seem that a visual
examination of the identification provided should suffice. This is, however, not clear and the
standard of inquiry has not been clearly enunciated. The reasonable expectation will be that an
obvious alteration to the identification should not be accepted as required official identification.
Short of an obvious alteration it would appear that tfle reporting entity can accept a presented,
apparently vélid, identification documentation. Care must however be taken to ensure that the
required identification has been reviewed; the regulations and guidelings together provide an
outline of the écceptable identification, which differs as to individuals and different types of

legal entities.

Simply using the guideline indicators to identify suspicious transactions will not provide
assurance of compliance to financial intermediaries with regard to the obligations to report and
record suspicious transactions. If the financial intermediary determines to record and report only
those transactions which appear to include the listed indicators under the guidelines, they could
still be found to be in breach of the statute by failing to identify other, different, financial
transactions that should havé been noted as suspicious. »It will be interesting to see whether, when
funds are traced through financial intermediaries, and are found in the end result to arise from
money laundering activities, there will be a prima facie assumption that suspicion requiring a

- report should have arisen.

"There are no explicit statutory provisions providing objective requirements to report,
which would give rise to the ability of financial intermediaries to point to those statutory
requirements and indicate a compulsion to report, There will be a significant exercise of
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judgment in determining whether to report a suspicious transaction. The regulations are not
prescribing specific requirements, and the guidelines are purely that, guidelines. It would appear
fairly clear that if a report is made based upon indicators set out in the guidelines, that should
give rise to the argument that reasonable judgment has been exercised. This however is not stated
and there will not be statutory protection such as w;vould arise from objective standards as to

compulsory reporting.

Although the money laundering legislation provides protection from legal claims arising
as a result of .a report, the question which will be raised by plaintiffs will be whether the report
was required to be made in the first place. Because a judgment call has to be made as to (a)
whether there are reasonable grounds to suspect, (b) whether the fransaction is a financial

~ {ransaction, (c) whether it is related to a money laundering offence or financing terrorist
~ activities and (d) whether it is suspicious, a plaintiff would appear to have the right {o .claim that
there was no mandatory requirements for making a report, and accordingly the report was
inappropriately made. If inappropriately made then the protections of the statute may not be
available despite the clear wording of the statute. The 2000 Act requires only that a repoft be
made in "good faith" s?andard for protection from liability for making a report, but there are

significant legal and constitutional questions as to the effectiveness of that provision.

FINTRAC has issued Guideline 2, to assist reporting entities with identifying situations
when a suspicious transaction should be reported.” Guideline 2 lists a number of general

indicators of suspicious transactions and a listing which are grouped according to reporting

T

FINTRAC, Guideline 2: Suspicious Trausaction Reporting (Febriary 17, 2001); as posted on wwwy.fintrac.ge.cafenfstatic/guidelines. him.

«  Admin*326786.1
AMANZER
Chapter 4

BCLC0015239.102




Privileged Document — Produced without any waiver of privilege by BCLC before the Commission of Inquiry into Money Laundering in British Columbia
pursuant to s. 29 of the Public Inquiry Act, SBC 2007, c. 9

-15-

entity.® The guidelinés presuppose industry knowledge of usual commercial practice, and
indicate that transactions undertaken outside of usual commercial practice generally indicate that
the funds being utilized may have originated from a criminal source, or are being channelled to
terrorist activity, which gives rise to the requirement to report. Unfortunately, the guidelines
cannot be taken as a complete and exclusive listing of transaction characteristics which must lead

to suspicion of the transaction.

The listing of general indicators includes matters such as (a) the client admitting or
making statements about the involvement in criminal activities, (b) the desire of the client not
have correspondence sent to a home address, (c) the client has vague knowledge or presents
confusing details about the transaction, (d) the client is secretive and reluctant to meet in person,
among others. These generally indicate a client who appears to have a cavalier attitude as to the
transaction or the funds or is nervous or suspicious of normal transaqtion enquiries or
procedures. Section 4.2 indicators include an uncommon knowledge of money laundering
reporting requirements. At Section 4.3 of the guideline there is a list of indicators which
generally relate to the client not promptly, and effectively, providing identification. The
obfainillg of personal identification with regard to the client is a necessary component to money
laundering recording and reporting. Other general indicators are listed in Section 4.4 which
indicates an unusuai‘paltem of cash fransactions and 4.5 which provides a series of indicators
generally related to there being no sound or usual economic purpose to the transaction. Section

4.6 and 4.7 provide more general indicators, the first relating to unusual account opening and use

1bid., p. 14. Section 5.4 of Proposed Guideline 2 specifically Hsts indicators that life insurance companies and life insurance brokers and
agenis should consider as indicating a suspicious transaction. These include indicators such a5 a client who requests an insurance product
that has no discemible purpose, a client who cancels an investment soon after purchase, and a client whose first or single premium is paid
for from a bank account outside the country. Section 5.4 of Proposed Guideline 2 is at Schedulp “A” atlached hereto.
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activify and the latter being the use of international transfer of funds, where it does not appear to
be required in commercial transactions. Finally, Section 4.8 alerts the reporting entity to the
suspicious nature of certain offshore business activity, such as frequent transfer of funds to
offshore accounts or persons, where that does not appear to be a necessary part of the client’s

business,

Guideline No. 2 sets out for industry specific indicators that are intended to provide a
basic means of identifying suspicious transactions which are most likely to occur in transactions
of a reporting entity. It is suggested that if the compliance regime, and employee iraining,
includes this listing of indicators from the guidelines, and if identification of transactions follows |
the recommendation of this list of indicators, that it is likely the reporting enﬁty will be

considered to have acted reasonably, and with an acceptable level of due diligence.

The 2000 Act states that the reasonable grounds must be to suspect. Again it is a poorly
defined concept as to what is suspicion or “to suspect”. To suspect is likely less than "I'm
absolutely sure this is the case" but is somewhat more than “this doesn't feel right but there is
nothing out of the ordinary”.v Suspicion is a very low standard for 'reporting, but it does have to
be read iﬁ conjunction with the need for reasonable grounds. Next, the suspicion must be that the
transaction is involved with money laundering, reporting is only required if the transaction is
related to “the commission of a money laundering offence” or is related to a “terrorist activity
financing offence”. The definition of a money laundering offence does seem to be fairly clear,
and it is in defined the statute. A money Iaund;aring offence, does not say includes, is part of, or

any ofher expanding concept, it says "means", and then lists specific criminal offences which are
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included.” Therefore, if the offence is not listed it is not a money laundering offence, and you

don't have to report.

The listed offences, under the Controlled Drz.tg and Substances Act, Excise Act, Customs
Act and Corruption of Foreign Public Officials Act, effectively the smuggling of liquor, tobacco
and or dealing in drugs should be fairly easy to define, if not to recognize. What is much more
‘difficult is becoming familiar w.ith the listing of offences under Section 462.31 of the Criminal
Code. Section 462.31 specifically lists the criminal offences that constitute the money laundering
offences.'® It is a specific list, but the list is extensive, and it will be necessary to have some
understanding of the criteria of these offences to know if the indicators involve an offence listed
in that section of the Criminal Code. A course of action is only a money laundering offence if it
falls under the specific list of criminal activity. Also the offences under statutes other than the

Criminal Code are included and must be understood.

The Anti-terrorism Act provides that reporting under Section 7 must also be made where
the transaction is related to the commission of a terrorist activity financing offence.!' A terrorist
activity financing offence means an offence under Section 83.02, 83.03 or 83.04 of the Criminal
Code or an offence under Section 83.12 of the Criminal Code arising out of a contravention of
Section 83.08 of that Act. The Anti-terrorism Act adds sections to the Criminal Code, as Section.
83.01 and following. Those sections define “terrorist activity” and create offences, particularly at
Sections 83.01 to 83.05. As._an example, Section 83.02 provides that everyone who directly or

indirectly provides or collects property intending that it be used or knowing that it will be used in

?  These criminal offences are primarily the “enterprise erime” and “designated substance” offences, defined at Criminal Code Section 462.3.

1% Sec also the definitions at Seetion 462.3 Criminal Code.
" See also the provisions regarding threats to the security of Canada.
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whole or in part to catry out a terrorist activity, or any other act or omission intended fo cause
death or serious bodily harm if the purpose is to intimidate the public or to compel government
or international organizations to do or refrain from doing any act is guilty of an indictable
offence. Terrorism offences under the Criminal Code relate to the obtaining of money or

property and providing it for an activity which will meet the definition of “terrorist activity”.

A “terrorist activity” is a violent ‘act for the purpose of intimidation of the public or a
government or intemational agency. The definition in the Anti-ferroristm Act defines a terrorist
activity as having the same meaning as in subsection 83.01(1) of the Criminal Code. A “terrorist
activity financing offence”, which is the direct equivalent to a money laundering offence for the
purpose of the 2000 Act, means an offence under Section 83.02, 83.03 and 83.04 of the Criminal
Code or an offence under Section 83.12 of the Criminal Code. A terrorist activily also includes,
in the sections amending the 2000 Act, threats to the security of Canada, which is given the same
meaning as in Section 2 of the Canadian Security Intelligence Service Act. The Anti-terrovism
Act amends the Criminal Code by adding after Section 83, Part 12.1 entitled *“Part 11.1
Terrorism” and under Section 83.01 defines the various activities which are deémed to be
“terrorist activity”. This provides for an extensive list of activities that will constitute terrorist

activity.

The provisions of Section 83 of the Criminal Code define the offences by description of
the sanctioned activity and grant powers and sanctions under the Criminal Code in relation to the
investigation and suppression of these activities. Terrorist activity is defined as an act or
omission committed inside or outside Canada, under a specified list of statutes, including matters
such as aircraft hijacking, crimes against internationally protected persons, the taking of hostages
and similar, The definition also includes an act or omission inside or outside of Canada in whole
Ao
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or in part for political, religious or ideological purpose, objective or cause with the intention of
intimidating the public, or a segment of the public with regard to its security, including economic
security, or compelling a person to do or refrain from doing an act and that intentionally causes
death or serious bodily harm, or creates dangers that cause serious risk to health to health or
safety, causcs substantial damage or causes serious interference with or disruption of an essential °
service facility or system. Conspiracy, attempt or threats to commit any such acts are also

included,

Once a reporting entity files a suspicious fransaction report with FINT RAC, the reporting
entity is expressly prohibited from disclosing that it has made such a report. Section 8 of the
2000 Act states that “no person or entity shall disclose that they have made a report under
Section 7 of the 2000 Act, or disclose the contents of such a report, with the inteﬁt to prejudice a
criminal investigation, whether or nét a criminal investigation has begun.” This provision
prohibits reporting entities from telling their clients that they have “snitched” on them. As will be
seen below, a violation of Section 8 of the 2000 Act is an offence that can lead to up to two years

of imprisonment.

It is impossible to predict the standards that ihé courts will set in dealiné With the
violation of Section 8. The Criminal Code provides that a person cannot; at risk of criminal
sanction, further criminal activity. The criminal activities which are contemplated by the relevant
section of the Criminal Code includes money laundering. Accordingly, if a person suspects that
there is a money laundering connection to a transaction, and reports it as a suspicious transaction,

they have a simultaneous obligation under the Criminal Code not to further that suspected
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criminal activity.'* In such an event, it would appear that the reporting entity should withdraw
from any transaction involving that person, or those activities, to avoid Cr:’n‘zinal Code sanctions.
If the transaction is not completed with the involvement of the reporting entity, then the reporting
entity does not need to file the suspicious transaction report, based on the comments in Guideline
2. Guideline 2 issued by FINTRAC, in Section 2.4 states that the requirement to report a
suspicious transaction applies only when the transaction has been completed, if the reporting

entity, or the client, decides not to complete transaction there is no obligation fo report.
C. Prescribed Transactions — Large Cash Transactions

Section 9(1) of the 2000 Act states that every reporting entity shall report to FINTRAC
every prescribed financial transaction that occurs in the course of their activities, subject to
certain exceptions described in the regulations.'® “Prescribed” means that a regulation has listed
the transaction as a type of fransaction to be reported. If a transaction is “prescribed” as requiring
reporting it must be reported unless the transaction falls under an exception, in which case the
reporting entities must keep a list of clients in respect of whom a report would have been
required under Section 9(1) of the 2000 Act were it not for the exception.'* The exceptions that

~are i;lciuded are reasonably limited, and include clients such as a retail client who would
normally be feceiving large volumes of cash in the ordinary course of ‘their business, The

prescribed transactions can and do vary by type of reporting entity.

Changes were made to the initial draft Large Cash Transaction Regulation to better

reflect the nature of the business undertaken by reporting entities, Examples of this are the

12 See footnote 27

B Section 9(2) of the 2000 Act.
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exclusion of charity casinos from the definition of "casino", and the inclusion of financial entities
when they carry out various services for a person other than an account holder that would
otherwise fall under the definition of another reporting entity such as a money services business.
Clarification has also been included for accountants, resulting in reporting requirements being
placed at the firm level, rather than the individual member of the firm, The purpose of the
changes made in November of 2003 were to specifically deal with industry specific matters of
application which were identified in consultation with reporting entities. They were to clarify
the application of specific regulatory requireinents to industries, and in many instances to add

exceptions and make compliance functional for certain of the indusiry sectors for reporting

entities.

Also included in the regulations are provisions requiring the reporting of electronic funds
transfers, focusing initially on SW}I?T, the Society for World Wide Inter Bank Financial
Telecommunication, transfer systems, and thereafter‘ otﬁer electronic fransmission methods.
Generally similar concepts to those which were included in the Regulation for the reporting of
large cash fransactions Have been extended to electronic funds transfers, and the similér amount
of $10,000 or more has been included for the threshold for reporting of electronic funds
transfers. The reporting of electronic funds transfers does include a more rapid reporting
requirement, with electronic funds transfers being required to be reported in five working days,
whereas a large cash {ransaction record is required to be sent within thirty days after any
transaction occurring within twelve months after the regulation comes into force and fifteen days

after the transaction occurs once the one year period expires.

14 Section 9(3) of the 2000 Act.
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The Large Cash Transaction Regulation establishes a series of exceptions to the reporting
réquirements. These exceptions are generally specific to the reporting entity and to specific
financial transactions. The most significant exception is the exception to reporiing of
transactions in circumstances where the funds otherwise required to be reported have been

received from another reporting entity with the responsibility to report.

Section 12 of the Large Cash Transaction Regulation establishes the reporting
requirements for ﬁnanciai entities, and the sections following thereafter clarify these
requirements and add those for other reporting entities. For a financial entity the requirement is
to report receipt from a client of an amount in cash of $10,000 or more, the sending out of
Canada at the request of a client of an electronic funds transfer of $10,000 or more and the
receipt from outside of Canada of 4n electronic funds fransfer sent at the rcquesf of a client at
$10,000 or more. The reporting requirement does not apply to a ﬁnanciallentity sending an
electronic funds {ransfer to a person or entity in Canada, even if the final recipient is outside of
Canada, There is a specific exemption where cash is received from another financial entity or
public body. The details have been included as to the records which are required to be kept.
Similar requirements have been included for other reporting entities, but in several instances

deleting the requirement to report electronic funds transfers.

~ Reporting entities have been segregated by type of entity, and specific requirements have
been included based upon the types of transaction and the nature of the customer that those
reporting entities would be dealing with, Each reporting entity is specificaily dealt with witﬁ an
outline of the transactions to which reporiing reQuirements apply, the contents of the reports
required, and the exceptions which are available for that reporting entity. Amendméntg were
made in 2003 to the regulation to tailor the reporting requirements to the nature of the financial
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transactions that would be undertaken by each reporting entity.  As an example, only financial
entities which directly initiafe or receive an electronic transfer of funds need report these |
transactions and only casinos‘have the need for specifically tailored requirements relating to the
sale of chips or the use of casino cheques. Expanded provisions have been included relating to a
department or agency of the federal or provincial govérnment where they accept deposit

liabilities in the course of providing financial services to the public.

Section 50 of the Large Cash Transaction Regulation includes a number of exceptions
from reporting, primarily relating to retail businesses. These permit reporting entities to identify
significant retailers, that they have dealt with for some time, where there is a routine deposit of
cash in the course of business and except those deposits from large cash transaction reporting,

. These exemptions do not include businesses particularly prone to money laundering such as
pawn brokering, or those engaged in retailing of luxury assets which have been identified as

being frequent acquisitions using laundered funds.

The requirements for the ascertaining of identity of clients, commencing at section 53 of
this regulation have been expanded from the initial draft, to clarify the nature of the required
proof of identity, and to deal with matters such as minors and the settlers of an inter vivos trust,
among others. Industry specific requirements have been included for the ascertaining of identity,
and these specifically relate to the nature and type of business being undertaken, and client
déaling with thaf particular reporting entity. Exceptions to ascertaining identity are included at
section 63, and generally relate to insurance industryr product purchases, or to persons who are

readily identifiable from other sources or from dealings with other reporting entities.
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The measures for ascertaining identity at section 64 of the Large Cash Transaction
Regulation permit reliance on listed forms of identification, or the use of a cleared cheque by a
reporting financial entity, confirming the focus of the regulations which permits reliance on
identification, records or deposits by another reporting entity. The time for undertaking
identification has also been specifically included at section 63 and the. record keeping

requirements arising from the review of identification at section 67.

The general requirements as to the nature of the reporting, such as requiring electronic
filing, under Section 4, the time limits for reporting set out at Section 5, the requirement to
determine whether a third party is involved in the transaction at Sectiori 7, and similar are
applicable to all reporting entities. The specific reports for financial {ransactions and record
keeping is under the sections relating to specified reporting entities; for exanipie, at Section 12
ﬁnam—:ial entities are required to report any receipt from a client of an amount in cash of $10,000
or more, the sending of an electronic funds transfer of $10,000 or more, the receipt of an
electronic funds transfer of $10,000 or more. The records to be kept by financial entities -are
specified under Section 14 and include the requirement to maintain records regarding cleared
cheques. Other reportiﬁg entities require the reporting of only some specific transactions, as
illustrated by the requirements for life insurance and securities dealers described later. For some
reporting entifies, the nature of the activities which imposes the requirement to report under the
2000 Adt is limited, as it is with accountants, to financial intermediation. The intention is that the
list éf reporting requirements is intended to focus on the financial intermediation activities of the

reporting entity.
The Large Cash Transaction Regulation also has separate, again separated by reporting
entities, requirements as to the ascertaining of the identity of clients, These are again intended to
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provide for identification requirements which are specifically oriented to the relationship which

would be usual between the reporting entity and the customer.

Section 1, “Interpretation” of the Large Cash Transaction Regulation defines cash as
notes or bills used as currency and coins. Monetary instruments are defined in the regulation,
Funds is defined to include negotiable instruments such as securities, travellers cheques, b!ank
endorsed certified cheques, and similar. These are effectively cash or an equivalent to cash,
being able to be used as currency by any person because it is not in registered form, it is freely
negotiable and tenderable as a close equivalent to cash, These instruments are of such nature that
the person presenting the instrument can, without proving ownership, or identification, other than
that which may be required under the provisions of the 2000 Act, receive replacement proceeds

consisting of cash or another monetary instrument, or use the instrument for the purchase of

other assets.

To deal with the compliance burden, it was decided that most reporting entities have to
report cash transactions only, thereby eliminating monetary instruments and electronic fimds
transfers which would be the more common way of dealing with larger value transfers, The use
of cash only reporting places the majority of the burden on monitoring anything other than the
proverbial “suitcase of cash” on the banking institutions, who more routinely deal with monetary

instruments. Reporting requirements are generally limited to financial activities.

Some reporting entities ar required only to report cash and others both cash and electronic
funds transfers or foreign currency exchanges. In general, financial institutions will be required

to report both cash and electronic funds transfers, and reporting entities which have limited
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financial intermediation such as real estate agents and accountants will be required to report cash _

receipts only.

The Large Cash Transaction Regulation also prescribes the large cash transaction record
keeping requirements. Section 1(2) of the Regulations defines a large cash transaction record as a
record that indicates the receipt of $10,000 or more in cash in the course of a single transaction'>
and that contains the following information: (a) the name of each person or entity for whom the
amount is deposited, or the name, address and principal business or occupation of the individual
who gives the amount; (b) the nature of the transaction; (¢) the time of the deposi;, if it is made
during business hours, or, if the deposit is made outside business hours, an indication that it was
a night deposit; (d) the number and type of any account affected by the transaction, and the name
of the person or entity who holds such account; (ej the purpose and details of the transaction; (f)
whether the cash is received by armoured car, in person, by mail or in any other way; and (g) the
amount and currency of the cash received. The requirements for the large cash transaction report
must be read together with the industry specific requirements of the regulation as to transactions
that are to be reported, and the nature of the records which must also be made and kept by that

reporting entity with regard to the customer and the transaction.

Compliance requirements with regard to electronic funds transfer are included under the
Large Cash Transaction Regulation. An electronic funds transfer means the transmission,

through any clectronic, magnetic or optical device, telephone instrument or computer of

Section 3 of the Regulations states that two or more cash transactions or ¢lectronic funds transfers of less than $10,000 each that are done
within 24 consecutive hours and that total of $10,000 or more are deemed to be a single transaction of $10,000 or more ift (a) where the
person who is required to keep a large cash transaction record or to report an electronic funds transfer in accordance with these Regulations
is an individuat, the person knows that the transactions or {ransfers are conducted by, or on behalf of, the same person or entity; (b) where
the person or entity that is required to keep a large transaction record or to report an clectronic funds transfer in accordance with these
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instructions for the transfer 6f funds, other than a transfer of funds within Canada. In the basic
reporting requirements, set out on a reporting entity by reporting entity basis, some reporting
entities are required to report cash only, while 6thers are also required to report the sending of |
clecironic funds transfers. Essentially those required to report and record electronic funds

transfers are those which would actively engage in the electronic transaction.

Most reporting entities will be entitled to rely on the financial institutions that are the
generators and recipients of monetary instruments or electronic transfer of funds to report. This
is the concept behind requiring most reporting entities to report based upon cash receipts only.
Section 51(2) of tfle Large Cash Transaction Regulation states that a reporting entity does not
have to keep or retain a separate Lafge Cash Transaction Record if the information that must be
reported to FINTRAC is readily obtainable from other records that the Reporting Entity must

keep or retain under the regulation,

Exceptions as to the reporting of a transaction are set out at Section 50 of the Large Cash
Transaction Regulation. These provisions state that a reporting entity is not required to report
transactions in the respect of a business of a client where specifically listed conditions are met.
These exceptiohs generally relate to consistency with usual practice for the customer in t.he
movement of funds and requires the maintenance of a list and periodic reporting of changes in
practice. Exceptions are also set out in the regulation as to the need to ascertain identity of a
customer, at Section 62. These generally relate to the acquisition of life insurance and pension

products.

Regulations is not an individual, an employee or a senior officer of the person or entity knows that the transactions or transfers are
conducted by, or on behalf of, the same person or entity.
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Reporting entities who receive from a client, an amount in cash of $10,000 or more in the

- course of a “Single Transaction”, a defined term under the regulation at Section 3, must report it
to FINTRAC according to the form set out in Schedule 2 of the Regulations.'® A “Single
Transaction” is defined in Section 3 of the regulation which requires reporting entities to
recognize and aggregate cash transaction made by a client in a 24 hour period. The standard for
recognizing that more than one transaction has occurred to aggregate $10,000 or more, is the
knowledge of an employee or senior officer that is relevant. The guidelines do not give clear
indication as to the level of diligence which will be required. Obviously, with extensive multi-
branch financial institutions, it can be difficult to determine that this has occurred, even with
prompt recording and reporting. it would seem that FINTRAC should only expect detection if i;
would be detected in the normal course of the undertaking of business. Any other standard of
expectatién would result in a requirement to engage in inveétigation and inquiry beyond that

which appears to be contemplated by the legislation.
D, Cross-Border Movements of Currency and Monetary Instruments

Money laundering and terrorist activity is global in scope and much of the success of
these activities depends on -moving funds in and out of different countries. Therefore, Section
12(1) of the 2000 Act mandates that persons and entities must report to a customs officer (not to
FINTRAC) the importation or exportation of any currency or monetary instruments of a value

17

greater than the prescribed amount.”’ The specific wording of Section 12.1 is that the report must

be made to an “officer”, and Section 12(3) specifically lists the persons who must report the

& Section 17 of the Regulations.
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_import or export of currency or monetary instruments. Note should be made that Section 12
includes more than the reporting of cash, and specifically includes the import and export of
monetary instruments. An officer is defined as having the same meéning as in subsection 2(1) of
the Customs Act, which means a person employed in the administration and enforcement of the

Customs Act and includes any member of the Royal Canadian Mounted Police.
The dollar amount prescribed of cross border movement of funds is currently $10,000.

Section 12 of the 2000 Act was amended by th Anti-Terrorism Act, by providing a
concept that reporting is required where currency or monetary instruments are imported or
exported having a value equal to or greater than the stated amount, whereas previously the
reference was only to greate'r than, The purpose of this, is somewhat unclear. It merely moves ‘by
naming a dollar amount, the dollar amount as to the requirement down by a dollar, or so, but may

be intended to add certainty as to the cut off point.

An amendment was made at Section 12(3)(a), requiring currency or monetary
instruments that are in the possession of a person arriving or departing, or which forms part of
their baggage, must be reported as import or export and made by that person or in prescribed
circumstances by the person in charge of the conveyance. The addition is the extension of
responsibility to persons in éharge of a conveyance to make a report for a passenger. It is
difficult to determine what would be a suitable level or nature of declaration which should be
obtained from passcngers by the operators of buses, ships, raﬂway or aircraft. It is not practical

to require persons operating export or transportation systems to uvndertake more than a

7 Scetion 2 of the Regulations states that the term “officer” is used in the Regulations as such term is defined in Section 2(1) of the Customs

Act, which reads as follows: *“'officer” means a person employed in the administration or enforcement of this Act, the Customs Tariffor the
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reasonable inquiry of their passengers, and it is downloading an unreasonable level of police type
investigative powers if enquiry extends beyond that of a simple written declaration form, 'l;his
is, however, an important change expanding the duties and responsibilities being placed on
others to effectively do the job of identifying and reporting money laundering and terrorist

activity,

An interesting amendment under the Anti-Terrorism Act is at Section 22(1). Section
22(1) under the 2000 Act required that an officer who retained money or monetary instruments
forfeited un&er the 2000 Act should without delay send them to the Minister of Public Works and
Government Services, The expression “without delay” has now been deleted by the .amendments
uﬁder the Anti-terrorism Act. One amendment which has been included, likely to some
practicable purpose, is the amendment to Section 25, which extends the appeal period for a
person whose currency or monetary instruments are seized from thirty days, undef the 2000 Act,
to ninety days after the date of seizure. A similar extension of the appeal period was made at
Section 32(1), extending the sixty day appe_al period by third parties entitied_ to claim seized

funds to ninety days after the seizure.

The 2000 Act requires that any currency or monetary instruments in the actual possession
of a person coming to or leaving Canada, that is imported or exported by courier or mail, or that
is on board a conveyance arriving or leaving Canada must be ;‘eported to an officer.'® The person
reporting must truthfully answer any questions ﬂ1e officer poses with respect to the information

contained in the report and must, on request of the officer, present the currency or monetary

Special Import Measures Act and includes any member of the Royal Canadian Mounted Police;”
" Section 12(3) of the 2000 Act,
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instruments in question.'” It is important to note that the requirement to report currency or

monetary instruments applies to all importing or exporting persons and not just reporting entities.
E. Anti-terrorism Act and Bill C~7 The Public Safety Act, 2002

The 2000 Act was amended by an “Act to amend the Crimiml Code, the Official Se;re!s
Act, the Canada Evidence Act, the Proceeds of Crime (Money Laundering) Act and other Acts,
and to enact measures respecting the registration of charities, in order to combat terrorism”,
pursuant to Bill C-36 which was assented to on December 18, 2001. Under Part IV of that
legislation, entitled “Proceeds of Crime (Money Laundering) Act”, various provisibns were
enacted to amend the Proceeds of Crime (Money Laundering) Act. Both the long and short title
of the 2000 Act were amended, with the short title of the 2000 Act being amended to the

Proceeds of Crime (Money Laundering) and Terrorist Financing Act.

Various changes were made to the money laundering legislation, most to include
wherever the concept of a money laundering offence had been referenced in the 2000 Act, the
additional reference of the offence of terrorist -activity financing, Iﬂ addition, there were a
number of technical amendments made to several of the technical terms of the 2000 Act. These
were not made to import the anti-terrorism provisions, but t§ deal with minor technical matters
that had beeﬁ identified in the review of the 2000 Act. As an example, the definition of “client”
was amended in the latter part to delete the portion reading “and includes a person or an entity on
whose behalf the person who engages in the transaction or activity is acting” with the phrase

“and includes a person or an entity on whose behalf the person or the entity that engages in the

P Section 12(4) of the 2000 Act.
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transaction or activity is acting”, Effectively the reference to “or entity” had been excluded from
the prior drafting. Similarly, “courier” was defined in the 2000 Act as having the same meaning
as subsection 2(1) of the Customs Act, whereas under the amendments, “courier” is defined to

mean a courier as defined by regulation under this legislation.

The primary purpose of the changes arising from the amendments under the anti-
terrorism legislation was to add the concept that the financing of terrorist activities is an offence
to be dealt with in similar manner to money laundering offences, for the purposes of the money
laundering legislation, Terrorist activity financing offences are defined in the amendments, and
specifically means an offence under Section 83.02, 83.03 or 83.04 of the Criminal Céde, or an
offence under Section 83.12 of the Criminal Code arising out of a contravention of Section 83.08
of that Act. The offences referenced uﬁder the Criminal Code are amendments to the Criminal
Code which were included in the Anti-Terrorist Act. Tﬁe Criminal Code now, at Section 83.02,
provides that it is an offence for anyone to directly or indirectly, wilfully and without iawful
justification or excuse, Iprovide or collect property intending that it be used, or knowing that it
will be used, in whole or in part, in order to carry out an act or omission that constitutes an
offence referred to in the deﬁniﬁon of “terrorist activity”, or any act or omission intended to
cause death or serious bodily harm to a civilian or any other persc;n not taking an active part in
the hostilities in a situation of armed conflict if the purpose is to intimidate the public or to
compel a government or an international organization to do or refrain from doing any act. This is

an indictable offence and is liable to prison for a term of not more than ten years.

“Terrorist activity” has. an extensive definition under Section 83.01, but basically
includes acts or omissions committed inside or outside of Canada involving (a) the seizure or the
affecting of the safety of aircraft, (b) crimes against protected persons, (c) the taking of hostages,
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(d) matters relating to nuclear material, (¢) violence relating to aircraft or maritime navigation
(piracy), (f) oil rigs, and (g) matters relating to issues such as terrorist bombing and the
international conventions on the financing of terrorism. Section 83.01 goes on to include at
Section (b) an act or omission Ain or outside of Canada that in whole or in part, for a political,
~ religious or ideological purpose, objective or cause, is undertaken for the intention, in whole dr
in part, of intimidating the public, with regard to its security, including economic security, or
compelling a person, government or organization to do or refrain from doing any act, and that
intentionally causes death or serious bodily harm, or endangers or causes serious risk.

Conspiracy, attempts or threats are also included under the offence.

Scction 83.03 makes it an offence to directly or indirectly collect property, provide or
invite a person to provide or make available financial or other related services, intending that
they be used or knowing that they will be used for the purpose of facilitating or carrying out a
terrorist activity, or knowing that they wili be used by or will benefit a terrorist group, “Terrorist
group” is defined as an entity that has as one of its purposes or activities facilitating or carrying
out any terrorist activity or is a listéd entity. Organizations periodically identified as being
suspected of carrying out political, religious or ideological terrorist activity, The list created
under this section is the list referred to in the discussion of compliance requirements as being the
list which must be periodically reviewed and updated. This also is an indictable offence, with
the offender being liable to imprisonment. Section 83.04 makes it an offence for anyone to use
property, directly or indirectly, in whole or in part, for the purpose of facilitating or carrying out
a terrorist activity or being in possession of property intending that it be used or knowing it will

be used for such purpose. This is again an indictable offence.
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At Section 83.05, the Governor-in-Council is given the power fo éstablish a list on which
it will place the entities which will then be constituted as listed cﬁtities known as terrorist groups.
If the Governor-in-Council is satisfied there are reasonable grounds to believe that the entity has
knowingly carried out, attempted to carry out, participated in or facilitated a terrorist activity, or

+ the entity is knowingly acting on behalf of and at the direction of or in association with such an
entity it may be added to the list and will then be considered a “terrorist group”. This list will
provide guidance as to when a transaction will need to be reported; under these anti-terrorism
amendments the sending of any money, or receipt of money, with or in association with one of
the listed entities would require reporting, The definition of “terrorist” group is hpwever broader
than just a list of names and will require that some attention be made to the nature of entities
other than those specifically listed. Simply relying upon the list published in the regulations as to
what is a “terrorist group” will not be sufficient. The definition of terrorist group is not limited
to the “list” but also includes an entity that has as one of its purposes or activities facilitating or
carrying out terrorist activity and includes association with such groups. The requirément to

determine if funding is being sent to such a group is very unclear at present,

The general basis for identifying that a transaction may relate to a terrorist activity
financing offence will require being familiar with the list of named terrorist organization (under

A sectic;n 83.05 of the Criminal Code) or countries known for the harbouring of terrorists and
terrorist activity. Preparation of the list of named terrorist organizations which will fall under the
definition of terrorist group will be under Section 83.05 of the Criminal Code. The list is
published in several government sources of information, readiiy available to the public, including
the FINTRAC website, Reporting entities will need to 'become familiar with, and check periodic

changes to, the list of terrorist groups for the purpose of complying with the anti-terrorism
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portions of the 2000 Act. There are fairly extensive provisions now included in the amendments
to the Criminal Code, underlying the basis for the preparation of the list of terrorist groups. If the
monies are destined for one of the listed terrorist organizations, or for a country which is listed as
being a haven for terrorist activity on the FINTRAC site, then it is likely that a report will be

needed because of the broad definitions iri the Criminal Code.

The Suspicious Transaction Reporting Regulation provides for the requirement to report

a terrorist activity financing offence at Section 9.

There are significant amendments in the section of the Anti-terrorism Act dealing with
the money laundering amendments. Section 7, the suspicious transactions reporting requirement
has been amended by adding to it the requirement to report every financial transaction that
occurs in the course of their activities and in respect of which there are reasonable grounds to
suspect that =the transaction is related to a terrorist activity financing offence. In addition, Section
7.1 has been added, which adds the additional requirement stating that any person or entity that is
required to make a disclosure under the new section 83.1 of the Criminal Code shall also make a
report on it to FINTRAC in the prescribed form and manner. Section 83.1 of the Criminal Code
provides that every person in Canada and every Canadian outside of Canada shall disclose to the
Commissioner of the Royal Canadian Mounted Police and to the Director of the Canadian
Security Intelligence Service the existence of property in their possession or control that they
know is owned or controlled by or on behalf of a terrorist group, and information about a

transaction or proposed fransaction in respect of that property.

Section 9 of the Money Laundering Act, the general reporting section which requires

every person or entity to report to the Centre in the prescribed form and manner every financial
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transaction that oécurs in the course of their activities, was amended by adding Section 9.1.
Section 9.1 requires that every person or entity that is required to make a report to FINTRAC
under any Act of parliament or any regulations shall make it in the form aﬁd manner prescribed
under the 2000 Act for the report under that other act of parliament. Note should be made that
reporting forms are largely dictated by FINTRAC electronic report requirements. These have

been most recently changed on March 29, 2004,

The immunity section of the 2000 Act, Section 10, which provides that no criminal or
civil proceedings lie against a person or entity who makes a report under Section 7 or 9 in good
faith regarding their suspicions about money laundering or the financing of terrorist activities,
has been amended, to add Section 7.1. Interestingly, the amendment has not added Section 9.1 to
the list of protected reports and therefore the extent and scope of the civil and criminal immunity,
difficult to determine at the best of times, beqause of the lack of constitutional authority and the
uncertainty of the requirement for good faith, specifically will not extend to the reports which are
required to be filed under Acts of parliament other than the 2000 Act. The purpose of this

omission is unclear. [Check to ensure correct]
F. Reporting Procedures

The regulations and guidelines clontain the technical provisions .regardi_ng the form of -
reports required to be filed. At present nine guidelines have been issued by FINTRAC,
supplementing the requirements of the 2000 Act and the regulations under that Act. Guideline 1
is a backgrounder, which explains money laundering and terrorist financing, including alerting
‘the reader to the international nature of the concern. This guideline provides an outline of

legislative requirements, and an overview of FINTRAC's mandate and responsibilities, with a
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view to providing a simple, plain language, guide to the view of FINTRAC as to the extent and
nature of the statutory provisions. Guideline 4 outlines the basic requirements for the

implementation of an acceptable compliance regime.

Guideline 2, Suspicious Transactions, includes the detailed guidance as to how to identify
a suspicious transaction. It includes general and industry specific indicators. These can be used
to help identify, conduct, and evaluate transactions which may invelve a necessity for a

suspicious transaction report.

The remaining guidelines all outline the requirements for the submission of reports, and
provide the details as to the method of transmission and the contents of those reports. This
includes Guideline 3, “Submitting Suspicious Transaction Reports to FINTRAC”, Guideline 5,
“Submitting Terrorist Property Reports to FINTRAC”, Guideline 6, “Record Keeping and Client
Identification”, Guideline 7, “Submitting Large Cash Transaction Reports to FINTRAC”,
Guideline 8, “Submitting Electronic Funds Transfer Reports to FINTRAC” and Guideline 9,

“Alternative to Large Cash Transaction Reports to FINTRAC”.

FINTRAC has stated it will assist reporting entities in organiziﬁg their responsibilities to
complete electronic filing, The process of filing, the electronic rcqui.rements, and the
confidentiality and security requirements of the browsers, are fully explained in thle FINTRAC
website materials. FINTRAC assists by providing downloadable browsers which will provide the

appropriate level of security for the reporting process.

The electronic filing requirements are dictated initially by the nature of the reports. The
report contents will dictate what must be provided, and the format for the provision of that

information. The format for reports is included in the regulations and guideline information
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assists in completion. The detailed contents of the reports z;tre included in the reguiations by
including the report form, and this is supplemented by the guideline information. A number of
the fields in the reports require mandatory completion. Failure to fully complete the report can
constitute an offence because it will not constitute an appropriate filing of the report, FINTRAC
has indicated in publicly issued statements that they will, at first, assist reporting entities in
ensuring the reports are fully and properly completed. It should, however, be anticipated that the
' requireinents will necessitate that the records.of the reporting entity include the information
necessary to complete the reports, and that the assistance will relate only to the appropriate
format, énd technological requirements, for a completion of the filing. The filing requirements
have been amended as of March 29, 2004 and reference should be had to the FINTRAC web site

for a review of technical filing requirements,
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5. ASCERTAINING IDENTITY -
A. When One Must Ascertain Identity

An important aspect in the fight against money laundering is ensuring financial
intermediaries are aware of who is conducting financial {ransactions and who is behind those
persons. To that end, the Regulation, entitled “Proceeds of Crime (Money Laundering) and the
Terrorist Financing Regulations”, sets out a number of “know your client” rules that require
reporting entifies to ascertain and verify the identity of their clients. The specific requirements
differ somewhat by type of geporting entity.! However, geﬁerally, a reporting entity must
ascertain the identity of any individual whc‘) conducts a transaction, on his or her own behalf or
on behalf of a third party, for which a “client information record’”? must be retained under
Section 19 of the Regulation. The same requirement is made in respect of clients that are .
corporations, or that are neither individuals nor corporations (i.e. trusts or partnerships).’ This
requirement is waived if the person’s identity was already ascertained by another reporting entity
in respect of the same transaction or series of transactions, or if any of the record exceptions

apply.4

The tone of the Regulation is such that it appears that the reporting entity can rely on

information provided by the customer, without need to officially or extensively verify, but

See the “know your client” rules for financial entities and casinos at Sections 53 and 54 of the Regulation; persons engaged in forcign
exchange dealing at Section57 of the Regulation, money services businesses at Section S8 of the Regulation, casinos at Section 59 of the
Regulation and government departments and agencies at Section 60 of the Regulation.

Section 1(2) of the Regulation defines “elient information record” as a record that sets out the client’s name, address and nature of the
client’s business or occupation,

3 Sections 55(3}and 55(4) of the Regulation.

Sections 55(1) and $5(2) of the Regulation, provided by way of example only for the life insurance industry, the exceptions which are
included in the proposed regulations generally will exclude from the need to record and report information regarding client, or transaction,
where that information would be readily available in other records of the reporting entity, or would be available in the records of another
reporting enlity involved with that client and transaction.
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reporting entities will need to ensure that they are making appropriate enquiries. It is suggested
that the paperwork initiating any transaction include specific inquires of the customer as to their
identity, which must be verified by a review of publicly issued ridentiﬁcation document, and to
determine whether the transaction is being conducted on behalf of a third party. It does appear
that the due diligence defences under the 2000 Act will protect the reporting entity which makes
these inquiries, in written form, in the client application initiating the transaction. This list of
required information can be taken from the compulsory elements of the required form of report.
The compulsory information is cleatly noted in the reporting forms included in the regulations.
The information obtained for record purposes must include the compulsory reporting information

for all transactions to be reported.

The Regulation specifies the detail of the reporting requirements, including the nature
and form of report, and the contents of the report, appending the report forms as schédules. The
Regulation sets out certain limited exceptions from recording and reporting which would
otherwise be required, generally relating to information which would be included in the records
and reports of another reporting entity. The reporting entity must confirm the identity of every
individual who is authorized to give instructions in respect of an account for which a record must

be kept under Section 23(1)° of the Regulation. The same requirement is made of clients that are |

As an example, Section 23(1) of the Regulation requires every securities dealer to keép the following records: (a)in respect of every
account that the securities dealer opens, the account operating agreament or account application, which bears the signature of the applicant
who is authorized 1o give instructions with respect to the account and which sets out the number of a bank, trust company, credit union or
Caissc Populaire account in the name of that individual or in respect of which that individual is autherized to give instructions; {b) where
the securities dealer opens an account in respect of a corporation, a copy of the part of official corporate records that contain any provision
relating to the power to bind the corporation in respect of that account; (¢) where the securities dealer opens an account in the name of the
person that is not a corporation, the person’s name, address and the nature of the principal business or cccupation of the person; (d) every
~ new account application, confimmation or purchase or sale, guarantee, trade authorization, power of altomey and a joint account agreement,
and all correspondence that pertains to the operation of accounts that the securities creates in the normal course of business; and {¢) a copy
of every statement that the scourities dealer sends to a client, However, such reporting requirements with respect to paragraph (a) above do

not apply in tespect of an account in the name or, or in respect of which instructions are authorized to be given by, a financial entity or
securities dealer, '
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corporations, or that are neither individuals nor corporations (i.e. trusts or partnerships).6 The
requirement does not apply to: (a) corporate accounts where the securities dealer has already
identified at leasf three individuals authorized to give instructions; (b) accounts opened for the
deposit and sale of shares from a corporate demutualization, an employee stock purchase plan or
the privatization of a Crown corporation; (¢) registered plan accounts; and (d) accounts in the

names of foreign affiliates of a financial entity.”

There are also client identification requirements under the Suspicious Transaction Report
Regulation. The reporting entity will need to obtain the customer identification necessary to
complete these reports, if and when required to be filed. Thos reporting forms for suspicious

transactions are appended as schedules to the Suspicious Transactions Reporting Regulation.

To assure full compliance, the client records of a reporting entity should include all of the
information required to be included in a report under each of the regulations. A specific question
inquiring as to whether transactions have been, or will be, undertaken on behalf of third parties
must be included. It does seem that written énquiry including all of the required information with
a written and signed response by the customer, and a review of publicly issued identification,
will suffice for satisfying the regulation’s “know-your—clieﬁt” rules and to have the necessary

information to file the suspicious transaction or large cash transaction reports.

Note should be made that there are differences in the specifics for compliance dependent

upon the industry sector, which is differentiated by the type of reporting entity.

®  Sections 56(3) and 56(4) of the Regulation.
Section 56(2) of the Regulation,
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-There are exceptions to the requirement to obtaiﬁ and maintain full client information for

each transaction. The exceptions are identified on a reporting entity basis, such that specific
~reporting entities are excluded from the requirement 1o provide certain of the specified
information. In addition there are general exceptions included in the Regulation at Section 50, as
to the nature of the transaction and Section 62 as to ascertaining identity of customers. They-
generally relate to transactions where the information would already be held, or where it would
have been obtained and maintained, by another reporting entity. As an examplé, a securities
dealer does not have to ascertain the identity of an individual who is authorized to give
instructions in respect of an account that is opened for the sale of mutual funds where there are
reasonable grounds to believe that that individual’s identity has already been ascertained by
another securities dealer in respect of the same transaction.® The same is true with respect to any
individual who already has an account with the securities dea.ler or if there are reasonable
grounds to believe that the account holder is a public body or a corporation with minimum net
assets of $75,000,000 and whose shares are traded on a Canadian Stock Exchange, the New York

Stock Exchange, the NASDAQ Market or the American Stock Exchange.’

An effective coinpliance regime will require that every employee who initiates a client
relationship, or an individual transaction relationship, is aware of the requirement to obtain the
necessary information for obtaining of information, maintenance of r.ecords and the filing of the
reports under the 2000 Act. This will include the information required in the suspicious
transaction reports, as well as those required for the large cash fransaction reporting

requirements. The required client and transaction information is clearly outlined in the schedules

8 Section S6(5) of the Regulation.
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to the Regulation and the Suspicious Transactions Reporting Regulation. The most effective
compliance regime will require that a transaction cannot be'initiated unless the information has
been obtained, recorded, and the back up. verifications obtained. Instructions should specifically

‘ be given, together with an electronic or paper based information questionnaire, that the
information must be obtained prior to undertaking a transaction which could give rise to a need
to rep‘ort a suspicious transaction or a large cash transaction. The list of required information can
‘be readily prepared from the information required to be obtained and reported in the regulations,
which outlines both the required client information, -thi'rd party informétion, and transaction -

information.

Requirements to ascertain identity of customers are included at Section 53, to the
exceptions at Section 62 of the Regulatién. Section 53 of the Regulation specifically provides
that every person or entity that is required to keep and retain a large cash transaction record must
ascertain the identity of the individual with whom they conduct a transaction. This supplements
the requirements at Section 8 of the Regulation which requires that those persons take reasonable
measures fo determine whether the individual is acting on behalf of a third party. Specific
requirements are then included on a reporting entity basis, sefting out the specifics applicable to
each of the types of reporting entities. The Suspicious Transactions Reporting Regulation at
Section 12 lists the prescribed information as to the client, importer, exporter, and as to the
financial transaction. 12(a)(iv) requires that the prescribed information include the name and
address of any person or entity on whose behalf the financial transaction, importation or

exportation is conducted. Part F of the required suspicious transactions reporting form includes

¢ Section 61(2) of the Regulation.
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the information relating to a person on whose behalf a transaction is conducted, although Part F
is not an asterisked portion of the report, that is it is not a mandatory field to be c.o'mpieted, it will
require the reasonable diligence be undertaken to obtain the necessary information, As a
consequence, it is likely that a written inquiry, and response, as to whether the transaction is
being undertaken on behalf of a third party will be nceded to evidence the reasonable effort to

obtain the information,

The Regulation also requires reporting entities to receive reliable evidence indicating
whether or not an individual is acting on behalf of a third party. If the person is determined to be
acting on behalf of a third party, the reporting entity must obfain and retain a statement, signed
by the individual conducting the transaction, that sets out the third party’s name, address and the
nature of his, her or its principal business ‘or occupation, and the nature of the relationship
between the third party and the individual who signs the statement.'® Where the reporting entity
is advised that the individual is not acting on behalf of a third party, it should obtain a wriften

statement from the individual stating that the individual is not acting on behalf of a third party.'!

The identification of third partics is specifically required when a reporting entity is
required fo keep a signature card or an account operating agreement in respect of an account or a
client information record.'? It appears that, throughout the requirements for identification of third
party participation,-a direct question in writing to the person dealing with the xeporting entity,

and a written response by that person, will suffice for inquiry. Further investigation does not

10
1
12

Section 7(2) of the Regulation,”
Section 7(3) of the Regulation,
Sections 8 and 9 of the Regulation, respectively.
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appear to be merited or required if the question is openly stated in the appropriate account

opening or similar form and signed by the customer.
B. How One Must Ascertain Identity

The Regulation prescribes not only when but also how a client’s Iidentitf must be
ascertained. This is initially to be done by referring to an individual’s birth certificate, driver’s
licence, provincial health insurance card, passport or any similar record, other than the
individual’s social insurance card.”? Where the individual is not physically present when the
client information record is created, that person"s identity may be ascertained by confirming that
a cheque drawn by the individual on an account at a financial entity has been cleared or that the
individual holds an account in the individual’s name with a financial entity.!* The Regulation
also prescribes the information about an individual the must be recorded (i.e. date of birth or

account number of financial entity on which cheque was drfawn).]5

Specific information is required to be verified with regard to corporations and
partnerships, this is outlined in detail in the Regulation. These geﬁeral]y require review of the
publicly issued or registered information included in the appropriate public record in the
jurisdiction of incorporation or formation. This information will vary dependant upon the
jurisdiction, but will generally require the filing maintained in the public recording office for the

recording of business names, partnerships, limited partnerships or corporations.

B Sections 63(1)(b} and 63(1)(c) of the Regulation.
B Ibid,
% Section 66 of the Regulation.
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For corporations the information can be verified from a public record which will permit
confirmation of the incorporation, including the ability to obtain a copy of the incorporation

decuments, and the information filed with regard to the directors and officers.

Other entities may be registered under their systems, or in some instances can be formed
without registration, Where an entity is formed without registration, such as a general partnership
which does not require registration for the entity to be created, then the individual information as

to each of the participants would appear to be required.

The legislation, even when read in the context of the Regulation and FINTRAC
guidelines, does not provide an objective, statutbn'ly dictated, level of diligence with regard to
the review of presented identification and information. It would, however, appear that the
standards to be followed by'reporting entities must be considered in the context of the legislative
intent, and the specific statements made that this is not intended to be criminal legislation. It has
not been the stated intent of the legislation, or of FINTRAC in overseeing compliance with the
legislation, that reporting entities are to become the equivalent to highly trained police
investigators. The intention should be that reporting entities will have trained their employees,
and have established their compliance systems, -so as to be able to deteét that a financial
transaction is outside of the commercial norm, and that there is apparent reason for suspicion.
This does not require that investigations be taken outside of the specific inquiries required to
obtain the necessary filing information and the application of industry knowledge to identify that

the transaction does not appear usual or normal,

The existence, name and address of a corporation and the name of its directors must be

ascertained by referring to its certificate of corporate status and other required corporate public
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findings.'® Similarly, the existence of a person that is neither an individual nor a corporation
“would be ascertained by referring to the partnership agreement, articles of association or other
similar record that proves its existence.!” In both cases, the records may be in paper or electronic
form provided that they are obtained from a source that is accessible to the public. This will
require that a record, electronic or paper, be made of the inquiry, and that inquiry be made,
beyond the infonnatiqn provided by the customer, of the public records. It would appear that it is.
not advisable to simply accept a photocopy of a partnership agreement or articles of
incorporation, unless they are received from a reliable source, such as legal counsel. It would
appear that access to the public records should be made and a copy of the public recording

obtained and compared to that provided.

The sources for client information that are considered to be accessible to the public are
those where either personal attendance, written inquiry or computer access would provide
information with regard to that entity from public official maintained records. These would
include the corporate profile reports for Canadian corporations now available online for both
federal and provincial corporations, Similar inquiries would be available for partnerships, limited
IiaBility partnerships and limited partnerships, although the information included in the public
recoid is more limitéd. For entities where only a partial public recording is available, such as
registration under the Business Names Act ot Partnerships Act, further inguiries should be made
in many instances beydnd that of the public record. For example, in the case of partnerships, this
would include a written statement as to the legal relationship and the full listing of the

participants in the legal relationship.

16 Section 64(1) of the Regulation,
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BRITISH COLUMBIA LOTTERY CORPORATION
BOARD MEETING JULY 23, 2010

PRESENTATION REGARDING ANTI-MONEY LAUNDERING AND FINTRAC

Alison R. Manzer

=

1. What is money laundering and what is terrorist financing?
2, What does the law require:

- Recording

- Reporting

- ldentifying

And what is the law focussed on:
- Large cash transactions

- Suspicious fransactions

- Dealing with the wrong people

- [dentifying persons who are dealing for third parties

3. Why casinos have been selected as a reporting entity
What is FINTRAC concerned about that is specific to casinos
- The conversion of dollars into casino cheque
- The conversion of cash Into casino issued goods
- The conversion of foreign dollars to Canadian dollars
- The conversion of cash to casino chips

- The conversior) of cash to casino with the reconversion to cash
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4, What is ur;ique abhout casinos - what are the inherent risks and needed controls.:
- The ability to deal with large vo[;Jm'es of cash on a basis that readily appears legitimate.
- High drug rélated involvement | )
- Confirmed winnings as against stoppage of play to cash out

- Refining: small denomination currency converted to large denomination currency

5. Board Responsibilities
- Seiting Policy
- Understanding Risks
- Determining and directing management strategies
- Receiving reporting | -
| - Monitoring effectiveness

- Assuring appropriate independent oversight .

6. Current Hot Butions at FiNTRAC '
. Move to more risk based cdmpliance programs
- Enhanced corporate governance and changing re!ationships to the CAMLO
: - Enhahced re;e,bonsi,iaility and training reguirements for CAMLOs
- Inéreaséd trai'ning and updating trainihg for front !iné employees
- Auditor effectiveness tes'ting

- Regular efficiency testing

7. The Risks of Failure

- Fines - administrative monétary fines can now be imposed and are increasingly being
used by FINTRAC

- Deliberate failure to comply leads to criminal offences
- Reputational risk

- Regulator intervention
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